Partl.BLE{F | 3&

BLE 2I2f% 95

AETIE, BLEDREZ DN YR T KBRHELTLEET,

I0S TARAYN—ELTES fEfRZFTABITIEVLDHEEFTICBHRELTLESTDT,
REICRITHIENTEET,

(ML R)
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3.BLEXEET 2

BLE (Bluetooth Low Energy) (3 Bluetooth ver.4.0 i< 35> T#Hi L < flAIA F 7= SRR C
T 20 MEENPE] & [H—ERXSRIE] 255 TH 5 I0SHAEED A ICL > THEIITH
% Z &, % LTk Bluetooth ver3.0 DRI L M2 bDTH DL Z L id, 1HETHH LA L
BYTE, AETIRIOST 7V 7 —vavhbBLEEH S IKH 7Y Hidke FREIC D W T
FTreebiczofMAcoOTHEIL 5,

FEDNRET S Bluetooth DN—S3 BLUES

NnN==3>

AREECTRTDOXIR & 3 5 Bluetooth @ X — a2 Vit verd.1 & L, Core Specification ver.4.1,
Supplement to the Bluetooth Core Specification ver.4.0iCfE> D & L¥ 3, k. 20154F
1 A O #EERE S T, Bluetooth ver42 32 I N TE D . HHTDOIEHIZ Bluetooth Technology
Special Interest Group D% A4 +CTHERT 2 LB TE & @"il

Bluetooth EFMMAEEICOWT

RECTHINT 5 HEED 5 B Core Specifications THK 5 Bluetooth [EH @ 935D FFEICDWT
3. ZOFEEIGFHICTHRRLZITVE T, )7, BMATRCIEFEOMFEEICO VT2 A FH L
CHHAGERTRAEL TwES,

Ny M4 XOBE [octet]

A5 T3, Bluetooth @ Core Specifications DEFLICHI Y | <7 v b4 XD Hifi7 & L T octet
(=8bit) RETMIL £3. 8bitid@H [byte] THREIND Z L BL D TT A, MR
Lo TE8bitTRAVEADH Y, FHELL T LBVAEEA, 20720, WESHTIEZ
DWERR X % FRoL3 % BT, 8bit = loctet TH 5 L FHE(V X A7z octet & Hifz & L CHIH I 2 {H
M23% Y . Bluetooth Core Specification b Z#UICH] > TWE 3,

HRADEE

AREETIE. SMP (Security Manager Protocol) ¥ X U*HCI (Host Controler Interface) i
BILCRMHONEIE LET, SMPICOWTIERT Y v 2, ¥ 2V 7 4 BHOEH23%4
L. HCLIZ D W TIE BLEICHI W 2 ik o 2 7 LU EOTHA DY L 4. SMP B XL U
HCILic2wTld, [Bluetooth Low Energy: The Developer's Handbook] (Robin Heydon )
Dz L £9,

X1 https://www.bluetooth.org/ja-jp/specification/adopted-specifications



3-1. BLE D E

3-1. BLE D%

BLEDHAHADE L 742 % DI, GATT (Generic Attribute Profile) £ FFIENZ 7R 771 T
T ([7a7740] ZOWTE32HTHIRLET., 22T, &0 HXTHEECIREIELT
B2 EMFELTCOAEETNEMED Y L),

18Tk, BLE% [ & F I BM&#E kit ceBE T 21 i, S TP VWb Sh
27 =21 [BM] I©, 20T —2%PLOVMY T 2720CHE L ZHEBNIIXFEBY R
& (a2 b)) Kt 2E Lz, GATT ZAfkicEE T3 ¢ [BM O+ 2 77— k] ©
T, BMOI~K, oG, 2L T, 22 TOREDHESA, chboliEziificsnT
REET 2 0B GATTOEEI L 2 Y 9,

Characteristic

Service —|

Profile —|
Characteristic

Service —|

3-1 BLED#EA

HiG O TIEBLET A Zfll, i0ST A4 2O LB 5 THHEDFH LLFEWFICASZ
ENTEET, TR, ZRODHEZE SR o THROLNTWEDTL & 95 2. YR, IFEH
FlicxElZPFHE LTI TEDY ¥ A, BLETIR, HFihohcokilz kol s
[MGOEHA] LA BBHENFELET., COMAEEZH > T2 DA GAP (Generic Access
Profile) T3, BLETHE LA DEREZIT5HBEII. GAPILL > TZDIRABLEZARLTH S
S5 ETRABDTNAREDBEEHNATEECR Y £T,

Z LT [MFoRMGE] 2 MEEoREots] Ao - #HoTHEE L7 +—< v b3
7B FaLEFEFhTE T, BLETIR, ATT, SM. L2CAP, LL, PHY & W 3 TR &

47
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3.BLEXEET 2

NrzREET, S AaTSe barBdvbh I8, e, 7707 —> a vfilp
LbIo7ubarkEERY LR3BYEEA, LrL, Futarolifidd s R L
T, T THARRZ 205, FEOHMHBBLE I RoTw2Dh, E5niEL VK=
A FTRMEBSITE 200, REPMMBTESL L51CAD, IOSTOBLER LV HLL A
BFETd,

Bluetooth& MFi7Z 55 A

77y 7 BT CIRESE. B4 7 & FEIFRHIE, JERtEAETE & 742 53— € 2 & BRIk
%@iu774wi%—810%§%ﬁoﬁb&79yﬁ%%@&b Z DOERENL
7a7 7 A e LTIOSICHlAATENTHET, LAV CHE, iIOST7Y T —v 3
VBRI 7Yy BT LEECH LV TELEITEEEA, 2exE. 77y 27 BT
Bluetooth~»y Ft v b Zi0OS L #fi Lz e Ex T, *T Vv 73 niz~y Pty
MIERET 7YV 2 o0EREY EIB.1I0ST 7V r—vavidblETrH—T4477
ANDEEERToTWBEDRT, 272y 7 BTHOF AL 22 HME-HEL Tn2bT
TRV ETA, ZLTIOST AV r—vavfllrbnks s 5>y 2 BT
EHAT 5 A, HEE A5 DHAMF (Made for iPhone) v 2 7 A T4, MFi7u 2
KBMT e THADY 72y 7BTORMHKEATESL L KAV £, Lo LAad
b, ORI LEOEMBPLETH Y, LT LIRELMBIBL T2 & IZRS
BVIOST v Y= TICE o TRHIEFHICRE VR L i T E T,
fth/7. BLETHRE D T4 R L ki 510ST 7Y 77—+ 2 v 2FA% - 2 b 7 CHffi
T254. MRRBRATEH Y A (EL, _RTY v 7 Ru085n 734 R BLET
IOST 7V r—y a vz @I e 28 ACMAOu I %27 354 RCERT 25685013
MFi 7077 A~ HHEE R Y FF).




3-2. BLED#iE

3-2. BLEDIEE

BLE D& IC O WTHIHT 2, BETOES LAZ7AMIANLETAZ 7L E WS HEE
KOWCTHELTEEET,

Zakai

Zabanid, 74 A TOFEREPLC VI TEBEOFIE, v—n, T—2@EEEED
bDTT, 72 xiE, FENTTT 4 FMo [HEEEIER—Y v 7| LMENn 5 Rli% CHRIT
Lidd, SHNER—Y Y7 E2TIBOREOHRTRPGEX ITNICT 5 & ZoRBUCE L TE
ERMEOLND LS RETT A, 20 [HEHEFEL I L2 BRI HEI L <RIz S | Lwv
SHD kDA OfmEiIcNT 2 7m barein) 3,

T, RIS OME TR, ZOT AL ABRDHORET AL ZATHLT S L1, 77
Vor—vay V7 77 =y o7 el 3B TRENICT R FarlEDLNT
WE 9, Bluetooth (77> » 27 BTHLUBLE) e\ THAEET, BEEMICT B b ardE
HONTWET, COLI ICELEINAZ7 et a o2 7B RANRY vy 25 LT —
FTFIOF v LIPS, I ERERTNSECHEOMLMR L ZoME2 5 by TE T,

70774L

WEBHLWETAARATHRILT LIS ZETMIROONTVWE Fu FarT
323, Bluetooth T4 #HTT, e xiE. 7 7v v 7 BT BEOT 7V r—vay
7Y v EZDHI, b 2=V A v A =T =R (FVRRF—F—FRL) =T 144
VE=Txz—=RA (~y Fly FPRRE—A—RE) BE, HUICHEYET, EIETATTY
r—ravitbET 3T, TV —2avItilEDTu b alrinfED Lk icbBLRD
PRDLLY IO NEWIEELRH Y T5,

ZD7-%, BluetoothTIZ 7 7V 7 —yavZiic7abarzsetd, FDOXSICES

@WZ\WQ\C\\QC\Q’QC\\

() 2D
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3.BLEXEfET 3

WO EERL, EEALE LA, CABTATZ7ALTT, 2% 0, #E21T 5 AR
[7 U Bluetooth® 71 7 7 A MG TECWBIUE, 2D 707 7 4 AR AL 7
TV —va v EEREECHHTES XStk Y ET., ThE Bluetooth T HHEERY
(interoperability) &IWFU E 5,

Bluetooth Tl I EIE AT v 7 7 A ABED LN TWE T, HID, A2DP, HFP &2 LD 7w
7 7 A NG %Y 2 v oElitEE e LT KFIMT 3729, Bluetooth#ds % FIFH 3~ 2 Bic X <
B DOTRAVTL X 92, #ic, GAPZ LD X 9 i, Bluetooth DEIEICHE L BIG L TWwT
HHICEE R Tn 7 7ANTHoTH, ZOEERT 7Y 7 —av kb b FRoRE b
NTW3740, ZOREFIOSHAEEREDT 7Y r—v a VI L TERE > TR b 0O
D% HY ET,

3-2-1. BLE®QZAFANRZYT (P—FTIF+)

ZhTiE, BLEO 7 b arx gy 72 lTnwEE Ly 5, BLEO7m barzxzxy 7%
3-21ICRLET,

M2 6b25 &5ic, BLEO 7 v barzxy 73 THid b HIC Controller B. HostE%Z L
T. Application B L 5 300K E AR IC L > T I N TV E T,

% 9. Controller J§ X LE Physical (PHY). Link Layer (LL) ®22o® 7 a b a i ko THE
KEhTwEd, 20203 MRERICHET 2Hl#lZA 20, $L0x0Y 7 v =THIC
LoTHEEIhTHET,

Controller & @ {7 i {7i& 3 % ® 23,  Application
Hostf§ <4, Hostlgii3fifio7ymta 4 @ ——
)L L2CAP (Logic Link Control & Adaptation

Protocol). SMP (Security Manager
Protocol) . ATT (Attribute Protocol) & . 27
¥ 7' a7 7 4 )L GATT (Generic Attribute
Profile). GAP (Generic Access Profile) i
LoTHKIhTwEd,

Hostl o 7w bar e smz 7 AL
FF_RTY 7ty =2T7ThHY, Lo
Applicationfg e xf 3+ 3 AP1& L<px, v LFH—mMm0mem¥m2ou-u-ouJ
NEB D LR 2 I FE L % 3, E3-2 BLEOTALILRS Y

Host




3-2. BLED#iE

v baNREy 7B TR EALICALE T % D23 Application J§ T3, Application g, %
DXFDEEY, 2=V —DERT LT 7V r—vav, 2V ARHCENTIFIOST 7Y R
HELET, COEIE, BLETED XS AY—EREEBRT 320k o TEUENER RS-
B, ZORFIIOST Yy V=T on—Fv 2T vy =TIKERONET,

BLEDOWEZ T 21CH 0., IOST vy =THRLVHRIMIATELRET 1 Far,

a7 7 ANTRDIDTT,

e ATT (Attribute Protocol)
e GAP (Generic Access Profile)
e GATT (Generic Attribute Profile)

PUkTid, o320 7utai, Furz s A v EHEICHEMNLET,

3-2-2. ATT (Attribute Protocol)

ATT (Attribute Protocol) (3. Attribute & IENBMBEDEMEZR—XIZT—F DX Y EY
ET5Y—N/0547 B O7AMINTY, BLEZTHiL 222 L[BMOL YD i
B9 2 B/ NHZ O Y oo | EEfETRIT L WTL x5,

7274 T v b LTRSS ATT (ATTZ2 74 7~ b) &, L2CAPJEZREAL TH— L
LTIR2 %5 ATT (ATTH —%) i L ClEZfT 0 E 3. AR, ATTZ 547 b2e
LSO Lo 72T A ZD ATT ¥ — 3 EICER & 17z Attribute R — 2D T — & X— R (T
NL, U=F/Z4 b&fT505, BLEICEIF 57— %
DRYVWYOEARLLEVEF, ZL T, ORI IC
BU BT =2 R—AOMEREHE (F—512 74T Attribute
F) KDV TZDIRZPECEER L T 5 D, thikd
% GATT (Generic Attribute Profile) &7zb £3,

i0OST vy =7hbR7=5GA., COGATTZELT
ATT TRE S hi- Attribute BED T — I R—Z DR Y
Y %1T5 I &, iI0OST/INAIREBLEE DEEIZHIT
AL VAET,

Attribute Type

Attribute Value

Attribute Permission

3-3 Attribute D7 — 5 ##3&
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3.BLEXEET 2

Attribute

Tld. ATT 2 E T % Attribute EMERT — X HL L3 E 50 D TL & ) 2, Attribute
. ATTETR VMY T3 7 -2 0R/NEMTH Y. 7 — % OfHOD I Attribute. Type.
Attribute Handle, Permission D320 7' 05 4 2§07 — 2 Offfilifk & LTER I h T
T, Attribute D 7 — 2 & Z X 3-3 107 L3, Attribute DFANIC DWW TIE 3-9-2IH TN L
E3R

3-2-3. GAP (Generic Access Profile)

GAP (Generic Access Profile) &, 3. 1fiTh ML 7z & i, BLE L »diohTtcr A
AZBED LS EHE (Role) TIRZEES o»%EMT 2 [HGOEMA] 25 7n7 74
T, [HHA] &L THET 27 0H Y. T _XTDBluetooth icEHEINTHEEAEL A4 3
TuT77ANTT, 20772y 7BTICBNTH GAPIFFEHEIhTwET,

BLEIC B W Tid, HHLA & L TBroadcaster, Observer. Peripheral. Central ® ¢ &4 i
OB EM L TH Y, Hostg§d L2CAP, SMP, ATT, Controller[§®LL, PHY ® % 7' u
FaADERER . TAL ZAREBT 2V —E RIS o T—5UBEEICRE U 5 2 ETIRIEL T
WET, ZoFEEICOWTIR3-SHITHMEZBA LT,

Hletld7—RT
EEZBEVLEY,

BLE &7 Okl GAP 15 =
DiERT. Z0EE (Role) % GAP 3B OWRA
FAEOERETS

3-4 GAPD&E|

70774\ ORERE

GAP 13 X T?D Bluetooth 734 ZICEHEI NI FEM L A3 707 74 L TE, Lo T,
fhDBMELLINDE T r 7 7 A VFTRC, BT GAPO EfifiA e ks 7urrf v &
T, 2V, H5HW5Bluetooth 7 N4 ZDH - RICBWT, 570774 VFad GAP
ENCULETw 77400 ET, 20707 74 VOREHEEEZH 3-SR LET,



3-2. BLED#iE

Application Profile

Generic Profile

GAP

(Generic Access Profile)

®3-5 7A771ILOEEES

3-2-4. GATT (Generic Attribute Profile)

GATT (Generic Attribute Profile) 1%
ATT (Attribute Protocol) Z# X e L 7~

GATT F—5~—X

7177 4 AT, Applicationfll b L < 1 AEFIE
ZnLS D Ta 7 s A bFHEE 1 1
+. GATTT 3. ATT# 2 ft + 2 ke

Attribute % e /D HLAL & L 2 BEE 1Y 72
T—RAR—ZDWEL, ZDT -2 X —
ZEDR VY (ATTICX 29 —/2
7 AT v FEME) Ol %17 % 3. BLE -
AT e T 5L, GATTOF — 2 < — He CAToRE

203 TBEMEBT 27 =2, IRE 5

RIS 28k [7—2 2 BT BI5B] LHE252 LR TEET, 255L 25, GATTI
i0S L ORHEMEFEORN L R 2bIFTT,

TR FETAEE. GATT 2T 2R 2 v ic s %8 (-1 LF”
FATV ) BGAPIC X > THIHlE N DT AR, GATT2 =& L7u7 74 LDk
it Tab B XY Efio Application TH 5, L) ZETT., GAPAEHT 203 H < %
TBLE: WH ikt LTED LS kElziH5 22 TH V. GATT AT 2 il L Ak &
DL YD IcB T B EENICO VTR Lo Application iIcZ R b E T,

!
)
I
)

(N (N (N TN TN O 7D " WA

!
)
I
0
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3.BLEXEET 2

Attribute ZRL -REBNLET —54~<—2X

GATT Tk [AMEBSIT 27— 2] %, Attribute % /) cervice
BT AMEN AT — A R—ATEHLEY, 72— | Generic Profile #1 |
ADRGEEK3Z-7ICR L ET, K25 b b5 K5 I Service
& Characteristic & \» 9 ¥ L W& 28 B8 L £ 4. Service
1Z. Characteristic % % @ {1 ® Service ~ D £ B 7 (Reference Characteristic
b LK IFtkiBd 2Include) € X WK & h 2 Gk TF,
Characteristic 12fi (Value), fHDJEE (Property). % L Tfii
DF 4 A2 Y 7% (Descriptor) I X 2k E 20 5,

X 3-7D & B b, & 191 13 Service IZ Characteristic 723,
Characteristic IZfili, J&VE, 74 227V 72830 &I N E X
D, Zofi. B, T4 227V 72 ZNEND Attribute HifiL T
EH I hTnE T,

o7 — 2GR [RMOBIIT2 7 -] LEFELD L, R
¥ & 7% % D) Characteristic T3, Z DBMOFEEL LT DR
fifl. BRFETTICBHT 2 HRCBEM B LD LS BAhT TV Db Dk
DoERRLIZODBENE. 2L T, ZORSPEEMERLEZD E3-7 GATTH—/EDF— i
DRT 4 A7) TRECZET,

TZTServicelZILFT®D [AL—ky } (LeAnd, KALA, EEhED vy 7)) %
(L —n— (EGEAD A4 ZDEE V)| Loz BRIy 725 L 2ATLE I,
{ 2H® Characteristicz X v 77—t LCav 7 vV dzdkd DpService & L TEK I
NTwET, L7z -> 7T, Service 349 1 2L LD Characteristic THK & 1% 3,

| Include |

| Properties |

Characteristic Service
BMzobo AL—tvhk

Characteristic

L

Characteristic
Value

IR55HE

D

Characteristic
Permission

Characteristic
Description

B3-8 Characteristic & Service



3-2. BLED#iE

GATT &~—R&LIZ7O7740L

[BMEBFIT2 7 =2 BGATTIC L 3 F — 2 _X—2A Tt e N2 2L 3bh VL &
LiF M%FRET 2] 20 [T TEDEI Y — 22 RMET 20 BEERY 3,
BLETZ, 2o [fil%#5EE T 32] %, GATT7u7 74 A%k ~—2& L7077 4 A%l
KTZZETRELES, 2o7m 77 A MIRK3-100 & 51, Service ® & & bic Lo
ERE LTERINT T, Lo T, GATT2#_R—=Re L7774 0343 128 ED
Service, b L < 1 Service~DHIET (Zh % Include EMFUNET) Ik o THEREI LTS,

ZR—yEME LXBEFER
CHEE]
S

?

za'\"—“/ﬁiﬁ%\

%55

FTEILEWTR

T-ROFRENHHDHRE

[A%5%230] [E3WSEICTH] I
FPTVr—2avDRERE
1]

GATTZR 7741
Y—ERDSHE

|

3-9 GATTR—XOD7O77AMIL>TRAZRET E2HDRES S

55

@WDQOC\C\C\’G\C\

() 2D



3.BLEXEET 2

Profile 7077 1Lz —EX%EE L. BLETNA ZAEDL Sy —E X2 HTID

NERET S
Service Service
| Include | Include
| Include | Include

Characteristic

| Properties |

Characteristic

| Properties |

Characteristic Characteristic

| Properties | | Properties |

| Value | | Value |
Descriptor Descriptor
Descriptor Descriptor

E3-10 GATTR—RO7A7 74l

Bluetooth I—H(75 GATT

HlaHl, GATTIZZ 7 v 7 BT TH AR 7w 7 7 A AT, LEzdioT, 2 7v v
Z7BTICHEWTH, BLE LABRICGATT 2R —2 & LT/ 07 74 A2 &KET 5 2 L3 A[RET
3, 77v v 7 BT EBLET® A2 GATTICN T 5378 C3, BLEICH T, GATT 2
WIHTHDL =), 727>y 7BTICEBTRATLILETEDY A,

ZhTid, PLTOBLECODWTHAAATHEEZL X I,



3-3.BLED Ry b7 —2 hROY—

3-3. BLE ®D&ybI7—2hRAS —

3-3fficid, BLET A RELERED X 5 i - ST 200, TOBE (v b7 —2

FRrY—) ZEHLET, BLEXY b7 —2 b Euy—0fBid,. KE{7A—FKFy X FE,

EHBEDO2OICH TR LN TEET, AEiTIE, 2O2203ARRZ DA, ZDiEWEEIC
RFHLTwEET,

3-3-1. 7A—FF++RPEIMRAS —

TR—FFr A RO bR Y —%M3-11IORLEST, 7Rr—FF ¥ X ML, H 5T
AR DOMD T A4 2 A Y OFERTERELR 2720 AT 50T, K, »2o1
WHEBOWELYVET, 18T [BLECE G THL] iz x LA, FAkcEZLExZE
7r— ¥y 2 MG REESCESEORA] tvwa T,

coTlitfiIng RS IAE] 23 % 7 — % % BLE Tld Advertising Packet (3 L
< lZ Advertising Data) &I, 2040 L B0 HYOFRE FRICZET 258 & L CHBEE
LEd, b, 2O7u—FF+ X MO R r Y —IiF T Advertising Packet % J& PR i< it
i+ %4 v I % BLE T3 Advertising. Advertising Packet #3%2{53 % 4 v I % Scanning &
RN

__ Device B (Scanner)
Advertising Pay

Device A (Advertiser)

Device C (Scanner)

/]

Device D (Scanner)

E3-1 7O0—FFrXbRRAY—
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3.BLEXEET 2

FRZADEARHZDTTH

m HBLEE#ADN?
(> R
Advertiser (3 #t@mPESE

=

) DFFDESI, T—9%
S\ —HRICABEICRHTS

Scanner | | Advertiser |

3-12 7O—FF v PRI [EERCEEDEH]

3-3-2. EHREMROS —

Bl bR w Y — %M 3-1310R L E 9, ki, Wf5 3 2 HF2HE L TR ToM
Ex21T7> dboTT, EHAILEREOTEL LTXHY) (Bluetooth ver.4.0) iF 131 L HE ST
W L7225, Bluetooth ver4. 1 LABETIIEE DT A4 R LR P o P — %2> 2 LA nfiE
LY, INSGHOBEVAREICAR D E Lz, 1EEFARICAZL 2D L, o FRr v —1t,
JEE LHEERREOL VY 2 F 2T MOMEET M E VR E T,

/ Device B

Device A —) Device C

N

313 #EHEAMROY—

ERLBEAMAAIZPY &Y %
BIBS50VEREDMROY—

E3-14 EHREMROY—(ZESEBEEDOPR VY

Device D

)

L/
For>
ocy




3-4.BLE TDHy b7 — 7 LBEDHHE

3-4. BLE TORyPI—2 LB D FI1H

33fiTRBLET AL ARED LSy VT =27 %BK L., @5+ 200 3L L,
AHiCHEBLEETH Y h7—2 L BENEDELS ICRREEATLEAZ, Jntarzzy /o
Controller iI2J&3 % LLJ# (Link Layer) & PHY & (LE Physical) IcfEfi% T TS L, % v
b7 — 2 DHAR & 72 B Advertising ICOWTHFR L 3,

3-4-1. Bluetooth &g {t1k& PHY & (LE Physical)

Bluetooth I3 #E60FF CTHIFH T & % 2.4GHz ISM 8k % FI|FH L 7- #ERLE S B T3, Bluetooth
DOPHYECO#L 200 [JHEE 7 b -F—A4 v 7| LwHEEOLROTRE (AR
Ry BV s A7 PR IR B EET R0 20T, PHYJEICO W TR 5 KIHT
k. 2022007 & R0 Y I BLE DR IC O W TR L £ 37, BLE O fEfLARIC O W
T, B EER3-1TICRLET,

BRI 2.4GHz (2.400~2.4835GHz)

BEA GI:!SK\‘UJ"]\// VEARES T - F—
A7)

T—FL—h TMbps

« 40ch (Advertising Channel =3ch. /
3L

Ty AL Data Channel=37ch.)

BAEN 10.00mW (+10dBm)

RIS 0.01mW (-20dBm)

31 BLEDEMRAAR

@QQOQOQ’WI\O
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3.BLEXEET 2

BEBS b « $—4>7 (FSK : Frequency-Shift Keying)

IEAGAE TR T — 20 VY ZBETITVE T, W20 3BHEOL VY ko d b,
Bluetooth 3 $ZH L T2 DA, JE#EE > 7 b - ¥ —4 27 (FSK : Frequency-Shift Keying)
EWHETT, FSKEWS FETE, T—20RVEb, 2FY [0/1] oFHROLVED
. BHEOREEBO [FHo/fln] itk > TfTwE S, K3-151c, FSKick 37 —20% h L
DOWMEEZRLET., 2o [0/1] oEWREFERD [Eo/ke] cB iRl Gafs2fi5 2 &
FRBBERLITOE T, Hic, BRIV TV1DF V2 E5 2B L CEfE2fTI> 2 &
Ex—A 7 (keying) LRV, 7Y 2G5 & HPH T (Shifted) T2F -1 v 7w
STLTRBRY IR - F—A T34 moTwET, k. BLETOFSK 0ZFH#
JE1X IMbps L BUE SN TH Y., THABLEICH T 2 WMEHE OB L 20 £ 5.

1
1
FSK signal H i \
_______ LWV YV WY V V. __V V. VVVIVEVw _____
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
_______ L e R BN
1 1
1 1
digital signal ' 0 1 0 i
______ =
FSK signal
- ————— 4 PR,
i
1
1
:
1
_______ dmemmean
GFSK mod. '
digital signal H

®3-16 AV T7YERES T - F—AVv

Bluetooth THHl T2 FSKiE, ZHICI HICTREMA AV T Y ARE 7 b+ —
41 > (GFSK : Gaussian Frequency-Shift Keying) &\ J/7ikTd, ZoHFETIE, LYY
FTEIEFEHI ST YT ANRTT A NZI R 2T 5 2 8T, BEAERSZREL. 2ok
LBDESTRIBEEZERHZITY L) bDTT, TOETOERMERD B REINTHEDT,



3-4.BLE TDHy b7 — 7 LBEDHHE

JHH O FSKIC X 258(3 & b O @S IcE RS O bRE S 720 @S ThA 3 AR O mEIR
P I o TV D AR T, ¥, SET 2B EHRLS T 23D0 L v i, Bluetooth
DWEICETELI12D vy 7 ThD, BEBERYEYS « AR VIR L T
79,

BiRBARIE T « ZRIMIVIERL
(FHSS : Frequency Hopping Spread Spectrum)

FSK TGRS 2 17 5 5. [/ — @ % FIH 3 5 {th © FSKGEAS O M 7 3 4 2 203
W3 EFBPICHEED THEEET 5 2 L3 TE £ A, Bluetooth® &, IEEE802.11b,
IEEE802.11g, IEEE802.11n7 £ 23 2.4AGHz 2RI T 2720, Zh o ORI LTl s A
DT HNRPBLIEL Y 5, SIS FESEFICL 2 THE IV IiEHEA-THIA2
BIKAEBLEFICDRZ VEFE ) ~OdR L MBLEE 055 O B~ O KO MIEMER B b
¥9, IhboxRE LTI AT 208, BREBERYEX T 2RI b5 LB (FHSS:
Frequency Hopping Spread Spectrum) & I:i3h 2 Hifli <3

FHSS o #iffio 74 77 3IEH Icy v I AT, 7z& 23, fthobds L oi{E oo
WCTOFHSSD 74 7713 [RA—0RER LRI NAETrTH T 20chE. Z0ORK
BEEWCERVYEBZ AL SBEZTAE, FHEOVRIHFWASNZDTIERLD] &
5b DT,

CHFFEICIIR R 90 EHL TV RENK] 2525 ebrheTunrd LivEdi,
FL2%— S 2 o HiZ BIETHEAH 2 & LT, 120K L RwE LET. 75 L1
WERILTLT v, BB HICHTEO HIFICHBFcE R A% TL x . 2oL &, [H]
DGR CIRZIE S 2 7 — &, [E%] 2 FSK OZFHERE L 7 0 [ a0 Tike
WAET, ZLTCZoORMEIC LT, WU HMNCHES 2B 0ENREEY ., EHE, MoH
ICHZFHES 2 2 L CHEBORMZ 2 T L0 g EE & o> T2 DA, FHSS &\ 5 Hiffi
Kb ET, DI, 2O [ZGHOBEM R L OEMEZITo THE HIPIC T 21 & w5 &l
FHOTWEORPHYE WA T T,

ITFHSS BT, VIV HALNE WL 220 [HEE] ThabbEHENKEZLENY
T v v AV EMRET, £, COYHTF ¥ v AL EZU Y EX 28E2 KRy 7 (Hop) LI
'3, BluetoothTld, 2H5DT A4 XTI DO HopZ ZNZ R LEDE R L, [A LY
F X VANMTHICGEEEZ T 5 2 LT, T L ORMZBELUEE 2 EHL w3,
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3.BLEXEET 2

BLE O EFEEOMIEF > RIL

oAb ih~7 X 512, Bluetooth Tlx2.4 GHz ISM#CEIfE L £ 9, % DRSO EREES. B
FOF ¥ v EPLEEROBRERD X512k 5,

Bluetooth D EE ¥ H RF F v~ )L & RFHFDEIRBOBHRN

2400.0 ~ 24835 MHz £=2402.0 + k MHz (k = 0,1,2,*N)

£3-2 BLEOARET. BLUOF v RILEFDERE

BLECIZFHSS CHIF 3 2B F v Y RILZIOFLERL CET, ZO40KDYHF v
VAALDI L, 3R T —-FFry A MOy F T -7 TOHE, T7b b Advertising B
CHERRL CTWE S, Z LT R 037K ZERMO 4 v b7 — 2 TO 7 — Z@FHAICHA L
TwEd,

BLEICK T 2K F % v AN OHLEBFH L F ¥ v A IDICOWTHI-3ITRLET, blah
I, 2OETHRDLAE [RF] &1 [Radio Frequency| DOUET [HEARERE] #EHKL TV d,
TR & v S RBUTE TIERINICIE 2 0 £9725, Blfig3 2 LCidfiEiRH 0 84,

T . Data Advertisin
RFFv Il REBDERE  FrorLs(7 Fro D +v>*»i
0 2402MHz Advertising F v > )L X 37
1 2404MHz Data Fv> L 0 X
2 2406MHz Data Fv> 2L 1 X
Data Fv> 2L X
n 2424MHz Data Fv> 2L 10 X
12 2426MHz Advertising 7 ¥ > L X 38
13 2428 MHz Data Fv> 2L n X
Data Fv> 2L X
37 2422MHz Data Fv> 2L 35 X
38 2424 MHz Data Fv> Il 36 X
39 2426MHz Advertising F ¥ > L X 39

#+3-3 FHSSTHIATIYEF v 1L



3-4.BLE TDHy b7 — 7 LBEDHHE

F—ABEERFrRILDKRYT

F—ZBEHAF v v AALTRITADF ¥ VAL EBR Ry 7P b, BEETI C
LAY ET, BLETEH T —2#EHHAF vy v ALrDFy Z7RU TR EWET, 22T
unmappedChannel i34 v 7D F ¥ v £V 1D, lastUnmappedChannel i3+ v 7'HiD F v v %
VD, hplncrement iF 7k v 7HERL £,

unmappedChannel = (lastUnmappedChannel + hpIncrement) mod 37

hplncrement iZ, 734 Z[HT Connection 237 L 7=BicE S W a T, L7=28- T,
#1 L\ Connection M. T 5 2 ICH L WEREIY TONE T,

3-4-2.LLJ& (Link Layer)

LLJE (Link Layer) &, 3-3ffiC/R Lzt y b7 =2 HTDT N4 ZADIREE (State) % HillfHl
L. PHYE%#@ U CILUEEZEHT 2 L pHNE 20 $9, LLEIZ, £3-410R3 ST
DREEE > — T v AN L > TEBS 327 — b= v TT,

LLJETIIPERIcA 72 < & b 15 @ Advetising State 2* Scanning State DWWk ¥R — b3
BAT—r=rvifib, BACIGETEHERORAT — =2 v D4 Y AR Y A ZNEICFD
ERTEET, AL, BRORAT — b~ v v 2 RET LR EOREOHAGED T
FIRBH D, N—F YV 27Ty V=T 3FEERICIET 208035 0 3, REDHAEEIC
DWTOFEFEHIFIHAT 2 3-4-3HESMHL T AT 0,

RAE A&

Standby State RIEIREE

Advertising State Advertising IZB8 9 21 R > b 2R S IRE
Scanning State Scanning (CB8 T 21~ > b2 S RE
Initiating State EHRORBREZ RS IRE

Connecting State BLE 7/\A RE L D EEfE I BE ¢ 2 IR

£3-4 FLLEOSEEDRE
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3.BLEXEET 2

Scanning

State

{

Initiating Standby Advertising
L g L d
State State State

1

Connection

Master Slave

State

3417 LLJE (Link Layer) ORF— > > DR

Stanby State

Standby State i3, VWA 725 T — X DEF D ZEFEbITORV. WhW S kILREETT, K3-17
1ZiRd LB, Standby State ~FLDO VTN DIRED L THEH T2 LD TE S X 5 IS
INTHEY, LI ESZRETHARIERBICBITTESLSICREINLTVET,

Advertising State

Advertising State Tl Advertising Packet DiXfF°. ZOL ARV RN LTY 72X M/ L
ZRV AR EDIGETVET, T TOLRAEY RIF, EHMA Y b7 —21cB T 55734
ZAMTOERERREDEETNE T, K3-1712”F & kY Advertising State 1% Standby State
HPOEBST L ENTEET, £72. Advertising State ]REED 734 2 % {5 L T Advertiser &
OE S,



3-4.BLE TDHy b7 — 7 LBEDHHE

Scanning State

Scanning State Tld. Advertising State 734 222 5 ® Advertising % %15 L. Z D%
INEEL £, M3-171CR"F & B Y, Scanning State i3 Standby State 2» LB TE 4., $7-.
Scannning State JREED 754 2 & $5 L T Scanner & -0 F 3,

Initiating State

Initiating State Tld. J&:4®D BLE 754 Z 2 & Advertising # Zf5 L. D 734 2 & Dk
RS L E 9, K3-1712/R T & B9, Initiating State (% Standby State 2 5B TE 3, F 72,
Initiating State ® 7 3 4 2 %5 L C Initiator L M-V 3,

Connection State

Connection State (Z. Initiating State 3 L < {% Advertising State 2> 5 & T & 5{RET, 2o
DT NA ZADEHENRHEL TN TV BIREETT ., Z @ Connection State Tl Master % L T Slave
D2ODHENBERINTE T, 734 22 Connection State iCE VT Fho&#EHl & 75
2. ERTORETHE L £5

Initiating State 2* & &% L 72354 1& Master. —J7. Advertising State 2» 5% L 7244 1%
Slave 272 Y ¥ 3, Connection State IC#E %X, Master TH %734 RiF Slave DT 34 R &
BEEZTILLILT—RREEDOL2A I v r2EML T3, fth)j. Slave ® 734 A1 Master
DFRAZDY 7 ZA MCIGL TGEGETTVWE T,

@WZ\WQ\C\\QC\Q’QC\\

72D

3-4-3.LLEBICEITSERE R

FibLtsy, LLETIE, BAKIGCLTHEDRA T — v v DA v 22 v AR NERICH:
D ENTEET, 7L, HBORT -t~y vREEINIGA, REDHAEDLEICD
WT, RDEHI KWK Or0FEEFHELRDY £1,

()

(D Connection State iC BT T34 Z(Z[AFIC Master & Slave iC72 %5 2 L N TE 3
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3.BLEXEET 2

(2 Connection State TSlave TH % 754 213, hOEHDOT N[ 2R e EhiT b 2 ENRTE S
(3 Connection State TMaster TH 5 T34 R, HOEBDOT AL 2 L T2 B8 TE S
@ FRHoO~B%ifi7z T o TR CoRiE L HH MG, L F_THR— 2357
CIR¥ (%)

@, @IcDW»Tid, Bluetooth ver.4.1 TBI-EIE S N7z {EEFIH T, Bluetooth ver.4.0 £ T
RO b A B Y —ICBWTIBDT A ABEBDT A R LR 5 2 LpFFEhT0E
HATL%, LS oT, BLET A R %3G 58, #if§E Y 2 — 23 Bluetooth ver.4.1 LA
& THRERIERO P R u Y =2 (LT 3 -0 FEESLETT, &k, LLEOERICE
THT LD TR TCOREZ TS Z2H4EIIH Y LA, 2F Y Advertising State D &, Scanning
State DA &\ 5 FHS | AR RIZFFAIE T3,

3-4-4, Bluetooth Device Address

LLJETF ~ 4 2B D8t % 1T 5 Connection State IC DWW TR R F L7z, ARIETIE., o
BRICT ANA Z%FET 5 7291 H v 5 Bluetooth Device Address (BD_ADDR) % fi#at L 3,
BD_ADDR (Z Public device address & Random device address ® 2 {235 0. T34 2D T
FLRiciduwinsr—7»RHIhET, wInoT7 FL AL 48bitRTEREINE T, 0
BD_ADDRIZ, 4 =% 3y MBI EMACT FLRLREZ D LD YLTWVTL & I,

Public Device Address

Public device address iZ.IEEE Registration Authority 2» & 5. 2 & 7= #5583 7 (OUI)
ZFF L. IEEE 802-2001 Standard Section9.2”48 bit universal LAN MAC addresses” IZ L 7z
Mo THEKEINE T, Public device address FLAT D2 D DM TR E LT, bit D
KAEKI3-181ICR LE3, 48bitd 5 B, LSBAH 6 D 24bit lF company_assigned B3, Z D% D
24 bitiz ¥ company_id A N & 3,



3-4.BLE TDHy b7 — 7 LBEDHHE

Public device address

LSB MSB

company_assigned company _id
(24 bit) (24 bit)

B3-18 Public Device Address

Random Device Address

Random Device Address . Static address & Private address D 2fifHic 2Nt d, 72
Private address i3, & & IZ Non-resolvable address & Resolvable private address ® 2 5 ic 53
»E T,

Static Address
Static Address (3 48bit T7 v X LK EINE T FL AT, UToBEN %7237 FLAT
3, Static Address DK %X 3-19 1R L £ 9,

e MSB#» b R CHEAID2H I LT 1L 745
e Static Address DELEGR 3 TR T1LICR B Z &id
e Static Address DELEG 3 23T _TOICR b 2 &id

Static Address (48bit)

LSB MSB

Static Address D ELEER S (46bit) ‘ 1 ‘ 1

B3-19 Staticaddress

Static Address ZCFI L ICHT LWT FLRAZAERK LTS, Lo T, 754 ZOEFEZA
. T34 213 2 D Static Address # A2 2 Ll TE TR A,

Non-Resolvable Private Address

Private Address ® 5 &, LN DA %7237 F L X % Non-Resolvable Private Address &
M-U°% 3, Non-Resolvable Private Address D% [X13-20 178 L £ 3, 7. @ Address
BT A REDERICHECTT 74 8y —ICET 2 — FEAATBIckFIfanE s, K
HTRFMITBECE A, FHlic oW TiE Core Specification v4.1 # ZH < 72 3wy,
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3.BLEXEET 2

® MSB %6 % Tl 2Hf & 46370 & %2 %

e Non-Resolvable Private Address DELEI 57T XTI 5 2 &ldmw
® Non-Resolvable Private Address DELEH 575 FT R TOIC2 5 Z &ldaw
e Z ®» Address 78 Static Address & [Fffiic 72 % & & ld 7

e Z ®» Address 28 Public Address & [Flfiic 723 & & 137\

Non-Resolvable Private Address (48bit)

LSB MSB

Non-Resolvable Private Address D &.# &5 (46bit) ‘ 0 ‘ 0

3-20 Non-Resolvable Private Address

Resolvable Private Address

Private Address ® 5 &, LT 0 %fF % ifi7= 37 F L 2 % Resolvable Private Address & ' 0 &
4, Resolvable Private Address D% [X3-211c/n L $, D Address 13734 2 & DB
KB TEF 2 )74 CEET2E— FEAMT 2B S hE S, AETEFETIBY X
B Ao affllic o Tld Core Specification v4.1 Z & < 72 & 1,

Resolvable Private Address (48bit)

LSB MSB

hash (24bit) ‘ prand D ELEERS (22bit) ‘ 1 ‘ 0

B3-21 Resolvable Private Address

3-4-5. Advertising & Scanning

3-3ffficlid, BLERA YR —1+F 2370 —-FF¥y 2 M FEHRMo2o504%y PV —27 b Rn
C—EMALE Lz, BLEOBIfEIZ NS 20D %y M7 — 2 ICfE S MEHNHEARL 2 ) £4 25,
T EE L 72 5 DA Advertising & Scanning T3, AJH Tl Advertising & Scanning iC
DWT, X OMIRZMHL £,

7a—F*xy A Moty b7 =27 TOHEETEEEOBLE 734 2K LCH#RT 5 2 &
. HEMEE T % 1EH % Advertising Packet THUE/ZEL £ 3, — oMo 4 v b
7 —27Th, HETAAABHD T AL 2 L OEHi LT BRI, O VEERoMFEE



3-4.BLE TDHy b7 — 7 LBEDHHE

i

HMORETHTRICAS 2T 2.  LAIMETEERET 220 AL T,

T W7 QS THITIO Advertising ZFIHF 2 D22, LI FEMIADL b L E
A, TNRIEFARETH 2 C LICER L T Ed, MERUEETIE. BB L Tun ik
FEDTNAZTR, BENRBE VLD, ENEFVLE00, ZLTHBRDOPHBOP Y F
Bh, TNEFZEZIE, EOARIAPHBELEZ L T2 IRET, FHERICHPHOHELZ L
EANETIa=d—vaviEREILEEZLL LI TVEREWES, HELEZ LT3
DT, YA, ROIDOBRETIRE I V2 D HEY A O2 B VIZT T, ZOIRILEZST
2. BoAFR2RT 20, HELOLFEZHELTHLIL2HY FHA, TOMIZBLE
RS 3 ECIEICEEAER RO T, UKD QEICEWTEEEL L I,

Advertising & Advertising F+>X®JL

EiR L7z &30, Advertising 4 X b TRYHF ¥ v 2L 40KD 5 H D 3AK(Ch.37, Ch.38,
Ch.39) %ML, 2% Advertising 7 v ¥ AL EMUYRE T, Tld, TO3REED LS ICFIHL
TBLE Tl Advertising Z 17> TW 25 DTL & 5 2, AIHTIE3-3HiTd A L7z Advertising
COWTH Y FHTWEZnEBunEd,

Advertising Interval

Advertising . 7mr—F*+ 2 MO % v b7 — 75 CORBF~OERARF. BEillo
Gy b7 = ZBETOT AL ZADFERAZL, WIFhD bFr Y —THHAAIL T 2iEA <V
F T3, BLETHE., 204X oA (T_advEvent) XD L5 IEDTWE T,

T_advEvent = advInterval + advDelay

Z 2T, advinterval % Advertising Interval & ':-08, 734 2 @ Advertising Packet D 45 /&
WMeERLES. 204 Y 2=V T A ZOBGEHESERRTIED & N7z HEH O h T H HNc
ETDHZEnTEE T, EETIE, 0.625ms %A T20ms 2 H 10.24s T TOHiPH & BIE ST
WEF, LaeLhadb, 3-6HiTHiblT 5 Advertising4 X v FD4RiD 5 B, FEHEE - AF v
v & IR Advertising 4 <X~ + (ADV_NONCONN_IND) & JEEz#t - A F v v A[efl4 X v
I (ADV_SCAN_IND) oWw§ih—TdH 3HE. advinterval 13 100ms Kiifiic 5 2 & i
BExhTugd,

%72, Z ZTadvDelayd. Advertising (CHl5iATIEAE T Oms 2> 5 10ms DA E & £,
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3.BLEXEET 2

Z®advDelay ZFLLJBIC X o TA Xy M LIRS N A BHBELEIE & 2 0 £ 9,

Advertising 4 X~ } & T_advEvent, advinterval, advDelay & ®Bf%% X 3-22 Ic/R L ¥ 9
D& &, Advertising 4 X v+ TIHE T 5 K] & advinterval 28872 2 SICERE S SHE T, &
72+ advDelay i34 R v FRICH 7 2 HIC D FEEASBETT,

Advertising Advertising Advertising
Event Event Event
T_advEvent T_advEvent

T T
1 1
advinterval H advinterval i
V] i M
\ 4] €]

— —

Advertising advDelay advDelay
State
entered

3-22 Advertising /X > k& T advEvent. advinterval, advDelay & DE3R

Advertising 4 <> b & Advertising F +> 2 JL

Advertising 4 X ¥ F I, TN 233K D Advertising T ¥ v AV EERVI O FEZ BHB S
(Hop L&a236) HfE%R{ToTwEd., TR ET v v AL DOMED S b ] D L 72 2
DDF ¥ VA ADBEN10ms A T EED LN THET,

ADV_IND ADV_IND ADV_IND
=10 ms =10ms
4 |V »
N 7N L4
Adv_idx =37 Adv_idx =38 Adv_idx =39
¢ > ¢ > ¢ )
Advertising Advertising
event event
started closed

B®3-23 Advertising 1> k& Advertising 7 v > L

Scannning

Scanning 1% Scanning State T® % 734 A% Advertising Packet # Z{59 % 7z ICFH3 5
BfEcd, 794 Rl Scanning %175 Z & T, FIICHFEST 2 T4 AOFEEZRAI S Z L BT
¥ F, Scanning iICBWTIE, 24 I v 7Y F v v AL OB L TRAE e v — v Idax



3-4.BLETO Ry b7 — 2 LBIEDFIE

FohTuELh,. UTICRTHREMICH > TT AR, 77V r—vav, ZLTH—ER
DT HE PR OHPH CERICRET 2 2 e B TE LT, AT, Scanning DB L & D X
IBRATA=ZPRBHLDODEHRTHEEL x5,

Scanning R A 5 72 734 2D LLE I —E D Wi, #BEF % ¥ 1 v b @ Advertising
Packet DZfE%# b £, DWW % scanWindow &MU E T, DEICT A XF, 2D
55 OWIM (scanWindow) % —EDEMITHVELET, ZoMVIELOEW, T4hbb
scanWindow [B] D 1% B R[] % scanlnterval & MU E 37, scanWindow & scanInterval ICBH 3 2 %
%K TR3 &X3-24D K51k Y £F, D scanWindow & scanlnterval i3 10.24s AT O i
EEVET, . M3 240BF2 5 b bH 5 LS, #4F scanWindow % scanInteval AT
Dzt 3 &Y F T, Ki<scanWindow & scanInterval 25 Host fll > & [A] Ufic £ » b &
n7=856. LLJE I Scanning B 28kt L CTHICfTS 2 & &b 9,

Scanner

Advertiser ltime

S . W E—

i scannin
scanWindow Scannlng &

Adv_id=37

scaninterval

U, APy ———

«x

scanning [Ch.38
Scanning Ch.39 - l

Adv_id=38 I R
scaninterval l

Scanning Ch.38
Adv_id=39 scanning |Ch.39 l

I — [

3-24 scanWindow & scanlinterval

BLE Tl& Scanning & L C2MifHid € — F . Passive Scanning & Active Scanning % & ® T\ &
To DT, ZOIRIBLDEVICOVTRTLE XY,

Passive Scanning
Passive Scanning Tl Scanner & L CHIfEF % 734 A1, ScanningliC 351> T Advertising

n

@mmmmmmcmm
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3.BLEXEfET 3

Packet # #5 ICZ 123 3 D AT, WA 72 % Packet b Advertiser I X L TREZ T4 A,
Passive Scanning DBEIE % [X]3-25 10 L ¥ 3

m Advertiser l time

o 1 Advertising Packet [ T
T_advEvent
- | Scan Response | T
T_advEvent
- | Advertising Packet |
T_advEvent

3-25 Passive Scanning

Active Scanning
Active Scanning Tl Passive Scanning & (326803 ¥ 72 Y % 3, Scanning FfiC Advertising
Packet % 52{5 3 % Ik % $\» 13 Passive Scanning & [Flfk T3 28, Active Scanning D 413 %5 D
. & 61T Advertiser IO L TIEFIRO B Z KD 287 v b &2k L £ 37, Scanner 2> 587 v
ZEHEL. o451 HR%E Advertser 22 55 T 2 LA 5. Z @ Scanning /5 % Passive
Scanning & X}l L T Active Scanning & WU 3, Active Scanning Ol % [X]3-26 IR L £ 37,

m Advertiser time

e ————————— Advertising Packet T
| Scan Request | -------------- - T_advaent
e ———————— | Scan Response I
e ———————— I Advertising Packet |
I T_advEvent

3-26 Active Scanning

ZZTHBET 5% 3. Active Scanning T Scanner 28 Advertiser I3 L T[S 220 ¥ —a v
% Ff5 L T Advertising DEREZ T 307 TIIAL & W) T, Zhid BLEOABILICK



3-4.BLE TDHy b7 — 7 LBEDHHE

L9, fKic, Scanner % Advertiser I} L T ¥ — 2 v % F& L T Advertising Packet % %3k 3 %
L4 % &, GAPIC X 5 TPeripheral ® Observer D%l & L TIR 285 AT A4 213, Hic%
DE =TI U CTHFERIREZHER L 20 iR A, 2Hhd e, BT A4 RITHIC
HREEZ RV ONE e e, BHOFH L WO BMCIEEMAEELESI LRV T,
DD, Fv b7 =27 ETATLRBET AL RIS L THICHEIREZ B SR 5
etk ET, BLECBWTI, ZDXI BT AL RFIOST AL AR ETH B L OMER
INTEY, ATl dT A A RFFEAD T A4 R L THR R WITERE IR TE 508y
TVERORTEVIREDD &, LD T A4 2ADEKHEBNELI MBS THE T,
723, BLETIZ 2D X 5 7 2 H8 D Scanning 1< & o TREIAD 74 2 DR 2 M5 L,
DT AL Z%FRLLET B, LD T4 ZDFEERSPH O L AL EEEZ O T 54 2 CEfi 3
52 LLHRETT, ZoOREIC oW TIE, [3-6-2. ADV_DIRECT_IND| TEfllicii~% ¢,

Advertising Packet & Scan Response Packet

Advertising/Scanning T Yt ) ¥ 1% 7 — & % Advertising Packet (% L < 1% Advertising

Data) & Scan Response Packet (% L < & Scan Response Data) &IWEUNE 3, BLED ST »

P74 =<y MZDOWTIE3-6ITaEL < fiFF L £ 325, ZDIHTIE. Advertising Packet/Scan
Response Packet D I DWW THeIc i IC RS L 9,

Advertising Pacaket/Scan Response Packet DM # % [X]3-271/R L £ 37, T4 b Packetldds
FBE D4 T Advertising ICBI3 2 B AT — £ %3£{53 54 (Significant part) & 0 THE
HoNE I =T — 2 %%ET 585 (Non-significant part) ® 2 DDOFEKICH T S, £k
T3loctet DT — X F A4 ARE 2 b TwE 3, Significant part ® Advertising I3 2 G E 74
T—=ZRBVLKOPDT =Ty 7N TEY, 2071y 7 %%4% AD structure & I Of
2N

AD structutue (¥ Length & Data ® 20 ® fHIK THERL & LT H b, Data fHI i< Advertising/
Scanning ICBAR T2 7 — 2 A& T T, Length i loctet THiE  Data fHIB D 7 — %
Ex#R LT g, Datafllfild Length CHREI AT -2 KL -oTEY. T 5ICAD Type
& AD Data @ 2 D OB/ 22T EF, AD Type & AD Data it Advertising/Scanning
DE— FREFICCE T, WY RERG 2 ONE T,

AD Type iZ. Bluetooth SIG @ Specifications/Assigned Numbers i T I THE 3, i0S
THIASE 2 G &b s AD Type D —fil % 2 3-51/8 L £ 3, Flags ®° LE Role 7z & D ¥l

%2 https://www.bluetooth.org/ja-jp/specification/assigned-numbers/generic-access-profile
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3.BLEXEET 2

122 Tld Supplement to the Bluetooth Core Specification (= 7 {LEk#i5E (CSS) ) 1T
BIEESAG AN THEDOTZ L LB ZE W,

AD Type fi& RE

Flag 0x01 Bluetooth @ PHY B F v > L D ¥ R— MMEHR
Incomplete List of 16-bit Service Class UUIDs 0x02

Complete List of 16-bit Service Class UUIDs 0x03

Incomplete List of 32-bit Service Class UUIDs 0x04

Service UUID EZ D7+ —< v FAR
Complete List of 32-bit Service Class UUIDs 0x05

Incomplete List of 128-bit Service Class UUIDs 0x06

Complete List of 128-bit Service Class UUIDs 0x07

Shorted Local Name 0x08
Local Name ZR¥

Complete Local Name 0x09

Tx Power Level O0x0A EEEANIZEIT B1E, Tx Power Level 5 RSSI DfE
Z3|WENBRERKT 5

Device ID 0x10 Device D ID ZRY

LE Role 0x1C GAP D& 2l (Role) D ¥ R— &R

#&3-5 ADType D—fl

Advertising or Scan Response data(31 Octets)

< )
< 14
Significant part Non-significant part
< ) & )
< P& 14
AD Structure1 AD Structure 2 | | AD Structure N 000..'000
o T
L T
oo T -
1 Toctet Lengthoctets "7 T=——__
Length Data
1 1
1 1
1 1
1 1
1 1
1noctet Length noctet !
AD Type AD Data

3-27 Advertising Packet/Scan Response Packet

%3 https://www.bluetooth.org/ja-jp/specification/adopted-specifications



3-4.BLE TDHy b7 — 7 LBEDHHE

Non-significant part {Z Significant part L% iIc i % 5 — % T, Advertising Packet/Scan
Response Packet 23 4x{&T31octet £ 725 £ 9 ICOTT — 2 % #d SN T §, 4o d. Significant
part & Non-significant part DO IR X, AD Structure T Length D23 0127 % fiCTHEE
nNE3.

Z @ Advertising Packet/Scan Response Packet 13 k{53 % & & TT N4 Z[EICHE D
Advertising 4 v FEFEEIH L T LA TE LT, Advertising ICDOWTIX ADV_IND, ADV_
NONCONN_IND, ADV_SCAN_IND 23, Scan Response Packet 2 >Tld SCAN_RSP %3 %
nNERFEELES,

3-4-6. Connection

3-4-1IHTH i~ 7z & 5 ic, Advertising IC X o THR I W27 54 R LR 21T 5
JLEE % Connection & I 0* % 37, Connection 1%, Initiation State TH % 7 N4 A8 Y 7 T R
% Advertising State D 7 N4 RIEE T 5 h. 7213 % DT, Advetising State D 7 N A4
AWKBEINLY /2R 2RETIHATHRELET, COV TR M 2XEFELEAT v b
% CONNECTION_REQ_PDU & I tf % 3°, CONNECTION_REQ_PDU ic DT @ 7l 1%
3-6-5THICHE S & LT, ARIHTIX Z » Connection IZOW TR L £ 97,

LLJETHFBAL 7z X 512, Connection 1T 5 72 7 34 AD T (F .\ i< Connection State IZ
BITLETH, 22 THEALNLEENIER Y 3, Initiator 2> & Connection State iIZEF% L
72734 &, T b H CONNECTION_REQ_PDU % i%(5 L 72 fil % Master, CONNECTION_
REQ_PDU % %f5 L 7zfl, > % b Advertiser 2> & Connection State ICi8f% L 72 734 2 % Slave
IR, XL £ 97, LAREDFHTO Master. Slave d ZhIcHit > FFERZ L HEL TS Z S v,

Connection AR TODBEEFAITICEHTHNTiA—4

Advertising/Scanning Th Z 1L Z NDIREEICA RV FAEZ SN TW7z X 512, Connection
KBEOWTHA RV IREHRINTE T, D Connection 4 X v b TiF, Advertising i< & 1J
% Advertising Channel PDU/Advertising Packet & (35272 b . Data Channel PDU%ZF]H L %
T, Connection £ X v F 2Ff & LT 2 [#13 Masetr & & U8 Slave Dfi# » &, Data Channel
PDUZFIFHL T v FOSLYVRDV%ZTH B8 TEE T, 727 L Connection I F 2 4
Xy bTiE. AL L b ik Master 5 DXERfThbNILE T, 2% Y. Slavehr b DTy
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3.BLEXEET 2

} %S D A ToEfE T % Connection TOEERFEL 8 A,

Connection £ X v + L ToO#f5 4 4 I v 7 I1Z connlnterval & connSlaveLatency ® 22 @
R A —ZTPRELET, Z I Tconnlnterval iZ Connection 4 X¥ F DA v & —n ([
) ZREFT 287 X=X T, 1.25ms DEBFEOMETER T . 7.5ms ~4.0s DHifH % & b
%3, connlnterval D% I DT iE 3-3-47H D CONNECTION_REQ_PDU C¢fr\w ¥ 3, —
J. connSlaveLatency (3 Slave fll @ 53 4 2 @S HHIE % £ KM T, slaved 784 =
1 connSlaveLatency @ [B] 4% 43 72 1}, Master 2> & ® Connectionf X v F #FE L £, &
NICE Y ERBHFCE R > BAEIKCEBT S ) 227 2R L T»wE 3. connlnterval &
connSlaveLatency DB %X 3-28 IC/R L £ 3

Connection Connection
(Master) (Slave)

| Master — Slave | T

| Slave < Master |

connlinterval

_______________________________________________ N
Master — Slave

connlinterval

________________________________________________ connSlavelatency =2 DH&E

Master — Slave

I |
| Slave < Master |
I |
I |

Master — Slave

Slave < Master

K3-28 Data Channel PDU O E



3-4.BLE TDHy b7 — 7 LBEDHHE

Connection AP THEGIESR

connSlaveLatency T, Slave 34 X v M L CTINET A NBEEHRL TWE LA, %
b Z b Connectionf X FARFPCTHEM T2 dFacEALONET, Chcind
270 IcHEREEM L ¥ 3. BLETIE Z 2% Supervision Timeout & FE U8, T A& @ Ik [
TLLconnSupervision O [ BEHE AR T % Za 1 AUE, BERASUINT S Nz L8 L £ 9.

TLLconnSupervision = connSupervisionTimeout TiE# & 41, Data Channel PDU % 2 J£5%2
BT 20ICE L m KRR & LCEHE I E 3, connSupervisionTimeout i% 10.0ms O ¥EEfi%
Lo THEY, 100.0ms2> 5 32.0s F TOfix & Y, (1+connSlaveLatency) X connlnrterval
X2 kofiz & b 9,

Connection 1~ DIET

Connection Z & 73 5 /%2 RE S % D2 Data Channel PDUH D~ v £ MD bit T
4 (3-6-6TH#ZZME), MD bit 28 Master & Slave W/ T1ict vy P I TWw 54, Master &
Slave IZ B 2 fikHe L £ 3, wiic, Master/Slave DMiEF TMD=0D5BEH5TH 5 &35 L i %
fRERL. A v FE&TLET,

Master
MD=0 MD=1
Slave MD=0  Master (£/37 v FEE%1TH T, Connection Master [& Connection 1 X > b % fk i, Slave
AR M EIET, Slave by RRERDIGE (&3 v MEER. Master IZihE xR h
AR [F72 5780
MD=1 Master I& Connection 1 R > b % fikfit, Slave Master (& Connection 4 R > b % fikfit, Slave

1387y MXfEH. Master IZIEE kot
7570

1387y MXfE. Master IZIGE &Rkl
[Fe YR

& 3-6 Data Channel PDU @ MD bit D&
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3-5. L2CAP (Logical Link Control
and Adaption Protocol) I2&5
AV O

PIRI ZEfE A T 2 e LT, 34 TIRLLE EPHY A L Vb FCE Lz, A
HTlE, LLESCLPHYEOBEFIC L s TR ONAEAST v oz flf#l L. Application &
Controller il D 7 — & % 4rfi#t - THRESES 2 5%# %2> T % L2CAPJ# (Logical Link Control
and Adaption Protocol) I DOWTHFFIL 7,

3-5-1. L2CAP &
(Logical Link Control and Adaption Protocol)

ControllerJ§ & HosJETlx. 334K Ty 220 D 35 2 L TBLEDRRER
FEHIET0ET, 207y PEZIMY ., o - BREEST 2%E, Thbbfoxr T
TV YD KD aEEZH o Tw 3 DH L2CAPfE T3, L2ZCAPJE 2 If#l L Tw» 5 Controller~
Application[D 57 v F@OFNER3-291R L £, K329 D& FIC H % Basic Packet
Format 23, BLE7 34 Z[TL VY 385 v Fick Y 3, Basic Packet Format O X
1Z470ctet T. Preamble. Access Address K& < 6 D DR TR T T E 3 (X 3-3- Basic
Packet Format), Z O&FEIEA KRN IC PHY B, LLIE. L2CAPfEE . FNEFhDETART v
FOWNEEZMNL T &, REMICPDUD <A v — FIiZ& T 15 Information Payload ® 23
octet 2%, Application TEEHICRL VD 2/T75fHE b £3, ChERTERLEZ D DHH3-30
L ¥,

HARMcid, M3-301cRd &5 Y. ZfF L 7 Basic Packet Formatld. ¥ 9PHYJE T
Preamble 23H( Y B4 Access Address 3R T g 3§, Z DI TR 5 42 octet 53D T — X 23
FoLLE~N(EL £9, i LLETIZ. 2D 42octet XD F — £ % PDU Header, Header,
CRC 2 &Il L 72 ECPayload MY & 41, LD L2CAP~X{EL £ 3,

%D L2CAPETIZLLIE 2 3% 5 7= Payload 22 5. %7 v + DA% L2CAP Header &
MIC 2> & [l L. Application 28] 3 % Information Payload (23octet) ZH( Y I L £4, &



3-5.L2CAP (Logical Link Control and Adaption Protocol) (2&% /%7y b Dl

DbFh230ctet DF — X BBENEL T T F I I - TEREET 2 DA L2CAP Dk % 7 1%

Ho—oT, IR AREDFHE TR~ LF 7L 7 H R EEREDORT LT,

72 35 Basic Packet Formatic 2 Cid 3-6-1 i, LLJECTHIHI3 5 Payload icowWTi, [3-6-
2. Advertising Channel PDU]J, % 7= L2CAP & @ Information Payload iZ 2> T i3 3-6-8 JH T

MLET,

Security Manager
Protocol(SMP)

Attribute
Protocol(ATT)

I Attribute Protocol PDU

I %3-9-318

Link Layer (LL)

LL Control PDU

I Advertising Packet I

I Data Channel PDU I

I Advertising Channel PDU I

Advertisin AdvertisingControl
LL Data PDU User Datag Datga
% 3-6

LE Physical (PHY)

Basic Packet Format

B3-29 L2CAPEA' IS % Controller~Application B D/37 v DL

Basic Packet | Preamble A%C;:’;:S PDU Header PDU Payload 6 g'stcet)
Format (Toctet) | (goctery | (20cted (0 ~ 37 octet)
i
i Access !
LE Physical foim |
(PHY) (4 octet) :
1
i PDU Header | Header Payload CRC
sl byl (2octet) | (6octet) (0~310octet) (3 octet)

L2CAP

L2CAP
Header
(4 octet)

Information Payload
(0~ 23 octet)

MIC
(4 octet)

Information Payload
(0~ 23 octet)

B3-30 BLED/AT v h7x—<v b

@00006\0000

() 2D
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L2CAPR~AF 7L 7 HINICEET 21 H > TEDTHE DR, T — X DHEEHE &
% Channnel ©, Z ® Channel D§#ilicFFH 3 5 ID % Channel Identifier (CID) &FEUNE 3,
L2CAP T, LLIE» S 3o CE AT =20 LD XS5BT —2%0n] #Z0CIDIcdH &
DWTHHL, % Channel TD 7 — £ % Channel & & ICF % L. Application~& i L £3°,
TR AN BEM TSI B, R 0T, YIREREITS L LB T
EbrheFunelnEd,

BLEICBWTL2CAPTHHR—FINTn5 CIDOWNREER3-8 IR LT, CID = 0x0004
TATT (Attribute Protocol), CID = 0x0006 TSMP (Security Manager Protocol) 7z & 23
H3 L5, Hostfgo & 7w  a v ~D{ZiEH O Channel 2 E#R I T F, 72, CID =
0x0005 @ Low Energy L2CAP signaling Channel iZ L2CAP o il - &I T 2 &R % (5%
4 3% Channel &£ 72 Y 3, Z¥. CID0x0040 ~ 0x007F % T D EIE THEMRE X 11T W» % Channel
1% LE Credit Based Connection & ’-iX#1 % Bluetooth ver.4.1 THHLICIER I N2 KEED -0 (1C
FIFH & ¥ 7, LE Credit Based Connection Tld, KERED 7 74 LDk 7 & TOFFH % HiE
LB <. L2CAP TR X 35 » M 2o, el d % 3-6-8 JEIC BESE & e L <
WE 9, Assigned Numbers i DWW Tid, HIRTED &5 ZHERO»ERIFINTHE A,

Channel Identifier(CID) {RIESE AE /A&
0x0001~0x0003 NULL Identifier X
0x0001~0x0003 FHIMEIL X

0x0004 ATT (Attribute Protocol) ATTAD T — 1Rk
0x0005 LE L2CAP Signaling Channel L2CAP I - EIE
0x0006 SMP (Security Manager Protocol) SMPADF— iRk
0x0007~0x001F FHISEIL X
0x0020~0x003E Assigned Numbers X

0x003F FHIMEIL X
0x0040~0x007F BRI NG = LE Credit Based Connection
0x0080~0xFFFF FHISEL X

#+R3-7 BLEIZEUWLTL2CAP THR—FENTLS CID DAR

¥4 ZOHEEL. BLEICE VW TERBMEEZLBLIELAVABRESKREZVTI 7ALEGEELI-VWEVWSHARICAAINZLDIEEZET,
SHORRNFERICEKENEEED1DTY,



3-6.BLED/N\Ty b7+ —< v b

3-6. BLE D/ yb 73 —2vk

3-4fiTld. BLET A AR E D X 5 icHahi - 5T 2002 L. Z O dT Advertising/
Scanning 2%B{E DFAR L I > T3 LB % L7z, D Advertising/Scanning TR Y L h T
2 50> Advertising Packet L _F L7223, ZHZHBLETA7 v MEER LI RoTWw3
DTL &I Do

AREITIHBLEICK T 587 v b DIEARREEIC O WG L, 3-3ffi <472 Advertising
Packet L ZDL O ICOWTHEHL 5,

3-6-1. Basic Packet Format

BLE @ Basic Packet FormatZ [ 3-311C/RL £ 3, BLETIZ, 2O 74—y b 2~X—2X
IZ Advertising ICFIIfl 3~ % Advertising Channel PDU &, Zofthd 7 — 2 iEf5 &M TR 2
Data Channel PDUD 2B ER I LT E T,

Z ZTPDU 3 Protocol Data Unit DIET, lFIGAE I N5 7 — 25l %5 L £ 3. PDU I
BRRICED 2 1M E & ATZ~y X (Header) LHBENEZ DD DTH 54 v — F (Payload)
THEINTVET, IhBEERD ATy b 77—y bbb, LLEZREHRL TT A4
AW CHEE 21T, LLE Z#@E#ic 7 v F 2L, PDUSLHEENAEE &7 r b, L
A ¥ CTRF 5 2 L TBLEIC X BI8fE 037 A4 AT L 5.

Basic Packet Format 13 &3 T4 2 ® 7 — & fdls Preamble. Access Address. PDU. CRC TH#
I T 3, Preamble i3 1octet T Access Address I3 4octet & 72 b £ 9°, PDU DfipH 1z 2 ~

39octets., CRC % 3octet TF, Preamble Z[i< &, 37 v b @D 4 X3/ T 100ctet (80bit)

BATH 460ctet (368bit) T, 75 v 7 BT LT 2 LIEHIca vy 7 MicitahTw
9,
% LT3 Basic Packet Format DNE#NEICO D RNTWEE L x 5,
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Basic Packet Format (47 octet)

Preamble Access Address PDU Header PDU Payload CRC
(1octet) (4octet) (2octet) (0~37octet) (3octet)

B3-31 Basic Packet Format

Preamble

Basic Packet Format ® 5E5HIC 13443 1octet D Preamble 23fici& & 11 % 3% Preamble l& 2 v & —
VOFXRHIEE &) BWRTH Y, XEH & ZEM @G RBE O R, #5241y 7ot
£ % L CAGC (Auto Gain Control) OFHEICHIFH L 37, MR TL VMY T 255, Z5L 72
T=2DE KRS A ZZ 0T ETRDOPVERA, ZTT, RESE—TEDT A=<y b
DI, § /b b Preamble X5 22 & T, WFICB D 2T LT LA ICZ o TR ES,

Advertising IZf|F1 9" % Advertising Channel PDU D4, 10101010, % FIH 3 % X 5 1<
FINTVWET, 177, Data Channel Packetld, % D#iX(5 T 5 Access Address D LSB ic
{7 LC 10101010, b L < 1% 01010101, O WFhrho—2FIT 3 L5 CERI T
9, =& xlE, b L Access Address D LSB 31 D56, Preamble (201010101, /5. 00
Bi4r12 10101010, &7 0 £ 5.

Access Address

Access Address 13 7 — 2 o e ic B3 2 BRI 2 €8 5 % <7 v + TF, Advertising
Channel PDU 22T, 10001110100010011011111011010110% (0x8E89BED6) 0[5
EZE AT L EF, fti/5. Data channel PDUTIZ, EF X L7 BT 2l 72 3 32bit @ #5fl
EFIHLE S,

PDU (Protocol Data Unit)

Preamble, Access Address icft < @A PDU (Protocol Data Unit) &7 b %9, Advertising
D513 Advertising Channel PDU 23, Z O fth 7 — % 3#{5 D5 13 Data Channel PDU 28 Z 71
ZhPDUE LTI anEd,



3-6.BLEDNT v b7+ — v b

3-6-2. Advertising Channel PDU

Advertising Channel PDU iZ 2octet (16bit) @ Header & 77— 2 DFEREL R B AR D<A

w — I Advertising PDU (K 370ctet) 2* 572 Y £ 9, Header 13 & 512600 7 — £ 4ils, PDU_

TYPE (4bit). RFU (2bit). TxAdd (1bit). RxAdd (1bit). Length (6bit). RFU (2bit)
TR E L CwE 3, Advertising Channel PDU ORERE % X 3-32 1cm L £ 97

Advertising Channel PDU

Header
(2octet)

Payload
(ARYRMZE>TAE)

PDU Type RFU
(4bit) (2bit)

TxAdd
(1bit)

Advertising Channel PDU Header

RxAdd Length RFU
(1bit) (6bit) (2bit)

B3-32 Advertising Channel PDU

PDU_TYPE

Advertising Channel PDU @ PDU_TYPE Ol & ifJ5d %87 v + 44, PDUA., ZONE%

K3-8ITRLET,

PDU_TYPE /X7y b

PDU

PDU DFIR>—>~

0000y, ADV_IND R - ISP D Advetising 1~ > b THIF
0007y ADV_DIRECT_IND Advertising PDU  #f 2 - HIEAMED Advertising 1~ > b THIFA
0010, ADV_NONCONN_IND FEEERREY - SEIEMMED Advertising 1 R > M THIF
001, SCAN_REQ LLfE (Scanning State) — LL /& (Advertising State)
M Scanning THIA
Scanning PDU
0100, SCAN_RSP LL/B (Advertising State) — LL /& (Scanning State)
@ Scanning THIFA
0101, CONNECT REQ nitiating POU LLIE (Initiating State) —> LL/E (Advertising State)
@ Scanning THIFA
0110, ADV_SCAN_IND Advertising PDU X% v AT SEIE M1 O Advetising A R > M THIA

O0MMy~1111,  Reserved

X

X

#*3-8 Advertising Channel PDU ® PDU_TYPE
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PDU_TYPE (& Advertising Channel PDUDPDU & L CORMiBZESET 5y b 74— F
<9, FERICH L <, ADV_IND., ADV_DIRECT_IND, ADV_NONCONN_IND, ADV_
SCAN_IND ® 42 Dl PDU % ¥ & & T Advertising PDU & IV % 4, %72, SCAN_REQ,
SCAN_RSPD 22 o ffijill ® PDU % % & % T Scanning PDU, CONNECT_REQ #% Initiating
PDU LY, PDUZ XL 3 LAET, #PDUICDWTHHL TWE LT,

3-6-3. Advertising PDU

ADV_IND, ADV_DIRECT_IND, ADV_NONCONN_IND, ADV_SCAN_IND® 4> ®
ffiill o Advertising Channel PDU % % & 8 T Advertising PDU & UV E 3, R3-9ICRT & B0,
Advertising PDU D2 $ 71D PDU % Advertising 4 ~ > b TH|F & 41, Advertising State D 7 3
A 2 B JE D Scanning State, L < 13 Initiating State D734 R IK L TEF S 9,

% PDU_TYPE @&\ i3, Advertising 4 X~ MiCEH W T Advertising PDUD ED & 5 i L AR
VAERDIZDPEGIRICHVET, COLELARYRLLTHEINTW2DIE, SCAN
REQ. CONNECT_REQ ®2f##i<9 ., 2% b, Advertising PDU % i )13 % Advertising State
THBTAAAD, LD T AL R LTED LS Ity b7 —2 bRuY —2FFAT 5 h L
WHIERA, ZOPDU_TYPEICIFEENTWET, F4 XV McBWT, LARY R (SCAN_
REQ. CONNECT_REQ) OHEMRED LS IHHIEL T EDHh%EK3-9ITRLET,

BOOEBRHISDLRKRIR

PDU TYPE
SCAN_REQ CONNECT_REQ
ADV_IND ©) @)
ADV_DIRECT IND X @)
ADV_NONCONN_IND X X
ADV_SCAN_IND @) x

#+3-9 Advertising PDUAIE T 5 LRRY X

ADV_IND D413, Advertising PDU®D L 24 » 2 & LT SCAN_REQ. CONNECT_REQ
FZOMNTET. CoLEE. FEOT AL RS LTHHORA I §5 & Lbic,
IKOWTHZIFANDE Z EHEHL TWE 3, ADV_DIRECT_IND 04 b Biki & Z 7 AN E
TH ZAF X VICOWTZIFIANERA, LA > T, ADV_DIRECT_IND % {53 % 754
Z\E, FHCERAF 2 AT D & 0 EHiERko A2 ZFANE T,

ftt/;. ADV_NONCONN_IND i 2 % v v REHRO T NHOTRICH L THZT AN F ¢



3-6.BLEDNT v b7+ — v b

ho LTz o T, FREDHT T L TD A Advertising 23 2 REZFK L 5, 25 ADV_
SCAN_IND iz, A F v VERDOAZZIFANE T, LAz oT, 7e—FFy Xt loxy b
7= TORENET T [ AL wH itk TS,

ZhTld, Ric&PDU_TYPE TO PDUDFEMICOWTIHIC R TWEE L &k 5,

ADV_IND

AD_IND PDU @ PDU# i # [X[3-33 127~ L £ 3, ADV_IND PDU 2 AdvA (6octets) &
AdvData (0~ 3loctets) D2 ODFEBCTHEK S N E 3, AdvAFEIKIC IZ TxAdd DfEICIGE L T
(TxAdd=0 ®¥j# 13 public address. TxAdd=1 D54 1% random address) Advertiser @ Public
Address % L < {ZRamdom Address 2’ AJ1 v ¥ 37, ¥ 7z, AdvData 78 IC I Advertising
Packet 2 A0 £,

~AH—F (ADV_IND)

AdvA
(6octet) AdvData
TxAdd=0 : public address (0~3loctet)

TxAdd=1: random address

E3-33 ADV_INDO~RAO—FR

ADV_DIRECT_IND

ADV_DIRECT_IND 2~ 4 v — FoOWKIZK3-340 LB Y TF, ZOPDUIF. AdvA
(6octet) & InitA (6octet) D20 DFEIKTHEK TN E T, AdvARHIK I TxAdd D flic )i U
T. TxAdd=0D¥54 13 Advertiser @ public address. TxAdd=1 D354 1% Advertiser D random
address ° A1 ¥ 3, InitA FEIKIC (3 Advertiser DR T-0E. $7%b b Initiator AN T %
T, InitA fHIK D12 Rxadd D 1< Jt U T, RxAdd=0 @354 13 Initiator @ public address 23,
RxAdd=1 o ¥j# 1% Initiator ® random address AT & F,
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86

~AO—F (ADV_DIRECT_IND)

InitA
(6octet)
RxAdd=0 : public address
RxAdd=1: random address

AdvA
(6octet)
TxAdd=0 : public address
TxAdd=1: random address

®3-34 ADV_DIRECT_IND DRAHA—F

ADV_NONCONN_IND

ADV_NONCONN_IND PDUD o<~ 4 v — FOERKIZKI3-350 L 50 TF, ZDPDU
1Z. AdvA (6octet). AdvData (0~ 3loctet) D2 O DFECHEK X T 3. AdvA & AdvData
Dfifiiz ADV_IND 0358 & Rk, AdvA fEIIE TxAdd OfEic)i U T (TxAdd=0 D 5413 public
address. TxAdd=1 D412 random address). Advertiser @ Public Address & L £ 1Z ramdom
address AT & E . F7-. AdvDatafEifsic 13 Advertising Packet 28 A Y 9,

~AO—F (ADV_NONCONN_IND)

AdvA
(6octet)
TxAdd=0 : public address
TxAdd=1: random address

AdvData
(0~3loctet)

3-35 ADV_NONCONN_IND ®R_AHO—F

ADV_SCAN_IND

ADV_SCAN_IND PDU D §D~A v — FOREKIZKI3-36 D & 59 TF, ZDPDUIL, AdvA
(60octet). AdvData(0~31loctet) D2 D DFIHTHK T L E ., AdvA & AdvData Offilz ADV_
IND o 84 & kR, AdvA fHIBIE TxAdd D f i)t U T (TxAdd=0 ® 854 13 public address.
TxAdd=1 D ¥4 1F random address). Advertiser @ public Address % L < i ramdom Address
BATTENE T, /. AdvData i 13 Advertising Packet 8 AJJ ¥ 3,



3-6.BLEDNT v b7+ — v b

~AO—F (ADV_SCAN _IND)

AdvA
(6octet) AdvData
TxAdd=0 : public address (0~3loctet)

TxAdd=1: random address

B3-36 ADV_SCAN_IND DR_AA—F

3-6-4. Scanning PDU

SCAN_REQ.SCAN_RSP @22 D ffij|d Advertising Chanel PDU % % & ® T Scanning PDU
LIENE 3, WO PDU b Scanning 4 X v F Tl #1¥§, Scanning State D7 X 4 22>
5 JEA D Advertising State D 734 ZICHF L TEE I N E T,

SCAN_REOQ

SCAN_REQ PDUD o <4 v — FOMKIIX3-370 L Y TF, Z DPDUIZ ScanA
(6octet), AdvA (6octet) D2 D DFEIE THEK X 1L E J°, SacnA 1Z TxAdd D IC )& U T TxAdd=0
D513 Scanner @ public address 23, TxAdd=1D ;%1 Scanner ® ramdom address 3 AJ) &
nE 3, AdvAEIRICiZ., ZDOPDUDXEERD T N4 & (Advertiser) DT FLABATI &
%7, Rxadd Dfiiic)i U T RxAdd=0 ® ;%13 public address 28, RxAdd=1 D545 13 random
address * A1 g4,

~AO—F (SCAN_REQ)

ScanA AdvA

(6octet) (6octet)
TxAdd=0 : public address RxAdd=0 : public address
TxAdd=1: random address RxAdd=1: random address

B3-37 SCAN_REQDARA/A—FK
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SCAN_RSP

SCAN_RSPPDUD o4 v — FOMKIZK3-38D &Y TF, & DPDUIEScanA
(60octet), ScanRspData (0~ 31octet) ® 2O DFEE TR E M E 3, SacnA 13 TxAdd Dfifiic
J& U T TxAdd=0 D354 13 Scanner @ public address 73, TxAdd=1D ;41 Scanner @ ramdom
address A1 E 1% 4, ScanRspData fEIgIC 1 Advertising Packet X A1 S vk ¢,

~AA—F (SCAN_RSP)

ScanA
(6octet) ScanRspData
TxAdd=0 : public address (0~31octet)

TxAdd=1: random address

3-38 SCAN_RSPORAA—F

3-6-5. Initiating PDU

CONNECT_REQ T# % Advertising Channel PDU #% Initiating PDU & FE UM & 3, Initiating
PDU (3 Initiating State TH % 7 34 AH b, Advertising State TH 3 fth D LD T34 2123k
fBIhEd,

CONNECT_REQ

CONNECT REQD o~ A4 v — FORKIIX3-390 & 50 TF, ZOPDUIEFInitA
(6octet). AdvA (6octet), LLData (22octet) @3 D DFHK TR TN T E 9, InitA fHIs
121 TxAdd D)6 U T TxAdd=0 D354 13 Initiator @ public address 28, TxAdd=1 D541
Initiator ® random address 2 A1 & ¥ 3, AdvA fEI%IC 3. RxAdd Dffi i) LT, RxAdd=0
D & 1% Advertiser @ public address 28, RxAdd=1 ® 4 13 Advertiser ® random address %5
ANEnfd,



3-6.BLEDNT v b7+ — v b

~4A—F (CONNECT REQ)

ScanA AdvA

(6octet) (6octet) LLData
TxAdd=0 : public address RxAdd=0 : public address (220ctet)
TxAdd=1: random address RxAdd=1: random address

AA CRCInit | WinSize |WinOffset| Interval | Latency | Timout Cchm Hop SCA
(4octet) | (3octet) | (loctet) | (2octet) | (2octet) | (2octet) | (2octet) | (Soctet) | (5bit) (3bit)

B3-39 CONNECT REQ DA A—FK¢& LLData DAR

LLData l3[X3-39D & B0, 511007 4 —L FTRERINLTHE T,

AA (Access Address)
AAFEIIZ 3-6-1THTR L =HHNIc S W72 LLJE D Access Address 2SEdib T nE 3,

CRCInit (CRC Initial value)
CRClInit I (3 LinkLayer ® 5t (< FIIF & 115 CRC D EHRIC B 2 WIHEA AT E T
E3R

WinSize
WinSize fEI |3 transmitWindowSize DEBR AT I T EF, T D transmitWindowSize D
fiiix. transmitWindowSize = WinSize X 1.25ms TEF I N E 7,

WinOffset
WinOffset i1k 13 transmitWindowOffset DR A ST E T E §, Z D transmitWindow
Offset DfE . transmitWindowOffset = WinOffset X 1.25ms TEFH I NE §,

Interval
Interval fEI% i 13 conInterval fES A ] T T W E 9, D conlnterval Dl i conlnterval =
Interval X 1.25ms CEFINEJ,

Latency
Latency 733 IC | connSlaveLatency D23 A J1 E 1L % 3, Z @ connSlaveLatency D {H &
connSlaveLatency = Latency TE& I ¥ 3,
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Timeout
Timeout fHIH I 1F connSupervisionTimeout DA AJJ & L F 3, connSuperViusionTimeout
Dfifiix connSuperViusionTimeout = Timeout X 10ms TEFE I NE J,

ChM

ChMBEHIE T — 4 F v Y AN DM/ REREZ R LZF v v A<y TERLTOET,
Soctet (40bit4)) DD 5 HLSB2 6 bit0 2 HIHICF ¥ v AL 0~39F TERL TWE T,
DF Y, 36bit HOfHIZF v v v 36 D/ RIEHERLET., £/, FE Y FOEITZ 1D
HEERT,. 0oGAIRFEHA%2EL 3. ChMFEEK® Soctet 137, 38, £ L T39bitic D\
TREHA»ZEIEE L TwES (Advertising Channel (A5 3 729),

Hop

Hop fElk i, hplncrement Dfinz AJ1 & ¥ 3, BLEIC kU 2 EHLUHE T O F v v 4 LER
T2 70T Y X4 3-4-1HTHEHICHEN LT 3, hplncrement D iz 5 ~16 ¥ ToD
FVELfELRY T,

SCA

& % O SCATEIK X, R E DR 2 M JE L 7z Master fll D sleep clock ic DWW TEFK L 72
masterSCA DEA AN I NFE T, % SCADfEICHT 3 7 vy 7 DREGEFHICOWTIE, RDOE
3-10m & kY TT,

SCA masterSCA

0 251ppm ~ 500ppm

1 151ppm ~ 250ppm

2 101ppm ~ 150ppm
3 76ppm ~ 100ppm
4 5Tppm ~ 75ppm
5 31ppm ~ 50ppm
6 21ppm ~ 30ppm
7 Oppm ~ 20ppm

#3-10 SCADMEICNTZr0v 7 DRBEEREE
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3-6-6. Data Channel PDU

Data Channnel PDU (% Advertising LASf D 7 — £ @fF IR %87 v b TF, 2OPDUR
16bitd~» x|, AIERED<A u—F, ZLTMIC (Message Integrity Check) &IEIZH 23
ESLICEE T % 7 — 2 X » TRERLE ¥, Data Channel PDU D <7 v bR % X 3-40 ic
~LET,

Data Channel PDU

Header Payload MIC
(2octet) ARV ML TAZER) (4octet)

Data Channel PDU A~y &

5

LLID NESN SN MD RFU™ Lendgth RFU
(2bit) (1bit) (1bit) (1bit) (3bit) (5bit) (3bit)

B3-40 Data Channel PDU DR

Data Channel PDU D~y4

Data Channel PDUD~ v X%, & 516005, LLID, NESN, SN, MD. Length. RFU
TR I N TWET, ~y FOMK%E £ 3-111R L £3, RFUI PRI TRk~ iR % #
JE L CHRTICHER I Twa ey MET, BIREAIAIATHE®A, EFTEO~y &
b Data channel PDU Z i A fF T & L & 5,

LLID

Data Channel PDUDRA v —FD 7+ —~< v MILLID Officfkfzr L 3. 2% 9. LLID
1% Advertising PDU® PDU_TYPE & [Alffic <4 v — FOMlZED 5 € v MEIkE WX T3,
#3-101IC LLID e 3 2 f 80 %78 L £ 97 LLID 2801, 10, @¥#5. Data Channel PDU ®
~4 w— FIiZLL Data PDU %, 11, @613 Data Channel PDU®D <A 1 — FiZ LL Control
PDUAZNENATIENET, ThHDPDUDGHIICOWTII&RBL 3,

%5 Reserved of Future Use ($3RII IR D78 O FHIFESE)

o1

@QQOQOQ’WI\O

() 2D



92

3.BLEXEET 2

LLID Ny hOFERI
00(2) FiHofEE. REMA
01(2)

LL Data PDU
10(2)
1(2) LL Control PDU

R3-N LLDICHES BTEH!

NESN (Next Expected Sequence Number)
NESN (-7 v b OFERIGEICHW NS 1bitDd 7 A —2 TSN &G bETHHL T,
FEicoWTIX, 3-7-3TATHES L £ 9.

SN (Sequence Number)
SNZ 37 v F DHEFRICEICH WSS 1bitd 5 2 — % TNESN &b THIHL 3,
FElicowIZ, 3-7-3TETIESIL £,

MD (More Data)
MD i Connection £ X + OffkfE, T E2RET 720D 1bitD 7 X —2 T3, Filllix
3-4-6IHTAH L 3,

Length

Lengthld <4 m—FO¥ 4 X% KL 3. Hildoctet T MIC %K T 2 55413 MIC &~
A —FZ2EORRIBEHRINE T, LengthBSbit R THEZ Eh b, ZDfEIZO~31DHi
L7 9, MIC2 32bit ( = 4octet) TH % Z &2>5, Data Channel PDUDRA v — K it
XK T270ctet (=3loctet —4octet) DRI %2 LB LBbrY ET,

LL Data PDU

LLID 4301, 10, T# % Data Channel PDUD <A v — F% ¥ & & TLL Data PDU & I
VEd, 7. LLID2 01, TH Y. 2~ XD Length 2800000, TdH 3 & % F5ic Empty
PDU & W03, LLJEZ Master & L CHEiffd % 734 213 2 @ Empty PDU %, Empty PDU
% & ¢ R O Data Channel PDUICH 3 2)5E 2 A L — 71 L CTRFA[S 2 20 ICHH L £ 57,
724, LLID Offfis3 11, T& % LL Data PDUIZ. Length2301c7%25 Z &idH Y A,
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LL Control PDU

LLID 311, T& % Data Channel PDU®D <4 m— I % LL Control PDU & IFE:Tr, T84 R
Mo LLE O #EROEEE{Tv$ 9, LL Control PDU DK IZX 3-41 D & 5 b T, Opcode
(loctet) & CtrData (0~ 260ctet) D2 ODFEBTHRINLTVE T,

~R4A—F (LL Control PDU)

Opcode CtrData
(Toctet) (0~26 octet)

3-41 LLControl PDU D#5L

LL Control PDU (il L 7z LL Data PDU & 3% 72 v | Length #Ei#23 00000,, 2% H ~A
u— FER0ICARSZZERHY £ A. Opcode TIHIE & 15 CtrlData O FfiAI 4512 [EE £ D~
A= FREZRINTVET,

Opcode

Opcode I ik L 7z LLID & [F k., #icki <A v —FofjillzHEL 5., - Z<.
Opcode TEF XN 3 LL Control PDUICDWTHTWEE L & 5, % 3-121C Opcode DffIC
X3 % LL Control PDU D Z /R L £ 3,
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Opcode Control PDU &

0x00 LL_CONNECTION_UPDATE_REQ
0x01 LL_CHANNEL_MAP_REQ

0x02 LL_TERMINATE_IND

0x03 LL_ENC_REQ

0x04 LL_ENC_RSP

0x05 LL_START ENC_REQ

0x06 LL_START ENC_RSP

0x07 LL_UNKNOWN_RSP

0x08 LL_FEATURE_REQ

0x09 LL_FEATURE_RSP

OXO0A LL_PAUSE_ENC_REQ

0x0B LL_PAUSE_ENC_RSP

0x0C LL VERSION_IND

0x0D LL_REJECT_IND

OxOE LL SLAVE FEATURE_REQ

OxOF LL_CONNECTION_PARAM_REQ
0x10 LL_ CONNECTION_PARAM RSP
ox1 LL_REJECT IND_EXT

0x12 LL_PING_REQ

0x13 LL_PING RSP

0x14~0xFF RFU(Reserved for Future Use)

#3-12 Opcode DMEIZHIGT % LL Control PDU D&

LL_CONNECTION_UPDATE PDU

LL_CONNECTION_UPDATE PDU (Opcode = 0x00) T® CtrData® 7 #+ —~ » b
3420 LY T, Krbb 5 Lk 5ic, CtrDatald WinSize (loctet). WinOffset (2octet).
Interval (2octet), Latency (2octet). Timeout (2octet), Instant (2octet) @ 6 D DFEIK THE
EInTwEd,
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CtrData (LL_CONNECTION_UPDATE)

WinSize WinOffset Interval Latency Timeout Instant
(loctet) (2octet) (2octet) (2octet) (2octet) (2octet)

B3-42 LL_CONNECTION_UPDATE PDU T® CtrDatad 7+ —<v b

WinSize
WinSize fE1# 13 transmitWindowSize DEA A I ST E 3, & D transmitWindowSize @
fiil%. transmitWindowSize = WinSize X 1.25ms TEEINE T,

WinOffset
WinOffset f8 15 1Z transmitWindowOffset D 23 A J1 T LT W F 3, Z D transmitWindow
Offset DfifilZ. transmitWindowOffset = WinOffset x 1.25ms CTEFEEINEJ,

Interval
Interval 835 1C 1% conInterval fERX AT E T4, Z D conlnterval D il conlnterval =
Interval X 1.25ms CEZENE I,

Latency
Latency 735 IC (& connSlaveLatency D {23 A Jj E v & 3, < @ connSlaveLatency O {# &
connSlaveLatency = Latency T/ER I N E T,

Timeout
Timeout #1213 connSupervisionTimeout DA A1 & L § connSuperViusionTimeout
DA Z connSuperViusionTimeout = Timeout X 10ms TEZR I N E I

Instant
Instant 335 1C I3 connlnstant value DAEZS AT & 1vE §, connlnstant viue DfiEii3 0~ 65535
DI TERINTVE T,

LL_CHANNEL_MAP PDU

LL_CHANNEL_MAP PDU (Opcode = 0x01) T®D CtrData®d 7 +—~ v b IX3-43D &
BbTd,

95
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CtrData (LL_CHANNEL_MAP)

Chm Instant
(Soctet) (2octet)

B3-43 LL_CHANNEL_MAP PDU T® CtrDatad7#—< v b+

ChmMm

ChM#EIRIZ T — 2 F ¥ v AV O/ KA Z R L 2F v v A<y 7R LTOET,
Soctet (40bit4)) DOFIHD 5> B, LSBA 5 bit0 2 BIEICTF v+ v 4+ 0~39F TR LT T,
DF Y, 36bitHOfHIZF v v 2 A 36 D/ REHEZRLET., £/, FE v FOEIF 1D
AT, 0B A RN ZERL £ 5,

ChM K@ Soctet 37, 38, % L T 39bitic >\ TIZFIHASEE IR & ST % 3 (Advertising
Channel TH % 7-®), Z DIEHIZ Advertising Channel PDU & Initiating PDU (CONNECT_
REQ) @ ChM ¢ FfkoE#HTY,

Instant
Instant fEH}% (Z 1Z connInstant value Dfii23 AJJ E 11§, connlnstant viue Dl 0 ~65535
DOHIFICERINTVET,

LL_TERMINATE_IND PDU

LL_TERMINATE_IND PDU (Opcode = 0x02) T® CuData® 7 # —~< v FIiZK3-44 D
LY TT,

CtrData (LL_TERMINATE_IND)

Error Code
(loctet)

3-44 LL_TERMINATE_IND PDU T® CtrDatad 7+ —<v b

ErrorCode

ErrorCode IS E [ZEHehi i T LD p] LW Mz L T T 34 2L T
EET 2720 CHMMHL £3. ErrorCode D&l Bluetooth Core Specification vol.2 PartD ic
I hTuE T,
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LL_ENC_REQ PDU

LL_ENC_REQ PDU (Opcode = 0x03) T? CtrData® 7 + —~< v FIRDOK3-450 L &
hT¥. ZOPDURNESALICEIT 2B %2R 2 PDUTH Y, AECTRMFHEHEL £, iF
#l1Z Bluetooth Core Specification v4.1 vol.3 Part-C section 10 # Sl L TL 72 &\,

CtrData (LL_ENC_REQ)

Rand EDIV SKDm IVm
(8octet) (2octet) (8octet) (4octet)

3-45 LL_ENC_REQPDU T®D CtrDatad7#4—<v b

Rand
Rand IR I3 B 5{L D 72 01 Host 2> it S N 2 BB A S N E . F72. BES{LoRRIc
EDIV & &b icFIHL 9.

EDIV
EDIV #Hl#(3 Rand & & b il 5L OBEICHI$ 2 EDIV (Encryped Diversifier) 23fRA &
9

SKDm
SKDm it 13 Master ® SKD (Session Key Diversifier) ®—#3 XA ST 3,

IVm
IVm HE 13 Master ® IV (Initialization Vector) ®—#MCA I N T,

LL_ENC_RSP PDU

LL_ENC_RSP PDU (Opcode = 0x04) ToD CtrDatad 7 + —~ v M X346 D LB H T
T, ZOPDUIEFKESLICBIT 20 % H 2 PDUTH Y, RECTHMRZEIZL £3, T
Bluetooth Core Specification v4.1 vol.3 Part-C section 10 % S L T 2 & 0y,
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CtrData (LL_ENC_RSP)

SKDs Vs
(8octet) (4octet)

B3-46 LL_ENC_RSPPDU T CtrDatad7#+—<v b

SKDs
SKDs il 1% Slave ® SKD (Session Key Diversifier) ®—2MRA I N E F,

IVs
IVs i 1% Slave ® IV (Initialization Vector) ®—#3CA I E T,

LL_START_ENC_REQ PDU & LL_START_ENC_RSP PDU

LL_START_ENC_REQ PDU(Opcode = 0x05) 35 & XX LL_START_ENC_RSP PDU(Opcode
= 0x06) TiZCtrData il b 8 A, ZOPDURKES{LICET 2% H 2 PDUTH Y |
AETIIEHEEE L 9, #illi3 Bluetooth Core Specification v4.1 vol.3 Part-C section 10
EZRLTLEI W,

LL_UNKNOWN_RSP PDU

BEROT A ZTHIGL Ty (I TwAaw) LL Control PDU % 3#%(E L 284
ZIETANAZADLLEIZ L AR v 2 & LTLL_UNKNOWN_RSP PDU (Opcode = 0x07) %K
L. CuDataicz L7 —NEZ AN L LT,

%72, LL Control PDU & L TAGEY]I 22, 7z & 2 I FHIFHIK (Opcode = 0x14 ~ 0xFF) 7z
EDREI NS, b LI CulData 23] % b D Tld e h o 256, COBADRET A
A 2D LLJE1Z LL_UNKNOWN_RSP PDU #i&{5 L £,

CtrData (LL_UNKNOWN_RSP PDU)

Unknown type
(loctet)

B3-47 LL_UNKNOWN_RSP PDU T® CtrDatad 7+ —<v b
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Unknown Type
Unknown Type filgk iz, 5215 L 7z LL Control PDU ® Opcode 23 AR5t I6 723554, % @ Opcode
OERRATNE T,

LL_FEATURE_REQ PDU

LL_FEATURE_REQ PDU (Opcode = 0x08) T® CtrData® 7 #+ —~< v FiIX3-48D & &
hTT,

CtrData (LL_FEATURE REQ)

Feature Set
(8octet)

3-48 LL_FEATURE_REQPDU T® CtrDatad7#—<v b

Feature Set
Feature Set fE}# 3. Master{fll® LLIEZ MG L TW 2 EEREICO W TOFRBPRA I N T T,

LL_FEATURE_RSP PDU

LL_FEATURE_RSP PDU (Opcode = 0x09) TD CtrData® 7 + —~» MK 3-49D L &
H T,

CtrData (LL_FEATURE _RSP)

Feature Set
(8octet)

3-49 LL_FEATURE_RSPPDU T® CtrDatad 7+ —<v b

Feature Set
Feature Set 15 (%. Master % L < (& Slave il LLJ& 255} )6 L T B HEREIC D W T DTG
AEhEd,
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LL_PAUSE_ENC_REQ PDU & LL_PAUSE_ENC_RSP PDU

LL_PAUSE_ENC_REQ PDU(Opcode = 0x0A) & t* LL_PAUSE_ENC_RSP PDU(Opcode
= 0x0B) Tt CtrData Ik % FiH & Ao

LL_VERSION_IND PDU
LL_VERSION_IND PDU (Opcode = 0x0C) T®? CtrData® 7 # —~< v FEX3-500 & &
hTI,
CtrData (LL_VERSION_IND)
VersNr Compld SubVersNr
(Toctet) (2octet) (2octet)
E3-50 LL_VERSION_IND PDU T CtrData ®74—<v b
VersNr
VersN K IC X, 734 22344 )63 % Bluetooth Core Specification D3 —3 g v F v o3 =23
RAINET,
Compld

Compld #Eiic 3. 5D Bluetooth Controller D #ligisx 10 ID DfERRA I E T,

SubVersNr
SubVersNr {2 iZ. Bluetooth Controller®V €Y a v LLZEFID XA ST LT T,

LL_REJECT_IND PDU

LL_REJECT_IND PDU (Opcode = 0x0D) T® CtrData® 7 4+ —~< v MIM4-51D &5 Y
<5

CtrData (LL_REHECT_IND)

Error Code
(loctet)

B3-51 LL_REJECT_IND PDU T® CtrDatad7#—< v bk
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ErrorCode

ErrorCode fHif (3 [ R AT LD A ] LW 5 EMEER L T 7 34 2k LT
EE T2 70ICFIH L %3, ErrorCode @l i3, Bluetooth Core Specification vol.2 PartD i<
AT TuET,

LL_SLAVE_FEATURE_REQ PDU

LL_SLAVE_FEATURE_REQ (Opcode = 0x0E) T® CtrData® 7 + —~= v MZX3-52D &
BHTT,

CtrData (LL_SLAVE FEATURE REQ)

Feature Set
(8octet)

B3-52 LL_SLAVE_FEATURE_REQPDU T® CtrDatad®7#—<v b

Feature Set
Feature Set #8313, Slaveflld LLIE X IE L T 2 BEFEIC O W T OEHRBRA I LT T,

LL_CONNECTION_PARAM_REQ PDU & LL_CONNECTION_PARAM _
RSP PDU

LL_CONNECTION_PARAM_REQ PDU(Opcode=0x0F) 3 X T LL_CONNECTION_
PARAM_RSP PDU (Opcode=0x10) T? CtrData® 7 + —~ v FIX3-530 L H5H T, W
FTHhoOPDUD CuData DNFERF L 7+ —~ v P& ARV E T,

CtrData (LL_CONNECTION_PARAM REQ/LL CONNECTION PARAM RSP)

>
=
e
£ % % [<a—
s = — — = s} S S — — — — — —
= S o Pl S5 2o U S>T| @5 = = N S [ S = n s
_l o | U Y o o v o O |0 0O u B o 9 T U T U T o T o
T — o~ o *+ o o QO + 3 = w w + w + 3+ a o+
[\ © O [TERS] 9] O |2 vl Lo (LA AR AR AN (AN
Z O Z O = 9 £ o 80 o c O & o “ O & O T O T o < O
o 35 a4 = o v = 30;@, o oo o o o oo
=
c c 9] T
- = =4
[5] oL
s
o

R3-53 LL_CONNECTION_PARAM_REQ PDU & LL_CONNECTION_PARAM_RSP PDU T CtrData D7+ —< v b

@QQOQOQ’WI\O

() 2D

101



102

3.BLEXEET 2

Interval_Min
Interval_Min #8183 connlnterval D /M % 7~ L £ 3, Interval_Min OffilZ. connlnterval
= Interval_Min X 1.25ms IZfiEW 5,

Interval_Max

Interval Max 5|3 connlnterval D i Kfii %/~ L £ 9, Interval Max Dffild. connlnterval
= Interval_Max x 1.25ms IZfEWF 9,
Latency

Latency fH 3% 13, connSlaveLatency D i % 7x L £ 3, Latency O fii I connSlaveLatency =
Latency IZfit\» £ 3, Latency Ofiilx Connection £ X P %R L T3,

Timeout
Timeout fHIIC 1. connSupervisionTimeout D A3 A J] & 1L E 3, connSuperViusionTimeout
Dfii¥ connSuperViusionTimeout = Timeout X 10ms TEH I N E T,

PreferredPeriodicity

PreferredPeriodicity fHI O fifi i XF L T, connlnterval I3 {582 & 72 5 ¥ d » £ 3,
PreferredPeriodicity D (% 1.25ms D#EEfG & 72 b £ 97, 72 & 2L, PreferredPeriodicity=100
DYifr. connllntaerval i3 125ms & 72 » £ 97, PreferredPeriodicity # 0 TH V. Z DffIZ 4T
Interval_ MaxPAT &7 0 5,

ReferenceConnEventCount

ReferenceConnEventCount 7 5 (2. %8 3 % Offset0 2> & OffsetS % T o fifi ic BE# L 7=
connEventCounter DfEi% 7~ L £ 3, ReferenceConnEventCount DD HifH 1% 0~ 65535 & 7&
DET,

Offset0~Offset5

Offset0 ~ OffsetS ¥ T fEMIZ. ReferenceConnEventCount (2 B3 2 B HT X J 7= Bk
FA—=2LEbic, BLEOEARICE T 2T v —HRA v b OAEICD W CHGE R E % T
LT, Wi d 1.25ms 7T, {13 Offset0 2 L BLEOHWIETIATHE T, 2%
D, Offset0 23D o & bEERE <. Offsetl. Offset2 L MHFICELEN TR > TnE T T,
Offset0 * & OffsetS I3\ >3 1) Interval_Max & Y b 43 /N & 7efli & 72 v . OxFFFF D ffil3 251k
IhTwET,
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LL_REJECT_IND_EXT PDU

LL_REJECT_IND_EXT PDU (Opcode = 0x11) T®» CtrData® 7 4 —~< v b iF[X3-54 D
LBYTT,

CtrData (LL_REJECT IND_EXT PDU)

RejectOpcode Error Code
(Toctet) (Toctet)

3-54 LL_REJECT_IND_EXTPDU T® CtrDatad7+—< v b

RejectOpcode
RejectOpcode fHIFIC1Z, 734 ZIc X 5TV ¥ =2 + & 17z LL Control PDU @ Opcode 7%
RATNET,

Error Code

ErrorCode fElIE [ 7€M T LAzDh] L S EREER L TWz T 34 R L T
EET 27D ICHH L £3, ErrorCode ®illiZ Bluetooth Core Specification vol.2 PartD i
I NTwET,

LL_PING_REQ PDU & LL_PING RSP PDU

LL_PING_REQ PDU (Opcode = 0x12) I X t*LL_PING RSP PDU (Opcode = 0x13) T
13 CtrData fHI % F5 5 ¥ & A, PINGHEREIC D\ T i3 Bluetooth4. 112 THEEI 725 L Wk
fET. APDURZIICHIHENE S, RETIMI2EIZ L 3. #Fllix. Bluetooth Core
Specifications v4.1 vol.6 Part-D section 6.13 Z S L TL 7 &\,

MIC (Message Integrity Check)

MICHIE, 74 RoEHRIC BTS2 MAT 258 ICERINE T -2k b F
¥ BESLEZFIH L 2w #A, MICIE Data Channel PDUICH&ENE R A, £/, BS{L
T2HATHoTH_A[ u—FORIVBOTHNEEETNE A, MICTHRD LR ICOWTIE
Bluetooth Core Specification v4.1 Vol.5 ParrE Section 1 ICFEi E T E 3,
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3-6-7. CRC (Cyclic Redundancy Check)

Basic Packet Format D #%3ii13. 43 3octet 77D CRC (Cyclic Redundancy Check) &7z C
WwET, CRCLIFAFT 27— 20 Y BHICHA I LBl C, Peterson b iC & > T CRCAH
DFBESERFEAINE L {(ZE ). CRCIIZ, FEOEIDT—25lo A1k LT, %
DRICIGCZ25HHA ERSHNX) »oRkDE9, BLEOIA AT v b7 4 —= v FTH
5 CRCHEIE, ERTICES S N7=PDUDMEL bR S, 2 DERSIHNXIIRD X 5 ITE
#InTwd,

3-6-8. L2CAP B TO/NTybIA—"2vb

LLig % L 2B cory b7+ —~<vy F2X3-57Ic/RLE T, ZOPDUIZL2CAP
PDU & g, Connection Oriented Channel TH|H 32 PDU T3, AFHTREHEZHIE L £
32, 2o PDUDMhiIc, L2CAP o ffillfllc FIF 3 % Signaling Pakcet, Bluetooth ver.4.1 Ci&
fn& 417z LE Credit Based Connection TH[f3 % PDU S Z{EL £ 9

L2CAP PDU (27 octet)

Basic L2CAP Header

LSB MSB
Length Channel ID Information Payload
(2octet) (2octet) (230ctet)

3-55 L2CAPPDU

CORHTAT v POH A4 XF270ctet & o> THEFT, D7 v MFIE HICL2CAPT
FIHF % Length, Channel ID. % L < Information Payload ® 3 D DIk TR S T E 3,
Legth i3 2octet T Information Payload D% 4 X% /R L., Ik Kfl1365535octet L 2 b £, 2D
Y4 X EALO Attribute 2 ETHIAT 22 YV v FICB U 337 A =2 b2 T RTHAZET
HY., H—o Attribute D% 4 XL MTUDH A X & ZBARA 0 2 L ICHERALETT, fil
ChannelID (¥ 2octet ® CID % J7E 3 5 fii T Information Payload D{rik/e% P L £ 3, CID
IZDWWTIE3-5-1fi % B8 L 72 X v, H&#% D Information Payload 4 Host J8 ® Application & ®
POV ICHHEINE T — 2 T2—F—DT —XHREFTNIHEBICAY £, ZOfHHOY A
Al 230ctet (=27octet — 2octet — 2octet) &Y, TNHATT MTUDT 7 44 bDHY A X
ATT_MTUypu, (=230ctet) & 720 £,



-1 LLEICE T2 RED Y EY

3-7. LLEBICEIT SEEDPYHY

3-6HiTIZBLED@E ETED LI 7 v v BFIHEI N TW 2 23 L % L7, AEITIE.

ZDAT Y PEHOWTED LS BEDORL YY) BITbhTwd e oW TR L 3,

3-7-1. Bluetooth Device Address k37425

LLJ# 3 Link Layer Device Filtering & '3 7 4 L2 ) v ZHRERZ VT, AL E 0T~
AZADLOIREEZHME L T/MET 2 2 &3 TEEF. 2D 7 4 %Y v 27 dBluetooth
Device Address % flJf] L Tfrb 4, Advertising4 <~ b ® 5 5 ADV_IND, ADV_DIRECT_
IND THIHFT 2 e nTEET,

Whilte List

Link Layer Device FilteringZFfIFHLC7 4 V2 ) v 75734 2D Y & b % White List &
WM 3, White List i3 White List Record 2* 5§ & 11 T3 Y . White List Record (3 Bluetooth
Device Address & Device Address Dffi%ei (public 2D 7>random =D 2») DM DOT — % % &
#¥7, White Listid, Vv FEETREYR - 27 ) 73N TH Y, KI5 T HHostfllic X
THREINET,

3-7-2. Advertising Channel ICH(T5:E(E

3-SHficii <7 X 5 ic, Advertising T3 ADV_IND, ADV_DIRECT_IND. ADV_
NONCONN_IND, ADV_SCAN_IND ® 4ffifinf v ' BREHEINLTVET, 2 ZTIEA
Ry bZEIC, ZOBEOHRNEFHERELTHETL L,

@QQOQOQ’WI\O
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ADV_IND (Conncetable Undirected Event) TO&(S

ADV_IND 4 ~ v M2k 2 W5 OFHNOBIEE K 3-S6 IR LES, COx4 TDAf v b
TlE. Advertiser 78 Scanner % L < {Z Initiator WIFNpEDAF ¥ VERICIGL H Z ERTEE
To T ERERKiCHIEL s e A TEET, MPOTIFSEFELF v v 4+ L IDTHEfE9 5
ATy MDA v =V EIRL, ZOMIEIE150us (BE) &Y 5,

Advertiser 8 ADV_IND # %1%, Advertiser @ 1 T 2% Scannar D 35, Scannar 13 6% &
L TSCAN_REQ PDU % #%{5 L £3 (X3-57). — 7. tHF 2 Initiator D H 4, Initiator i3
CONNECT_REQ PDU #3%f2 L. WjF 34 225 Connection IREEICATL £9 (IX13-58).

ADV_IND ADV_IND ADV_IND
=10ms =10 ms
4 Vi »
N LAl L4
Adv_idx =37 Adv_idx = 38 Adv_idx =39
& Iy & Iy & I
\ L4 N L4 N 7,
Advertising Advertising
event event
started closed
3-56 ADV_IND AR hTOBEEDFHN
ADV_IND ADV_IND SCAN_REQ SCAN_RSP ADV_IND
TIFS TIFS
— —
=10 ms =10ms
& VI »
Al LA\ L4
Adv_idx =37 Adv_idx =38 Adv_idx =39
& 'Y & » 4 »
\ L4 L4 N L4
Advertising Advertising
event event
started closed

[3-57 ADV_IND AR FTOBEDRN (Advertisier DiEF A Scanner DHA) (Advertisier DIEF A Scanner DIHE)

CONNECT
ADV_IND ADV_IND -
T_IFS REQ
=10ms ¢ )

4 »

N L4

Adv_idx =37 Adv_idx =38

4 » 4 »

A\l L4 N L4
Advertising Advertising
event event
started closed

3-58 ADV_IND AR hTOBEDT N (Advertiser DIAFH' Initiator DIHE) (Advertiser DIEF A Initiator DIFA)



-1 LLEICE T2 RED Y EY

ADV_DIRECT_IND (Conncetable Directed Event) TOiE{S

ADV_DIRECT_IND 4 R ¥ M2 B 2850 MNOMIEZ K 3-59 1R L3, cox4 7
DA Ry +TiE. Advertiser 1% Initiator & DIEEHRERICEEFT e nTEET T,

Advertiser 2 ADV_DIRECT_IND % i%{Z%. Initiator i3 CONNECT_REQ PDU % i%{5 L.
i 7 3 4 2% Connection IREEICEAT L £97, 2D & &, Scanner 2> & SCAN_REQ PDU % %15
L7z& LT Advertiser i3 S EIEH L £5,

7z 3. ADV_DIRECT_IND 4 R v b Tl Low Duty Cycle & — F ¥ & U*High Duty Cycle
E—FD2oDF— PG L £3, Low Duty Cycle € — FIZFFED T34 2 & DA
KIngz & i, BB 3 2 ER R L 7 b A HI L £ 3, fth)i. High Duty
Cycle ®— FIIFHED T A A & OFEHEICE T, BhtRE I L TR <L W L
ERAEE N2 8E CHIH L £4. High Duty Cycle & — F T3, i#iH# © Advertising TOYjH
Fr v ANDYI Y FZREICBT 2ERP I SIS L 2720, F ¥ v A VOGRS A L
¥ 2 LFAIFICENOMHERBINT 2 AICTEET 2 0883 H D £7,

ADV_ ADV_ CONNECT_
DIRECT_IND DIRECT_IND REQ
<10ms T_IFS
¢ 4 —
Adv_idx =37 Adv_idx =38
Advertising Advertising
event event
started closed

3-59 ADV_DIRECT_IND A R> FTOBED RN

Low Duty Cycle E— F TO&(E

Low Duty Cycle® — ¥ T o # {5 © % % X 3-601c 7~ L % 3, Low Duty Cycle T I,
Advertising DPIHL 5 v v A A DY) b B 2 [ElE 238 O Advertising & [EEEIC 10ms LA ICREE
IhEd,

@WZ\WQ\C\\QC\Q’QC\\
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ADV_ ADV_ ADV_
DIRECT_IND DIRECT_IND DIRECT_IND
=10 ms =10 ms
4 IV »
N 7N L4
Adv_idx =37 Adv_idx =38 Adv_idx =39
¢ > ¢ > ¢ )
Advertising Advertising
event event
started closed

3-60 Low Duty Cycle E—R TO@EEDF N

High Duty Cycke €— FF TD&E(E

High Duty Cycle® — F T D # {5 O Bl % [X3-611C /R L ¥ 3, High Duty Cycle T I,
Advertising DY F ¥ v 1+ A DY) b B 2 BlkFE AN O Advertising £ Y b E#E R Y, 3.75ms
PTicEEEshEd, £/, ZDF— F Tl Advertiser ® LLJ# 3 Advertising State (2] b ¥
b o Th b 1.28F# 12 Advertising State Z il T L ¥ 9

ADV_ ADV_ ADV_ ADV_ ADV_
DIRECT_IND DIRECT_IND DIRECT_IND DIRECT_IND DIRECT_IND
=375ms
¢ 4
Adv_idx =37
¢ 4
Adv_idx =37 Adv_idx =38 Adv_idx =39 Adv_idx =37 Adv_idx =38
Advertising Advertising Advertising
event event event
started closed started

B3-61 High Duty Cycle E— R TO@EFEDRN

ADV_SCAN_IND (Scannable Undirected Event) TOi{E

ADV_SCAN_IND A ~ v M2 B @50 fin oM 2 [X3-62 IRk LEd, Coxf 70
A _v b T, Advertiser (X Scanner » 5D A F ¥ VHERICIGE T L ENTEET,

Advertiser 2 ADV_SCAN_IND % i%fE1%. Scannar (Z)5% & L TSCAN_REQ PDU % %5 L
%9, SCAN_REQ PDU % %15 L 7= Advertiser |3 % D)% & LT SCAN_RSP PDU %iRfE L £ 7

108
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ADV_SCAN ADV_SCAN ADV_SCAN

D D o SCAN_REQ . SCAN_RSP D

— —
=10 ms v =10ms R
Adv_idx =37 Adv_idx =38 Adv_idx =39
Advertising Advertising

t t

started closed

3-62 ADV_SCAN_IND A R> FTOBED RN

ADV_NONCONN_IND (Non-connectable Undirected Event) T®
) 5

ADV_NONCONN_IND 4 R v M ic B 2HE0RNOMIE %X 3-63 IR LET, DX
A 7D A Xy +Tl. Advertiser 13 Scanner. Initiator WD T4 205 DIRE D Z T AT
A

ADV_ ADV_ ADV_
NONCONN_ NONCONN_ NONCONN_
IND IND IND
. =10 ms ¥ =10ms R
Adv_idx =37 Adv_idx =38 Adv_idx =39
¢ y o« yo y
Advertising Advertising

event event
started closed

@QQOQOQ’WI\O

F3-63 ADV_NONCONN_IND A~ FCOEED TN

() 2D

3-7-3. Data Channel |51 3iE(E

K12, Data Channel ic 51 2i@FIC2WTiFF L £ 3, Data Channelic k3 2935 v v
FNDYI Y ZITDONWTIZ3-4-1E TR L 7= & B Y TJ, AJHTlE Data Channel PDU O iR
6% (ACK:Acknowledgement) £ ZD7 —%7m =L DX 5 ICHIfI & T % D2 % i
LET,

109
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ACK i3 — B GMT — 285, 72 2 RCARLE DY Y TABETHAHEI LTV 3%
2 & OHEERIGE T, T — 2 DIEL K ZAEMNCHE L 7200 B 5 2 ZEMHSEEMITEZ 2 720
A L £ 9. $FiC Bluetooth 72 £ D HEFLEZ IC B W T, HEO THLHBE DML LR L
TEIFARURT, T—ZDEEMNIEL KT T TE RWATREMES A RGEE & iR L TR ICE
. ACKOHEZEMHRF I HICHWEWVWIETL X I,

BLEIC W T Z DACKD #%#| % #H o T 3 © A, Data Channel Packet ® Header 7
12 & £ 5 SN (Sequense Number) I X U"NESN (Next Expexted Sequence Number)
D2DDNRFTA—=ZT, TDONRT X —REEGHEEHRT 2 ransmitSeqNum. Z {5l 23 &
P9 % nextExpectedSeqNum ic & o THl|ffl 35 & & TACKOHAREZ EH I ¢ T J,
transmitSeqNum & nextExpectedSeqNum i3\ d 1 bitD ST A =X THY, ZD2DODX
7 X — %13 Connection State I8 L -lfi Tt m - 7V 7 hF 4,

X AZ M o F 8 4 x pData Channel PDU % 3% {2 5 % ¥, Header 7 i @ SN bit ic
transmitSeqNum Ofl% £ v b L £ ke 7. #El0%(E Tld SN = transmitSeqNum =
02V ET), <7y bikER. ZEHMILOINEZERZLET. CoZEMoEECEER
% Header fI% ® NESN 78 transmitSeqNum & % L < WA, 794 ZTAT v F 0%k
BRI L7z AR LET, COMHRDHE., SN = transmitSeqNum+1 & L TS % Kz & & TH
LET, HHE. SNZZE L7 NESN &4 A2 THE Header SEHIKICE v + L. ZASHIIC
F LTy FEEE LTS, I NESN 25 transmitSeqNum & %5 L 20 » 72358, %EEHllo 7
NAAFEERIM L AL, AT —2%2FHELET,

i, Z{ZM > 534 2 Tid Data Channel PDU % %{2 L 7= & ¥, Header fE}® SN bit &
nextExpectedSeqNum # WK L, FL WA ZOZET —2 2 HilloT—2 L LTRZELE
 (BEfese T#. WEl 03213 T3 nextExpectedSeqNum = SN= 0 & 720, 4FHE LA b %
)., ZOEZREDH%. NESN=nextExpectedSeqNum+1 & L T35 % Kz X ¢ CTHEH LTI, fth
J7. #2 SN bit 28 nextExpectedSeqNum &% L £ d o 2856, ZEBRBKLTwE LA L,
ZEATy P EWELET,

kol 7 v —%2 KR35 & X3-64 L7320 5,



-1 LLEICE T2 RED Y EY

Transmitting Data

SN =NESN ?

Same
(nak)

A 4

TX old data, SN

Receiving Data

different
(ack)

SN = NESN ?
Same
(new data)
Inc SN Inc NESN
A 4 A 4
TX new data, SN RX new data

K3-64 Data Channel I8 2RRIGE

different
(old data)

W

Ignore RX data

m

@QQOQOQ’WI\O
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3-8. GAP (Generic Access Profile)
D:¥illa%5

INFEFTOHTBLET N RAEERED LS Hry b7 =2 bRRY—%Koh, ZLTZ
DAY b7 =7 DHTED LS %7y PR OVID INTHEDL, ZOMIEERLE L7z,
AIETIZ, Zh o2 EHHL, IRV 2HIfH9 2 GAP (Generic Access Profile) 122 THg
LEF, GAPIZOWTIE3-2-3THTH WM 2B~ F L7223, ARHTIEZOFMZ MRS L £ 3

3-8-1. GAP &lXfah

GAPZ. BluetoothIZH T2 IRZFEVESEMNICESH=TAT7 71 ILTH Y. Bluetoothic
BOTEBRLZL 707740 TT, LER>T, GAPIBLEMIHO b D TR ALK 77y v 7
BTicBWThHEHMINTwE T, KETHRILEZ ST 2720, ZICBLEICD W TOAfiFFHi%
fTukd., 77v v 7 BTiIcE T % GAP OFHllIC D Tld Bluetooth f1:Ek2 (Bluetooth Core
Specifications - Core Version 4.1 = Vol.3 - Part C) 23&F 12 bY £9,

I T, BLEICBEWTGAP IR, —BLE 2 WS TGO R TT AL AHB LD & 5 R EITIR 2% 5
O EEMT L [HHOEMA] 4225707 740 (3-2-31H) —Libx_F L7228, BRI
ERHL T HEREREL BF. ®¥ a2 YT 1 D30TT, LEOBRER3-2-1iTRLAET 1
tarzzy sz Eo7a ban (LL, L2CAP, SMP, ATT)., 7u 7 7 4 v (GATT) owwih
12 BRBECD DTY, K3-21RT X 9 iz, GAPIZ HostJE% & Controller & £ T#% —4508#
Bt L2 X7 w7 7AWl e o CwEd, SO —50BEAT R 7 74 4233
DOMEEEZNENLED LI ICEHML TV, HEE->T, ZONAEERTHEELL & I,



3-8. GAP (Generic Access Profile) D%z M5

3-8-2. GAPIC& 5 128l ERE

GAP 2 EH 3 % %2 (Role) I%. Broadcaster. Observer. Peripheral. Central ®4>T7,
Broadcaster & Observer i3 70— F ¥+ X Mo bR v — (3-3ffi) THAT2&E T, &
% T N A 203 Advertising Packet Z A D 784 2k 5 & &, EHT 2o 734 2%
Broadcaster ic. Advertising Packet % Z{5 9 % JEl:Zd © 7 3 4 2 1% Observer @ %3128 GAP i
fothaohnid (M3-65 (a).

%% % Peripheral, Central i3 F IO K vy — (3-3ff) THHAT3HEITT, 27
NAAPRLAD TAA R R MBS AL THLE, PRERrY—LETr—F/—F () 1«
75734 213 Central, YV —7 /7 —F (FE) ic/ %7 34 Rid Peripheral D #%E| 2 GAP i< X -
ThzaohEd (K3-65 (b)),

(a) Broadcaster & (b) Central &
Observer / Observer Peripheral / Peripheral
Broadcaster | mmmmm)|  Observer Central ¢mm==) (  Peripheral
Observer \ Peripheral

B3-65 Gapli&iF2%E (Role) & bRAY—miEL

725, BLET N4 ZFRIFIC 1O Eo&#EZ#HS cenTE s, 20, HB544 IV
2"-C Broadcaster 2> Peripheral TH 5 L 5 ICHEEOEHNLIRL TS < Lo c&., Ak LR
FHYEXA, L7zdioT, M3-660 k5%, 7u—FF X MEEHEME Iy 7 AL X
S RIBEA bR u Y — b EHWEETT,

Broadcaster

Central
+ Observer

\ Peripheral

+ Observer

E3-66 ®EEIvI/XLIBEDMROY—

@QQOQOQ’WI\O
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ZFhTiERIC, 4ooBEIcoOLTEElicATHEZL & 5,

Broadcaster

Broadcaster (37 — % DXfFICFHL L 2% EI T, 7o —FF+ 2 PO bR Y —I1CBWT,
Advertisement Packet Z FIFICEH T 2 2 & BT A4 A0 HME 2D £, I0ST VY =TIC
& o THIE 7 Broadcaster D I AH]IZ, 10S7 THE S 17z [iBeacon] TL & 5, iBeacon i
BLE 734 Z % Broadcaster &£ L CHIFHL T3k b . #%£H L 7= Advertisement Packet I #4 C J
Pl =—2 T — 2 23952 T, BLET A X% 7V F~—2 L LCHIHT 2 2 ERT
RS

Observer

Observer 137 — X DZAFICFHL L 728 EHIT, 7ue—FF ¥ A RO P Fr Y —ictBWT,
Broadcaster 2 & ® Advertisement Packet #Zf59 2 Z L AT HW &7 D £ 3, Observerfi]
I3 Broadcaster Z i ICA ¥ v v 53735107 5 /2%, Broadcasterfil & LhE T % L BHHEITK
E<RYET,

Peripheral

Peripheralid. Centralfll® 7 A4 AR HE 2 FE T 5 X 5103 % 72 12 Advertisement
Packet # 3% L. Centralfill & 5 2742 C EAHMERDY £, iI0ST vy =ThbHR %
&Ll 10ST A R E BLETO 40 2 HiT A A Peripheralfll & 72 97,

Central

Central lZ. Peripheralflld> 734 R 2 63k H & 4172 Advertisement Packet # 2 ¥ ¥ v L T%
f& L. Peripheral{ll & #ehi 2,35 Z LB H & %2 D £ 5, IOSHFEE» LR 2 L. WH
10S 734 25 Centralfll & 72 ) £ 3,



3-8. GAP (Generic Access Profile) D%z M5

3-8-3. Mode & Procedure

GAPIC kK 281fF. €Fa VT« OEHEZFIT 2HNIC, WHTHLLHTW 222008
Mode & Procedure iC DWW TRl HLICHEII L £ 3, GAPTldd 2&KENCH T 2 [8)fF] DIkiE%
Mode. Procedure ® 20 D2 TR L T E 3, Mode ld Bluetooth DFfED A ~ v b gkt
LT, 74 ADBREDFHh & 2175 LRI BERTT, )7, Procedure i3 —HDB)fED
MNEEDATHERTZTT, GAPOEH (Role) & Mode. Procedure & ®ZNZ D
BIRIZX3-67 DL 5ICHA B ERALT Y LT

EE% O0%>TETEHT ESEERB1HIC
BELLET, ESEYET R, FHA4YLTHRILE T,

B3-67 CaplZ&135%E (Role) & Mode. Procedure DR

3-8-4. GAP (245 [EifE| odEE

BLEIZH5WT GAP TERE S N5 [EE | 134D v T 5. T hoBfED Mode & Procedure
DHAARTERINTE Y, ZhLOBERFERICETT s B TE LT,

® Broadcast mode ¥ X U* Observation procedure
® Discovery mode/procedure
e Connection mode/procedure

* Bonding mode/procedure

INZNOEEIX A I LT E T4, K. BLET N4 AR WICGHET 5720121
NS OEEREME» OB ICHEETZ 2 iR £, SO DEERSBLE T84 R DRE]

@WZ\WQ\C\\QC\Q’QC\\
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X LTEDES LTV E DA, HICHRALTHWEEL & 5,

Broadcast mode & U Observation procedure

Broadcast mode & X U Observation Procedure (%, BLE 734 R[4 Advertising 7 & ® HiJ5
HoO78—F*y 2 MIOHEEZITIA <Y P& b 3, GAPIcE I 2%H (Role) &, %
mode & Procedure & DRRIFRD X Hick b 3,

%%l (Role) O=®HA, X=FE
Eji{E (Mode / Procedure)

Broadcaster Observer
Broadcast mode O X
Observation mode X O

% 3-13 Broadcast mode & Tf Observation Procedure

Discovery mode £&U procedure

Discovery mode ¥ & U procedure & L TERINTWE HDIEFRDK3-140LBDTF, T
b D Mode ¥ & U Procedure it BLET N4 20K RICEHT 2ff2 9 R—+bF 50T, »
I b Peripheral, Central O WwIFhhTHAR— I LTI,

%2l (Role) O=@EA. X=FE

Ej{E (Mode / Procedure)

Broadcaster Observer
Non-Discoverable mode O X
Limited Discoverable mode Option X
General Discoverable mode Option X
Limited Discovery procedure X Option
General Discovery procedure X ©)
Name Discovery procedure Option1 Option

#3-14 Discovery mode & Uf procedure



3-8. GAP (Generic Access Profile) D%z M5

Connection mode $&U procedure

Connection mode ¥ & U procedure & L TERI N TV HDIFRDOK3- 150 L HY TT,
16D Mode b & U Procedureld. BLE 7354 20 & 2 it - THA T 2 8{Ficow
THF—F+F3H0TT,

%%l (Role) O=whF. X=FE

E1{F (Mode / Procedure)

Peripheral Central Broadcaster  Observer
Non-connected mode O X O ©)
Directed connectable mode Option X X X
Undirected connectable mode O X X X
Auto connection establishment procedure X Option X X
General connection establishment procedure X Option X X
Selective connection establishment procedure X Option X X
Direct connected establishment procedure X O X X
Connection parameter update procedure Option O X X
Terminate connection procedure X O X X

#&3-15 Connection mode ¥ £ U procedure

Bonding mode LU procedure

BluetoothicBWT K v 7 4 2 (Bonding)| &3, %A 22007 N4 2D % L
T3, BEMNICE22OFNA ABTOHERBES 2R, X, HETSILTEVLZE
BIBEELHLET. 2040 LBy, HEPEES L w O MTT 4 X OMIT T 2175 4
A=VTT, BB, TAAZABKRY T 4 V7O TORHREZ LA L 72K % Bluetooth
Tl¥ [devices have bonded| [a bond is created] &FEUNE 3,

X T. Bonding mode ¥ & U procedure Tix. BLET "4 A TOR v 7 4 v 7B B3
ZEMEEIR—PLTCVET, INLIEF220DT A AL ZABEKRY T 4 v 7 H[E (Bondable) 7 &
IVEBEL TS, EFEIN T2 mode s & UWprocedure 13K 3-16 D L B Y T, REFTIH,
F 2 VT ART TN =TT ZEIE L £ 3, 55l 12 Bluetooth Core Specification
Part-C Section 9-4 Z S L TL 2 &\,

@QQOQOQ’WI\O
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#%El (Role) O=®HA. X=FE
E){E (Mode / Procedure)

Peripheral Central
Non-Bondable mode O O
Bondable mode Option Option
Bonding procedure Option Option

#&3-16 Bonding mode ¥ & U procedure

3-8-5. GAPIZ&S [E+aV741] DHERE

— R 7e@E A v B 7 — 2 L [AEE. Bluetooth ic B WTH T A4 X[ ICBAL T F 2
Y74 MELEE W TwE S, BLEICE W Tk, GAPIC Hostfill ©SMP (Security Manager
Protocol) Bl AATNTE Y, GAPICLk 22 ¥ 2 ) 7 4 OFEHES R - LTWwE T, GAP
I o TEFEI LTV S mode 5 & U procedure (3£ 3-17 03 H T,

317202 LHLATTH, 7ue—FFr X oty 7 — 27 THH X5 Peripheral
& CentralitHWTIE, ¥ 2V T4 ZRLAEZERAY R —FINTuHWI LB3brb £T,
ThE7e—F*x 2 MDAy P 7= B2 ZBEROTFHE 2o THAaWnZdT, &
DAY FT =7 LTOT =DYWY B, 7u—FF ¥R LOEDOF v v rr (TN
Advertisement Channel EIEUNE ) ICT — X BHENTL 230 E S 5. Zr6TT,

i, 247 avBMoty v 7—27TE, A7 a v LTT AL ZBIIEL TW2 0
ThhiFtF 2 Y 7 4 2R L BESATHETT .

#%%El (Role) O=A. X=FE
Ej{E (Mode / Procedure)

Peripheral Central Broadcaster  Observer
LE Security mode 1 X X Option Option
LE Security mode 2 X X Option Option
Authentication procedure X X Option Option
Authorization procedure X X Option Option
Connection data signing procedure X X Option Option
Authenticate signed data procedure X X Option Option

% 3-17 SMP (Security Manager Protocol) @ mode & & U procedure



3-9. ATT (Attribute Protocol) & GATT (Generic Attribute Profile) D #fizHM5

3-9. ATT (Attribute Protocol) &
GATT (Generic Attribute
Profile) D% H5

Hiffif CC.BLET A AFLEA LD LS ety bV =2 bRy —%ffb, 2Oty b7 —
7ORTED XS5 KPR T 21T, Zhp &5 HE I T 5 D% GAP DIERED fif
MO L £ Lz, AT, BLECEWTIOS E OFEEWRBEOB LN L ko TT—4 %
ROEY T BB TH B GATT (Generic Attribute Profile) &, ZO 75— 2 ICBHL TOHE
L 72 ATT (Attribute Protocol) I OWTHEH L £3, £9FZBLE LT — 2 & i & 7
ZATT2 L 0BT EZL & 9,

3-9-1. ATT &3 fh

ATTICDWTIF 3-2-1TH O 2 i~ & L7228, ATEHTR 2 o2 Mat L3, fdciR
Dik% &, ATTZ [Attribute] EVETH2HMEADOHMEZERL, TNEILICLTT —2DRY
WY E{F59—n/2574 T v bloFa barcd, — il (GATTH—) 3hEE(L
7z Attribute # AL @BEHT L %227 74 7 v Ml (GATTZ2 747 v b) 3ZoNE%
Read b L < 13 Write 72 QUL A B L TEH L £,

3-9-2, Attribute D&

Attribute lZ. ATT L TR YWY T 57 —2Di/MELTH Y . GATTH — N L7 —21F 2
O Attribute I2 & - TEE{L Sk, Attribute TIZ, F— %@ (i (Attribute Value) | o fth
12, [Attribute Type (UUID) | [Attribute Handle] [Permission] @320 7 w7 4 Ok v
FRTHALE I o T E T, Attribute DR Z X 3-68 10K L £3, H7aHICIX3-68 13 L2CAP
TR I N, HLE TR L A TOMERDOT, gD A€ ) LORBESLT LML
FIL7 —2EICR5bDTEHY £E A,

@QQOQOQ’WI\O
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2 Octets 20r16 Octets variable length implementation specific
| | | |

Attribute Handle | Attribute Type | Attribute Value |Attribute Permissions

3-68 Attribute ®/54 v MR

Z 1 TlE Attribute DNE % HICE-> T, ZOELZHERELTWEEL S,

Attribute Type (UUID)

Attribute Type FGATTH — N LB E Wiz T — 2o % "3 3 o T, UUID
(Universally Unique Identifier) IZ & » CadibE¥ Tk d,

UUID 1% 128bit (160ctet) DR X DEIETER I Nz T — & & —E I3 5 72 » DFkHI T
3, ISO/IEC ISO/IE 9834-8:2005 I 5\ T3, Bt T nTuwE 323, GETd ME. Hif
AHHECHEIL L TAMT A b8 TEE 3, LA L.BLEICEWTI128bit DT — & % ikl
DEBEFICRIVRY T 2DEFRAEDSA 0= FRPAL LTHHEAI VLRI TLA 2 C
T, O FHA LT WX I, Bluetooth TiZ—E D & & @ UUID % <~ — 2 UUID (Bluetooth_
Base_UUID) & L THESEL . H@&ICIG LT 16bith L < 13 32bit ® UUID % Attribute Type & L
GERFLTWET,

X —2Z2UUID (Bluetooth_Base_UUID) Dfii% 16 THILT 2 £ X3-69D L FH TY,

Bluetooth Base UUID : 00000000-0000-1000-8000-00805F9B34FB «6)

3-69 ~—ZUUID (Bluetooth_Base_UUID)

16bit/32bit ® UUID 2» & 128bit ® UUID ~OZEHIF L FOXTERINTHE T, bAKRIC,
R D213 96bit 5y D 7 + L [FFEDHE & 72 v | Bluetooth_Base_UUID ® MSB @ 32bit 5y
DODEFIHFAINBE LR T,

128bit UUID = 16 bit UUID X 2°° +Bluetooth_Base_UUID (eq.1)

128bit UUID = 32 bit UUID X 2°° +Bluetooth_Base_UUID (eq.2)

16bit UUID 1@ 16bit UUID & . 32bit UUID (Zfth® 32bit UUID & EHebiR3 2 = & A50]
BET. Bluetooth Tl LLifigic 2 L T 128bit ® UUID ic & Ha4 2 A RKDTWEB A, Lo L,



3-9. ATT (Attribute Protocol) & GATT (Generic Attribute Profile) D #fizHM5

16bit % L < 13 32bit @ UUID % 128bit ® UUID & Lbikd 2 Bi%., 16bit/32bit @ UUID % 128bit
UUID e 2841 L 72l % Fl v e g2 & 37, 20 128bit UUID 133 eq.1. eq.2 Z 443572 L C
WBRBERDH Y FT,

—J5. Application il 47 b £ iOSBAFEF T, o 128bit UUID % k¥ 5 7z 12 K eq.1
¥ L Weq.2 T, 16bit/32bit UUID % #iZffic X » THEK T % Z & 13 Bluetooth D {14k F
TEIEIRTwE T, Zd5 x 57z 128bit UUID 28 Bluetooth_BASE_UUID 1255 < $ D
THBMRALD 3\ T & MOFAFEH 2 ICER L 72 128bit UUID TH % AlREM: D H 5 & L A3
Micd,

W { DA ? 16bit/32bit UUID i Bluetooth SIG IC X » THUEfE LTHID BToHhTwET,
#] Y 24T 5 h 7= UUID % Assigned Numbers & L T, Bluetooth SIGD % 4 + o bt 5
ZEHTEETS,

Attribute Handle

Attribute Handle I3 GATT # — 3 |- C Attribute % A\ ICHHIN T 5 72 D ICHIF 3% 16bit D&%
73, Attribute Handle (. Attribute D7 FL 2 &b Wz %87 X — % T, Bluetooth 7
NAZBOPL YY) OFTEHT 2L 3HY FEA,

Attribute Handle D i ic D> TIZFFIC Attribute Type @ & 5 AHilRIZH v AP, Z DfE
120 (0x0000) 7%5Bluetooth DkE ETHER I N T B 720, BT OTHRWHEHEZIS Z &I1Ck
DEF, . EORKIEIZOXFFFETH 5720, GATT H— 345 & L HTE 5 Attribute
Handle 12 0x0001 ~ OxFFFF £ T® 65534 (= OXFFFE) fl & &b 9

Attribute Value

Attribute Value i3 Z 0% @ L 9 Attribute DIEZ ML 7287 2 =2 TF, 7— 2 ZFER.
AZRVTNTOERZINTE Y, 4octet DIEBUE R FILER O FHN 7 E4 MR REARA T
¥ (MERDOT -2 TH—DORT v FTRET I ICRRETELLA. HBO T v Migsh
fE L CAE I N E F), Attribute Value Z L EHATIZ B SHES ~EICEE 22 L1375, &
DX 7% DTH2HhIE Attribute Type TEH I N TR L TRICEL 7,

%6 Bluetooth SIG Website — Assigned Numbers : https://www.bluetooth.org/en-us/specification/assigned-numbers
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3.BLEXEET 2

Attribute Permission

Attribute Permission (¥, #—-3/27 74 7 v FETOD Attribute ~D 7 7 & AL F 2 Y
T A LRV DWTHIE L 28T A — X127 ) £9°, Attribute Permission 1 & b EArOJE ¢
HINTWRETH L2720, ATT 2 OfRESCZOMEEZHRET 2 Ll TETHA, BEINT
2% Permission 3 XDFE3-18D & B H TT,

X5 Attribute Permissions
Readable
Access permissions Writeable

Readable & Writeable

Encryption Required

Encryption permissions
No encryption Required

Authentication Required

Authentication Permissions
No Authentication Required

Authorization Required
Authorization Permissions

No Authorization Required

5 3-18 Attribute Permission

MTU (Maximum Transfer Unit)

MTU (Maximum Transfer Unit) & &, —fRIVIBEICBOWTT A ZABREEFER 7 v b
DIRKEZRLET, ATTICEWTH ATT_MTU & LTH—/27 54 7 v METO Attribute
DHAXDBERKENERINTOE T, ATT MTUDHICDOWTid, ATT T3 %< K7 7Y
F—vavickoTE#RINE T, COATT MTURBIEA 7> 2 v & LT FiED Y 722
I (Exchange MTU Request) %#i%f53 5 Z & TIRIRT 5 2 L3 TE £ 3,

M7y FCEET 52 B TE KD Attribute D37 v+ A4 Xix (ATT_MTU-
1) octet & 72 Y £, Attribute Value 28 (ATT_MTU-1) octet X b 3 KE S EHRINBGE, C
® X 5 7 Attribute 1% Long Attribute & MEIEIE 37, 7Z2ds. Attribute Value D& 10 oK fif 13
512octet EFEFEEINTWET, T/, 77 4V MEIZATT _MTUyq=230ctet £ 72 0 97,
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3-9-3. ATT Y=/ 9547 bDMIT B4 EPDU

ATT Tl =23/ 274 7 FETD Attribute D% Y HL Y % Reques, Response, Command,

Notification, Indication. Confirmation ® 6FfifHD XV v FTERL TV ET, AV v FO
EET LT —20P VY OMEXK3-70 IR LE T,

72 AT VR — NI LTl DE S XY v FERequest, ZHICIEL TH — 287
FATV MITRET S AV v F%& Response & MU E 3, Request & Response i3—Xf D A Y v
FeZmoTwET, —J7. ZDRespose ¥ MEL LixWI 74TV Fh by —"~ofiiGE%
Command EMUE T, WY =067 T4 T v b ~Dffufbe % Notification & FEUN &

To P —nb 7 74T v P OWADE TV, 3D T4 TV 2 LDIEEERD D54,

B — 355 D WE b % Indication,. 7 74 7 v F 25 DI % Confirmation & FEUNF 4,

Request
I
Client 4 . Server
Al
Response
Command
Client > Server
Notification
Client ¢ Server
Indication
4
Client _ N Server
L4
Confirmation

B3-710 ATTH—N/7547 Y bDORIGTSX/ v KEPDU

Attibute PDU

P—=N17 54T v FEOD Attribute D D HXUY 1. Attribute PDU & iF 5 PDU %/ L T
fThbhEd, £/, v EfzichiiE+ 2 GATTORHT 2 AV v F Z & Attribute PDU o ff:
% & & 972 D% Attribute Protocol PDU & MU % §, 7235 Attribute PDU iF., 3-6-6THTib
~ 7z Data Channel PDUIc 5T, LL_DATA PDURBRE I N7z 7 v b % L2CAPIC L » T
R L7cbo L T3,
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Attribute PDU 73—y}

Attribute PDUD 7 + —= v FE®OTY v 7T AN PDUDOTER & LTIE. ~v X
Td 5 Attribute Opcode & <A v — FTdH % Attribute Parameter @ 2 O O FHIK THERK & 4. 32
AEE T 5 EEIAAREITIGAICA T Y a v & LT Authentication Signature 2580 & v E §,
Authentication Signature D HEIC X 537, Attribute PDU Z{FD %4 X3 ATT_MTU octet T
FE e Ed (ATT_MTUICDOWTIZ3-6-8THEZSHIL T3 n),

Attribute PDU (ATT_MTU octet)

Attribute Opcode Attribute Parameter Authentication Signature
(loctet) (0~ATT_MTU-X octet) (120ctet)

3-71  Attribute PDUDT v 74 —< v b

~v X TdH 5 Attribute Opcode iF loctet DE v F 74 —A F e hoTEH, ZOHNRIZX
3-721~ 9 & B Y TT, bit7D Authentication Signature ICBH 3% 7 7 7 OH M CTHic < Attribute
Parameter ® ¥4 X, I X U Authentication Signature D HEARE L 7

Attribute Opcode D bit723 7 Y 7 & LT\ 32 B4, Authentication Signature i3 1 5 X h
9. X= Attribute Opcode & 72 V. Attribute Parameter D4 4 X1 (ATT_MTU-X) = (ATT_
MTU-1) octetic &7 b £3, fth)s, bit7 € v b T T 284, Authentication Signature
D 120ctet BELR L5 72 ®, X = Attribute Opcode + Authentication Signature = 12 + 1 &
72 b . Attribute Parameter i3 (ATT _MTU-X) = (ATT_MTU-13) octet &7 b £9°,

Attribute Opcode

bit7 bit6 bit5 bit4 bit3 bit2 bit1 Bit0O

Authentication
Command Flg Method

Signature

B3-72 Attribute Opcode

TlE. T Attribute PDUR X Y v F Z &I ED X 5 7x Attribute Protocol PDU & L TH|H
INDZOPERETHRLTCHEZL X I,
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Attribute Protocol PDU ®7#—2vlh

Attribute PDU X, GATT 23FH$ 2 ATT ® A ¥ v FiZ)i: U T Attribute Protocol PDU & L
TSt T wE$, ARIETIE, Attribute Protocol PDU% A ¥ v FH O ICIE LT
R LTWwEE T,

Error Response: T5—iE%iEH T3

Notification ®* Response Z KD W T — X DFHHIAD [ HE AL EZTIBHEZDOZ VT, &
Ay FlElo% Y LY Tid. Requesticxf L T Response 28K15 & 1% 9", Response I 13 #ib
TR2EORIFIETATMPELRD D T4, ZOPTEHZX SN 7% Request I L TRIER T4
L72BH0 T 7 — B H W 6 3 Attribute Proctocol PDU %3 Error Response T3, Error
Response D 7 + —< v F 2K 3-73 1R L 73,

Error Response

Request Opcode | Attribute Handle
Attribute Opcode 4 ) P ) Error Code
in Error in Error

Toctet Toctet
(loctet) (loctet) (2octet) (loctet)

B3-73  Error Response

7 A=~ FOFUEIEHHICHHT % &, Error Response ® Opcode 12 0x01 & 720 £ 97,
Request Opcode in Error l& = 7 — D38 & 7 - 7 Request ® Opcode 23, Attribute Hanndle
in Error (3 = 7 — D3 & 72 o 7z Attribute Handle 23457 S v ¥ 3,

ZhZh, Opcode & Attribute Handle 238 E1 X 3 O THIR, ZHZ 1D P A X3 Request
Opcode in Error 7% 1octet, Attribute Handle in Error 23 2octet & 72 » £ 9, % ® Error Code
KZ 7 —AFEICODWTD7 77852610 E 3, Error Code DAFICDWTIE, RDFK3-19D
LBHTI,
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Error Code & fi&

Invalid Handle 0x01

Read Not Permittede 0x02

Write Not Permittede 0x03
Invalid PDU 0x04
Insufficient Authentication 0x05
Request Not Supoorted 0x06
Invalid Offset 0x07
Insufficient Authorization 0x08
Prepare Queue Full 0x09
Attribute Not Found O0x0A
Attribute Not Long 0x0B
Insufficient Encryption Key 0x0C
Invalid Attribute Value Length 0x0D
Ulikely Error O0xOE
Insufficient Encryption OxOF
Unsupported Grou Type 0x10
Insufficient Resources 0x11
Reserved 0x12~0x7F
Application Error 0x80~0x9F
Reserved 0xA0~0xDF
Common Profile and Service Error Code OXEO~OxFF

#3-19 Error Code DRA

Exchange MTU Request / Exchange MTU Response: MTU @
BELEETS

Y=/ FAT Vv IFEOAY Yy FiZBWTHS 2 LA TE 3 Auribute DI K¥ 4 X%
ATT MTU LU EF (ERICDOWTIH3-6-8HEZ S 23 w), ATT_ MTU I, @50~
TlholeT A AMTHEERIC - ERETHERT 2R TE, 7747V Ml —2
I LCTATT_MTUD Y 4 XL R UK T2 e A TEET, ZOHMELIT S Attribute
Protocol PDU %3 Exchange MTU Request ¥ & U8 Exchange MTU Response T3,

Exchange MTU Request® 7 + — = v bt % [¥3-741C 77 L % 3, Attribute Opcode %
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Exchange MTU Reqest /79" 0x02i1c& v b I FE T, Client R« MTUIZZ 74 7 v 4558
YT ATT_ MTUDH A AR5 20N, COMEBZ 74T v MITZDOHBIES 2 &N TE
2 ATT_MTUDRKfEE 720 £3

7%, Client Rx MTUDfEIZ T 7 # v Ml (230ctet) L, TR EofEiz e v 3,
ZHET 7 44 MEUT DA, %5 % b Exchenge MTU Request % FII 3~ 2 B EEA 72\ 72 @
T, icEZDE, T7 4L MEUTOATT MTUICT 2 C &3 ETE w2 2L
TwEd, 7744 MELL T O ATT_MTU 2345 L 7256, ATT_MTUDZHERfTbh I A,

Exchange MTU Request

Attribute Opcode Client Rx MTU
(Toctet) (2octet)

B3-74 Exchange MTU Request @ Attribute Protocol PDU D74 —<v b

I7AT VDY 7 TR MIRE L. ¥ —3F Exchange MTU Response % L AR ¥ &
L LTRE L £9. Exchange MTU Response ® 7 #+ —~< v b Z[X3-75I1C/R LT, AN
ICldRequest & 7+ —~< v FOWNEIZZED D T4 A B, Attribute Opcode i Exchange MTU
Response #7783 0x03 12t v b NE 9, Server Rx MTU I3 ¥ — Al Tz 0Kk d 2 &8 TE
5 ATT_MTU OHFKfEE 72 Y 3. % 7 Client Rx MTU &R, Server Rx MTU Dfii i 7 7 +
A ME (23 octet) EZEEL W, FRULEOfEE &Y 9,

Exchange MTU Response

Attribute Opcode Server Rx MTU
(Toctet) (2octet)

B3-75 Exchange MTU Response @ Attribute Protocol PDU D7+ —< v b

RBEATT MTUDZEHIZOWCHH LoFELAZHTF TS,
e ATT MTUDH— /27 54 7 v FEoxFrik
o ATT_MTU D2 B jii % T D {5 LB

o ATT_MTUZ Hii$% T ® Notification, Indication D>

M, RCwEF L x o,
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ATT MTU DY =13/ 7547 > FEIDOFIHRIE

Y=/ 74T METIOS 2B TEZATT_ MTUDIRKIER B 256, 2% 0
Client Rx MTU # Server Rx MTU T - 72554, KD 5 TATT_MTUOEH A {Tbh
T3, LB o T I NTW3E BLET A ZE 0 ATT_MTUBY — Al 754 7~ I
THRZRDLZZILEDHYVZFEA (=177 4T v FETRFEICATT_MTU O RFRED LR 72 1L
¥9), Zhid, 774 7~ b2 Long Attribute % %23 3 BRO AT v F I A4 X EHEFITH
ET5720TT,

Fo, BHL COBT AL RABRFTH =N/ 774 TV POWTRICH RV IF285E, —T
DiflufbRE, e XETAARARI FAT Y M TAL ZABRF —~"DRET, A2 HBIC
% LT Exchange MTU Request BEER & 41, 522 ATT_MTU = MTUqpppeq DZEH D3R L 72
Bt. TORBRICBBZ ATV b, AR =Nl ho GEERTONIGAD . KicEHIn
7= MTUChanged COJiif5 &7 Y £ 3 (ZBBUE . M55 & Exchange MTU Request % ZE3K
FTEHIEREDLNTVET, L2rLARL, 2OHHICEWTDH ATT_MTU OXFEILEIC
RiznTuRFE RS R \n7z®, W75 & Exchange MTU Request # f]H 3% & & I3 EEAS
BOIIRGBERELVWAZTL L),

©®ee

MTU =100

MTU =100

3-76  ATT_MTU DEE L Z DRIERTORELE

ATT_MTU O E i TOEELE

X T D Attribute Protocol IZF» T, & % Request IZ 513" % Response iZ. Request %S Ff
MTOATT_MTUIC L 7223 5 T Response 25Rf5 115 RUICITEEBSETT, K3-761c—#l%
ALET,

FICHHL7Z L 5ic, 774 7 v Ml X % Exchange MTU Request IZ & 2 MTU O HH
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Kix. ¥ — o Exchange MTU Response DFE{7% b U 47— LT, X T% DZIHEH e
INFEFT, KIS, BERL TO BT AL AW TH =N/ 7 74T v POBWTRICH R VEHES

Bitr. —Tioflafibd, HEXETAARARTI FAT VI, T4 ZABBY =" DIREET,
A% 5 Bicxt L TExchange MTU Request ¥k vz & L¥9, Z DFE. Exchange MTU
Request D25 X D bRETICBAZ 74~ b & LTAIK LTl & 22D Attribute Protocol 12 B3
V7 IAMEEGE LGS, COY 7R Mk 3 ATT_MTUR., MR, ZHFIOT 7 +

A Ml (=230ctet) &7 b £9, AlF¥— & LT Attribute Protocol icBi$ 2 Y 7 TR + %%

. Z oD%, Exchange MTU Request iCBHT 2 L ARV RE2RZ T 52 LV ET, 2D

% 1232 1F 7= Attribute Protocol iICif 45 L 2K v 2 TO ATT_MTU BEHRI DT 7 + 4 b

APV (- Rl TN 3 o

ATT MTU ZERij#T® Notification, Indication DK

7274 T7v b LTIREES 754 X33 Exchange MTU Request % %47 L CATT_MTU 0%
W% 1T 72, ¥ —- Y& L TNotification d L < i3 Indication #iX{53+ 27 —2bHEx b %
3. Z DY Notification 35 & U Indication 1d. ##5i5E DT 2> 5 @ Exchange MTU Response
AZET2ETCRAEBEEFILET 2 X5 CHEINTOET, ZHIRATT_ MTUSAREDIRET
Notification <° Indication Z X535 Y 2 7 [l $ 5 72 TF, 7 & 21X, Exchange MTU
Request TATT_MTUg, =100 octet & LTHIT L2 LTH, $—A~IBT 74V METH S
ATT_MTUg,,,,=23 octet L 2RO RNT AL Z72 o =858, HuOBERICHEESRET 5720
T3,

bz eErbdbbhrd Lo, ATT MTUDOZET IR L TIXiOSEFRE O —fFThHit$
22L3TEZVA, ATT MTUDOEERLERLE T A AOFFELEO Tiland % &
WwTL k9o,

#—s3 LD Attribute Type 212% T

Y= LICJER E LT 3 Attribute 12D W T, ¥ D X S 73 Attribute i % Ffo 0 0 R BER S
%7212, ATT Tld Find Information Request / Find Information Response & . Find by Type
Value Request / Find by Type Value Response ® 2%} ® Attribute Protocol PDU % &% L T >
EScaN
Find Information Request / Find Information Response

P = EOREQHIPAN O Attriute D Y 2 F & Z 16 @ Attribute {f % #1583 3 Attribute
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Protocol PDU %, Find Information Request ¥ & Uf Find Information Response & M08 % 37,

Find Information Request ® Attribute Protocol PDU®D 7 + —~< v b Z [X3-77i1C/R L %
3, Attribute Opcode i3 Find Information Request Z 773 0x04 285 -2 b v E 3, #¢ < Starting
Handle ¥ X t*Ending Handle i3 GATT ¥ — % Eic R & 115 Attribute DR AR L, #
R #iPH I3 Attribute Handle# 3 &I L CTHEE L £ 3, RICH — % LD F R T D Attribute ©
Attributefii % #5383 % ¥4, Starting Handle=0x0001, Ending Handle=OxFFFF & 5.2 % &
ETMRT B e TEES, 12U LoRERHKESFONS L, H— VT Find Information
Response Z &5 L £ 9,

Find Information Request

Attribute Opcode Starting Handle Ending Handle
(loctet) (2octet) (2octet)

B3-77 Find Information Request ® Attribute Protocol PDU D7+ —< b

Find Information Response ® Attribute Protocol PDU®D 7 # —~< v b % [X3-781IT/R L 9,
Attribute Opcode i3 Find Information Response % 7 37 0x05 2° fif 5- 4L ¥ 97, FormatIZ &
UUID %4 X7 4+ —= v b (16bit or 128bit) IZD W\ TDIFELHA S ., #i < Information
Data I 1358 & 117z Attribute Handle & Attributefié D7 — %+t v DY 2 P PRF I E
F, Format ®ffi & Information Data DBAfRICDOWTR3-21 IR L9,

Find Information Response

Attribute Opcode Format Information Data
(loctet) (Toctet) (4~(ATT_MTU-2) octet)

B13-78 Find Information Response ™ Attribute Protocol PDUD 7+ —< v

Formatf# Information Data D= Information Data (1€ v h&H7-Y) DHEEH 1 X)
0x01 Attribute Handle (2 octet) & Attribute {& (16 bit 2+2=4octet

Bluetooth UUID) (2 octet)

0x02 Attribute Handle (2 octet) & Attribute & (128 bit 2 +16 =18 octet
UuID) (16 octet)

%£3-20 Format &L Information Data MEIfR

#3-201C/RF & 9 12, FormatDfHIC & - THii < Information Data D JE A A RGE L £ 7
Format=0x01ClZ Attribute Type (% 16bit BluetoothUUID %, Format=0x02TZ 128bit UUID
EXRELET, L7z2o T, Information Data i 4octet (Format=0x01 D Y& Di/hNd 7 —
2ty DY A RX) 5 (ATT_MTU-2)octet (ATT_MTU - Attribute Opcode - Format) &
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AAERERY ET,

7ok, GATT ¥ — 3 L@ Attribute {12 16bit & 128bit 239K — F T T ¥ 328, BLE D fLkE
LY — 3 Lo Atribute fHlIZ TR ICH— L TW R e AEF LW EITwuET, Th
13 L 2% v 2@ Information Data ic 3\ TH 7z 2 %1 UUID % F|f] L 7= Attribute 285 {£7E 3
% & [Attribute Handle, Attributeffi] O~7 THE T IERIAEL LY. VR MOXRT
DRABOATFHTE 2L D720 TT, Lid - TAttribute DEFTUUID 28R4 3 58, %
D 5i5 ¢ Find Information Request # XY b | i T Attribute Handle+1 % 7z 7 Starting
Handle & L THEH L. %, Find Information Request #1795 Z & &7 ) £9°,

B AIC, 16bit DYi&IE (ATT_MTU-2) /4) 7. 128bit dAd (ATT_MTU-2) /18)
T LB ET,

Find by Type Value Request / Find by Type Value Response

H— 3 E D Attribute i3t L, Attribute Type & UUID (Attributefii) #f8& L CTHEZ1T9
Attribute Protocol PDU % Find by Type Value Request, 3 & {*Find by Type Value Response
LIFOE T,

Find by Type Value Request ® Attribute Protocol PDU®D 7 + —< v + %X 3-80 IR L ¥ 3,
Attribute Opcode 1 Find by Type Value Request /33 0x06 23 5-Z b L ¥ 3, #i < Starting
Handle ¥ X t*Ending Handle 13 GATT % — -~ Eic B & v % Attribute DR AR L, B
FRHEiPH 1% Attribute Handle TIEE L £ 3, RICH — 8 ED$ X TD Attribute @ Attribute i %
1R 3 % %45, Starting Handle=0x0001, Ending Handle=OxFFFF & 5.2 3 Z & TR T 5 2 &
MNTEE T, 2 FTIIIED Find Information Request & [l T3, Find by Type Value Request
T3, ZRIhl & Attribute Type & Attribute Value Z B34k & LT 5 L £4. Attribute
Type 13 2octet ® UUID, Attribute Value (#5¢ i L 72> UUIDET§ ., 1-0LL L OBSRIEIR A5
b5 &, ¥ —-3F Find by Type Value Response Z3&fE L 9,

+ 7212, Find by Type Value Request T3 Attribute Value ic 5 -2 545 UUID O i K9 A4
XTFHB, ATT_ MTUD T 7 4 & MED ATT_MTU, 0 = 230ctet 7257280, T 7 4L FD
IRAE T 128bit UUID 47 ® 160ctet ( = 230ctet — 7octet) (FRAKIR, TN TwE T, —/7.
(ATT_MTU-7Joctet A EOEZ AT 2 2 LI TE AT L br Y £7,
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Find by Type Value Request

Attribute Opcode Starting Handle Ending Handle Attribute Type Attribute Value
(loctet) (2octet) (2octet) (2octet) (0O~(ATT_MTU-7) octet)

3-79 Find by Type Value Request @ Attribute Protocol PDUD 74 —< v b

Find by Type Value Response ® Attribute Protocol PDU®D 7 + —~ v + % [X3-81i1C/R L
¥ 3, Attribute Opcode lZ Find by Type Value Response % 7r 3 0x07 23 ff G- & v & 3, #i <
Handles Information ListC (3 #5851 & 83 5 Attribute @ & B b & (Found Attribute
Handle) & #% 7 #1545 (Group End Handle) D=7 D U Z + 2%E(E & 1% 3, Handles Information
Listd7 v b 74—y MCOWTH3-81IC/RL T,

Find by Type Value Response

Attribute Opcode Handles Information List
(loctet) (4~(ATT_MTU-1) octet)

3-80 Find by Type Value Response @ Attribute Protocol PDUD 74 —< v b

Find by Type Value Response

Attribute Opcode Handles Information List
(loctet) (4~(ATT_MTU-1) octet)

B3-81 Handles Information List DPAIER

Handles Information List ® Group End Handle ic 5\ TR THIMN 2 ET 2 DIk, Efio
GATT 71 7 7 4 V@ Service DREGFHUKEFE L £3, Z D Service DFEFHT L »Tid, V72
I TH§E L 7z Ending Handle & » & K % \» Group End Handle 2%RE1 & 5 WREMEDR S 0 £ 5,
B, GATT 7'm 7 7 A v LTl 30E B Thb T wlé, Found Attribute Handle &
Group End Handle Dl —E(L £ 9

Y= k0 Attribute DIEESEAHT

H#—3 | Attribute % & H 372 © @ Attribute Protocol PDU & LT, ATT Tl3#£3-211C
RTSHEERLTVET, ZRENDOENICONWTIIR321DEEH TT,
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Attribute Protocol RE

Read by Type Request / Read by Type Response Attribute Handle D #EE & Attribute Type Z 8 E L THRAHT

Read Request / Read Response Attribute Handle i 5 E#:, FtAHT

Read Blob Request / Read Blob Response Attribute Handle 70 Long Attribute % FE 4 9

Read Multiple Request / Read Multiple Response  ## D Attribute Handle 2" S1EH:, A HY

Read by Group Type Request / Read by Group Attribute Handle M #E B & Attribute Group Type Z¥87%E LT
Type Response HHT

#3-21 Format &L Information Data MEAfR

Read by Type Request / Read by Type Response

P —o3 LD Attribute ® Attribute Type Z #5851 & L T Attribute Z#i58 L. Z Ofifi % Ft &
iA#r Attribute Protocol PDU % Read by Type Request & Read by Type Response & FEU8E 3,

Read by Type Request ® Attribute Protocol PDUD 7 + — = v + % [X3-82ic/R L ¥ 3
Attribute Opcode I3 Read by Type Request #7535 0x08 23 5- 2 b F, #i < Starting Handle
¥ & 'Ending Handle (% GATT % —-% FICJEFA & 15 Attribute DMFRHFID 278 L. MR
1% Attribute Handle % & & ic L THRE L £ 9, RICH —-8 LD §_TD Attribute @ Attribute
i % #5383 5 55¢. Starting Handle=0x0001, Ending Handle=OxFFFF & 5.2 % & L TR
5L TEET, Hit< Attribute Type (3RS & LCHIH E vE 3, Attribute Type O4EE
13 16bit BluetoothUUID, % L < (% 128bit UUID THiiE L £ 47, LA LD Zefk TR R TE
L. »2%® Attribute 235 H 415 &, ¥ — 3t Read by Type Response ZiKf5 L £ 7

Read by Type Request

Attribute Opcode Starting Handle Ending Handle Attribute Type
(loctet) (2octet) (2octet) (2 or160ctet UUID)

®3-82 Read by Type Request ® Attribute Protocol PDU D7+ —< v k

Read by Type Response @ Attribute Protocol PDUD 7 + —~< v F ZK3-831c L ¥ 3
Attribute Opcode i3 Read by Type Response % /R 3 0x09 28 5- 2 & v ¥ F, Length i 13t <
Attribute Data List 1@ Attributel ® v + &7z Y D% 4 X ¥4 X»3, Attribute Data List 1 1%
Read by Type Request TIi/E L 72 iR 511 I 4803 2 Attribute @ Attribute Value 232 & 1
¥ 9, Attribute Data List® 7 + —~< v F % [XI3-84 IR L 5,
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Read by Type Response

Attribute Opcode Length Attribute Data List
(loctet) (Toctet) (2~(ATT_MTU-2) octet)

3-83 Read by Type Response ® Attribute Protocol PDU D74 —< v b

Attribute Data List (Read by Type Response)

Attribute Handle Attribute Value
(2octet) (Length-2octet)

3-84 Attribute Data List D 74—~ b

Attribute Data List Tld. 7z & x IE@iAIAA 72 Attribute 28 GATT E o Include HE 72 - 7235
& (Include EEWICOWTIE3-10-1FiD [Include DiEFE |, 147 ~— L %ME) . Attribute Value
& L Tlnclude Service Attribute Handle (2octet) . End Group Handle (2octet). Service UUID
(fi12 16bit BluetoothUUID & L T 2octet) LLED3 DD 7 4 —A ¥ % FD Attribute fE (&3
6octet) ARHIE T T, ZDHA. Lengthid

Length = Attribute Handle (2octet) + Attribute Value(6octet)= 8octet

&7 b, Length = 0x08 A3fRA I F, b 72 A Attribute Data List TiAH T 2 &3 TE 5
A4 XF2550ctet ICHIR T I 5 720, FEERICHIAAL 2 & 23 A[AE & Attribute fHD KA X3

S Z€pctual Attribute value = SiZ€m.c — Attribute Handle = 255octet - 2octet =

253o0ctet

L7, 2530ctet £ 72 W £3, 72d. Attribute Protocol PDU 42k & R T Attribute Data List
PR TE 2 EToRAI A XIZX3-860 0 b0 5 X 51 (ATT_MTU - 2)octet, X
512 Z O D Attribute Value 1%

(ATT_MTU - 4) octet = (ATT_MTU - 2) - Attribute Handle = (ATT_MTU - 2)
-2

RV EI, (ATT_MTU -4) ofini253 %8z 3 541, ET 2 (ATT_MTU - 4)octet
O Attribute fED N D i D 2530ctet AR T N F F, &5 Attribute fili & Fi A 31 ld, ik
4% Read Blob Request # I L £ 7,



3-9. ATT (Attribute Protocol) & GATT (Generic Attribute Profile) D #fizHM5

Read Request / Read Response

Attribute Handle 2* & % — 3 |- @ Attribute % it 4 Hi 3L i FI ] 3 % Attribute Protocol
PDU % Read Request & Read Response & I:08% 37, &% & @ Attribute Protocol PDU Tl #
REM2FT I, Attribute Handle % EHAGE L T ZFEAM L £3°, L7z 5T, Attribute
Protocol PDUDNE b DT v 7N TT,

Read Request @ Attribute Protocol PDUD 7 + — < v % [X3-851C7" L £ 3, Attribute
Opcode I3 Read Request # 78 3 0x0A 28 5- 2 & 1L F 37, Attribute Handle I (3§t & 3A & 72 \»
Attribute ® 7 F L 2 (Handle) 8 5:- 2 b g 3, $— M35 AiA B 23 )3 % & Read Response
IR T,

Read Request

Attribute Opcode Attribute Handle
(loctet) (2octet)

B43-85 Read Request ® Attribute Protocol PDUD 7+ —<

Read Response

Attribute Opcode Attribute Value
(Toctet) (0~ (ATT_MTU-1) octet)

3-86 Read Response @ Attribute Protocol PDUD 74 —<v b

Read Response ® Attribute Protocol PDUD 7 4+ —< v + %X 3-86 1/~ L £ 3, Attribute
Opcode I3 Read Response #7853 0x0B 23 5-2 b4 E 37, #i < Attribute Value 3 Read Request
IZ & o THRJE & 7172 Attribute Handle 2375 3~ Attribute O T3, Attribute Value THi A IA A 23
A[RE 2% 4 X2 Opcode TIHE SN 7243 % 2 L5 [\w72 (ATT_MTU-1Joctet & 72 v £, (ATT_
MTU-1)octet A_E o Attribute i (Long Attribute) % ZiAH+H54. HAH I N5 {HIF (ATT_
MTU-Doctet 53D A L 2720, ZNL LD A4 X% iwmANTHAIE. #%ib3 % Read
Blob Request % Read Request i1z TR L 9

Read Blob Request / Read Blob Response
5213 £ ® Read Request Tld Attribute 2* b3 2 L B3 TE 544 X3 (ATT_MTU - 1)
octet ICHIRINTVE LA, 2D XS54 (ATT_MTU-Doctet i E 44 X (Zhi)
i LengthRequested & LE L x ) @ Attribute Z 5 AT ICE 2 00 FEAHBE I TCHE T,
121, %t Exchange MTU Request % fi|fl L TATT MTUD %4 X Z D b O & YLk S
%7k T3. (LengthRequested + 1Joctet L LD 4 XicHiik3 % & & T, Ao Attribute
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oEERY T LA TEET. CONEOHIKE LTI, BRI Tnud 754 ZET
(LengthRequested + 1)octet LA DA ATT_MTU CHERATRETH 2 LR H Y £,

b 5 120 75jiE. Read Blob Request % #1355 J5i5 T3, Read Blob Request TIEHEED
Attribute Handle ® Attribute fifi % $5& O {7 5 & #i 4 3% 17 5 Attribute Protocol PDU
T¥, L7 - T, Read Request # i Read Blob Request © (ATT_MTU-1)octet 5372 i3 A 7
€y b L72ED bk THiAH L, LengthRequested # it 2 % £ TV B3 (ATT_MTU-
1octet LA @ Attribute fETH - ThH g3 2 & A A[HE & % Y £ 97, Read Blob Request D F]
mix. ATT_ MTU DR LICFIHS 2 2 A TE 27290, Ehiko 74 2oftkzKics
ekl (RexE Eiko7 4 20 ATT MTUAMERTE Z0iGak y) AT 22
EDRTEET,

Read Blob Request @ Attribute Protocol PDU®D 7 #+ — < v F % K3-871c /" L ¥ 7,
Attribute Opcode I3 Read Blob Request #7793 0x0C 23 5- 2 b v E 3, Attribute Handle 13 f#i
ZEAH L 72\ Attribute ® 7 F L2 (Handle) %. Value Offset (54 Hi 3 Attribute fHD A+
7y FEEZRLET, HHXIEL FAH S 2 8A. ¥ — 3% 5 Read Blob Response 283218
INnEJ,

Read Blob Request

Attribute Opcode Attribute Handle Value Offset
(Toctet) (2octet) (2octet)

3-87 Read Blob Request @ Attribute Protocol PDU D74 —< v b

Read Blob Response ® Attribute Protocol PDUD 7 # — < v % [X3-881C /R L ¥ 3
Attribute Opcode 1% Read Blob Response %783 0x0D 3 5.2 b1 3, Attribute Value iC i3
Read Blob Request THF/E L 7= Attribute O —fii3 5 2 b E 3,

Read Blob Response

Attribute Opcode Attribute Value
(Toctet) (0~ (ATT_MTU-1) octet)

B13-88 Read Blob Response ? Attribute Protocol PDUD 74 —<v b

72 5. Read Request + Read Blob Request iZ X % Long Attribute DFi 4 H L Tld, % OULEE
Hc Attribute DZEHE A M A D356, ZHEEOMEERAIH T L & RUCEREALET
T, L7245 T, GATT 7' u 7 7 £ A TLong Attribute # fIf 4 254, COHEZELTH
P RERD Y T,
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Read Multiple Request / Read Multiple Response

LA E oI lE Long Attribute %4t 5 J7iE 2 S L £ L7223, #IB(® Attribute % [F]IRF 1< i
i3 Attribute Protocol PDU % f#fE L £ 97, Z 414 Read Multiple Request & Read Multiple
Response T,

Read Multiple Request @ Attribute Protocol PDUD 7 + — = v b+ % X3-891C 7" L ¥
F, Attribute Opcode 1% Read by Multiple Request # 73 0x0E235- 2 H L E 37, Hi < Set of
Handles i2 1. fedxH L 72\ Attribute ® Attribute Handle® Y 2 + % 5.2 £ 97, 72 3. Read
Multiple Request i3 #¢4 H L 72 W» Attribute D3 Nyribuee = 2 TH D BERH Y £9 (Nyribuce 2
2 K. § 7 b B NAttribute = 1 THhE Read Request T 7729 TH ), L7zd > T, Set
of Handle ®# 4 X% Attribute Handle2 {5y @ %4 X, 37 b 2octet X 2 = 4octet A /IME
LY EF, = NF, IEL {fERHA A+ 5 & Read Multiple Response THEL D Attribute
flEziRELET,

Read Multiple Request

Attribute Opcode Set of Handles
(Toctet) (2~(ATT_MTU-1) octet)

B3-89 Read Multiple Request @ Attribute Protocol PDUD 7+ =< k

Read Multiple Response @ Attribute Protocol PDUD 7 + —< v + X 3-90iC/R L £ 3
Attribute Opcode I% Read Multiple Response Z 773 0x0F 235 2 531 E 97, Set of Values I3,
Read Multiple Requestic & - THiiE & 417z Attribute Handle ® & v M Z 1L Z Licxf S35
Attributefli23, £ v FTHEAZBNE T, &P, Set of Values D 4 XA (ATT_MTU-1]octet %
Bz 2554, AttributefEDt v F ORHIDO (ATT_MTU-Doctet BEEINTLE S 2o, i
EARLETT, ZOBIfA» 5. Set of Values Dfiias (ATT_MTU-1)octet T % A[REMED B %
7% &, Read Multiple Request 3 5 X & TldZa\ & WX £3, i3 Set of Values DZ {5 235¢
TLTCW3Dp, Zie b FEEIF (ATT_MTU-Doctet L EDH A4 XHBHY, A —n"—7 81—
R LTWBE DL ) »A Read Multiple Response 2> 5 132 6\ 720 TE, ZOHPH
bGATT 70 7 7 A VEFGHT 51CH 72 o TiE, MTUDH A XEF IR ICEE LR EHRTH
LI lhbhdtEnET,

Read Multiple Response

Attribute Opcode Set of Values
(loctet) (0O~(ATT_MTU-1) octet)

3-90 Read Multiple Response @ Attribute Protocol PDU D74 —< v b
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Read by Group Type Request / Read by Group Type Response

HUH® Read by Type Request Tid. ¥ —-% Ld Attribute @ Attribute Type ZHizR5eth & L
TAttribute #f5R L., Z D% aiAiAARE Lz, Zheidilic, mEEGEE LTCGATT 7 a
7 7 A VTHED B Attribute D 7'V — 7' 7z & 21X Service GEMIE 3-10-1 i [Service DEZE].
146 *— 2% BMR) 7 & D% HiAaH T 729 D Attribute Protocol PDU 3 fif# TEZR T LT
¥ 3. Zi#diRead by Group Type Request & Read by Group Type Response T3,

Read by Group Type Request ® Attribute Protocol PDUD 7  —~= v FZ[X3-911CR L F
F, Attribute Opcode (3 Read by Group Type Request #7335 0x10 235 2 b E 3, HAMNZ
PDU® 7 + —~ v i Read by Tyep Request & [FF T3 723, Attribute Type % $57E 3~ % &5 2%
Attribute Group Type ICZH X 11T\, Attribute Group Type 135612 b i ~7z X 512 GATT
7w 7 7 AV EoD Service Ed Attribute ZH5E T2 DICHIH L £ 97, H— N FIEL L fHDFEH
H 7258, Read Multiple Response #3%f5 L £,

Read by Group Type Request

Attribute Opcode Starting Handle Ending Handle Attribute Group Type
(loctet) (2octet) (2octet) (2 or160ctet UUID)

3-91 Read by Group Type Request @ Attribute Protocol PDU D74 —< v b

Read by Group Type Response @ Attribute Protocol PDUD 7 + —= v b % [X3-92I1C/R L %
9, Attribute Opcode I% Read by Group Type Response Z77 3 0x11 2352 b ¥ 3, Length
1213 ke < Attribute Data List 1@ Attributel £ v &7z 9 0% A4 XH 52 5 %$, Attribute
Data ListiZ X Read by Group Type Request THE L 72 RS ICHET 5 Attribute 28 Y &
b & LTt X g, Attribute Data List® 7+ —~ v F#X3-931ckLEd, YR M
o Attribute Handle i3 ¥/ & 117z Attribute D BitgHifio 7 F L2 (Handle) %. End Group
Handle i3#& THisio 7 F L2 (Handle) 27" L 3. %% Attribute Value 13 Attribute O fifi %
~LET,

Read by Group Type Response

Attribute Opcode Length Attribute Data List
(loctet) (loctet) (2~ (ATT_MTU-2) octet)

3-92 Read by Group Type Response O Attribute Protocol PDUD 7 #—< v

Attribute Data List (Read by Group Type Response)

Attribute Handle End Group Handle Attribute Value
(2octet) (2octet) (Length - 4 octet)

3-93 Attribute Data Listd7#+—<v b
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72, Attribute Data List THta T 2 L B TE 394 X1F2550ctet iCHREI 5720, E
IZ%—S Iz ;%%&i&ij‘ e ﬁ)ﬂﬁﬁ f; Attribute {E@Haij‘“& /f x SizeAcnmlA(tribure Value ES

SIZ€ Actual Artribute Value = S1Z€max — (Attribute Handle + End Group Handle) = 2550ctet — ( 2octet +
2octet) = 251octet

L 72 v, SizeActual Attribute Value = 251octet £ 72V 3, 7zxd. Attribute Protocol PDU 42
% & FLC Attribute Data List B ER CTE 2 {1 L CORKI A4 XIZIK3-95hbdborb L5
12 (ATT_MTU - 2Joctet, & 512 % Do Attribute Value 1

(ATT_MTU - 6) octet = (ATT_MTU - 2) - (Attribute Handle + End Group
Handle))
= (ATT_MTU - 2) - (2 + 2)

LY I, (ATT_MTU - 6) DA 251 22 25613, #E T2 (ATT_MTU - 6)octet
D Attribute fEO N D HEFID 251octet 2SR HI X E 3, 2. 5% 5 Attribute [H % Gt A A e 6
3. SEICHEA L 72 Read Blob Request # #JH L £ 77

H#—/x k0 Attribute (CEFAT

H#—1 F o Attribute 122 % 572 % d Attribute Protocol PDU & LT, ATT Tl 3ffidf % iE
HELTwET,

Write Request / Write Response

B — 3D Attribute I E HEADEE [HERAALZRR, Edhokon] ZLAKrRL
LTRT 2, 2F WV FHFZAMNT 2MERIGE (ACK) &% — NcHRKT 256, Attribute
Protocol PDU & L T Write Request & Write Response Z#FlJf L £ 3,

Write Request @ Attribute Protocol PDUD 7 + —~ v + % [X3-94i1c7"8 L £ §, Attribute
Opcode 13 Write Request # /83 0x12235. 2 b v E 3, Attribute Handle 33 ¥ AL k0T F L
Z (Handle) %7 L. Attribute Value 13 Attribute IcH ¥ AT fEiZ /" L £ 97, Write Request T
BEIAL ZENTE ZiKY A 213 (ATT_MTU-3)octet ( = ATT_MTU - (Attribute Opcode
+ Attribute Handle)) & 720 £9°, #— N LoD Attribute BIE L K FEEHLZ b2 5H. Write
Response RfEENE T, BARAICT 740 F DO MTU (ATT_MTUy.) OEf. HEIARIC
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FIFT% 344 X3 200ctet (= ATT_MTUypu - 3 octet = 23 octet — 3 octet) & 72 h £ 37,

Write Request

Attribute Opcode Attribute Handle Attribute Value
(loctet) (2octet) (0~(ATT_MTU-3) octet)

3-94 Write Request @ Attribute Protocol PDU D7 4 —< v k

Write Response @ Attribute Protocol PDU®D 7 + —< v F % [X3-951CR L £ 3, NEIZIER
I v 7T, Attribute Opcode D % & 72 b £ 3, Opcode I Write Response % 733 0x13 23
LGrongd,

Write Response

Attribute Opcode
(loctet)

B3-95 Write Response O Attribute Protocol PDU D7+ —< v b

Write Command

JE D Write Request & 13572 0, ACKZ A% & § 5 F & A AL % Write Command & W
UEd, ACKZAM L &2 \w720, FEAMICIIAEEMES KD 547 v Attribute D F = 1 2 12
FIH L £ 9, Write Command @ Attribute Protocol PDUD 7 + —~< v F % [X3-961C/R L &
9, Attribute Opcode I3 Write Command % 77 3" 0x52 28 5- 2 v E §, Attribute Handle %
#FXALHEDOT FL 2 (Handle) Z7/R L. Attribute Value 13 Attribute iIc#H AL fHZ R L
¥, Attribute Value 12 B $ % %513 Write Request £ [RILTY, BAAKICT 7+ 14 D MTU
(ATT_MTUjppu) DEEr. & ZIABICHITE 24 4 X1d 20 octet (= ATT_MTU gy, - 3 octet
=23 octet — 3 octet) &7 ¥ T,

Write Command

Attribute Opcode Attribute Handle Attribute Value
(loctet) (2octet) (0~(ATT_MTU-3) octet)

B3-96 Write Command @ Attribute Protocol PDUD 7+ —< v b

Signed Write Command
Write Command & & b ICFRFEALH % 1 5 L TH ¥ A & % 17 5 ML B % Signed Write
Command &MU % 97, Signed Write Command @ Attribute Protocol PDUD 7 + —< v b %



3-9. ATT (Attribute Protocol) & GATT (Generic Attribute Profile) D #fizHM5

3-971C/n L £ 9, Attribute Opcode iF Signed Write Command # /R 3 0xD2 2852 b v
F, Attribute Handle 135 %At e 7 F L2 (Handle) %7~ L. Attribute Value i3 Attribute
CHEZALEZRL £ 9, Attribute Value I B3 2 5545141 Write Request & [d] U T3, #t
< Authentication Signature (33 ¥ AZ BT 2 RALICHIH 3 2 AEHHO 7 — 212k v £ 3
Signed Write Command Tl Authentication Signature 289 — M CREGE S Wz & Ico A, F
SR DBFETINET,

Signed Write Command

Attribute Opcode | Attribute Handle Attribute Value Authentication Signature
(Toctet) (2octet) (0~ (ATT_MTU-15) octet) (12octet)

B3-97 Signed Write Command @ Attribute Protocol PDU D7+ —< v b

B3 Attribute ZRIFICH— /S EICEEATL

P — N | D Attribute 12 H F A T B F I IC AL D Attribute 12 35 & 3A T LB 3 Attribute
Protocol PDUTER I NTWE T, FfICEZ AR F 2 - LTI —~EicRX Y793
JLEE % Prepare Write Request/Prepare Write Response EMEUNE 5, — N LEIcA & v 7 Sz
fiti % W3~ % WU % Execute Write Request/Execute Write Response & MOV 3,

Prepare Write Request / Prepare Write Response

BEH D Attribute ~ORIRFH Z AR EIT I 72D, = LicF 2 —% 2% v 73 3 Attribute
Protocol PDU % Prepare Write Request & Prepare Write Response & MOV 3,

Prepare Write Request @ Attribute Protocol PDUD 7 + —~< v + % X 3-98ic/n L ¥ 3,
Attribute Opcode (& Prepare Write Request % 78 3°0x52435- 2 & v ¥ 37, Attribute Handle 1335
AL DT F L (Handle) %78 L. Value Offset i3 fii% & X AL fIiEDOF 7y PREEZRL
%9, Part Attribute Value (33 % A % Attribute Value ®—#% /R L £ 3, Part Attribute Value
THIHTE 294 X3 (ATT_MTU-5)octet ( = (ATT_MTU - (Attribute Opcode + Attribute
Handle + Value Offset)) = (ATT_MTU — (1+2+2))) &7z b £4, Value Offset & Attribute

Value DB % X 3-99 1278 L £, Prepare Write Request 289 — Sl CIE L { WL & L= 354,

P — 3% b Prepare Write Response 25REH & v 9,

Prepare Write Request / Prepare Write Response

Attribute Opcode Attribute Handle Value Offset Part Attribute Value
(loctet) (2octet) (2octet) (0 ~(ATT_MTU-5) octet)

B13-98 Prepare Write Request @ Attribute Protocol PDU D74 —< v b+

@QQOQOQ’WI\O
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Value Offset
{ d Part Attribute Value

4

MSB LSB

Target Attribute Value

K3-99 Value Offset & Attribute Value M EIfR

Prepare Write Response @ Attribute Protocol PDU®D 7 + —= v b, Preapre Write
Request &< [W L 74—~y b &ZoTWE T, Attribute Opcode i Prepare Write Response
T 0x17285 2 b §, Attribute Handle i3F £ iAH e 7 F L2 (Handle) %77 L.
Value Offset i3 fliz H ZALEDA 7 v FEZ/RL ET, Part Attribute Value 1375 XA F
7z Attribute Value ®—#% 7/~ L £ 4, Part Attribute Value iC B3 % %513 Prepare Write
Request D4 LA LT3,

Execute Write Request / Execute Write Response

Y= LICA X v 7 I 37z Part Attribute Value %, 57 @ Attribute IC R & 1A A %2 1T 5
Attribute Protocol PDU % ExecuteWrite Request & ExecuteWrite Response & FEU & 97,

Execute Write Request @ Attribute Protocol PDU®D 7 + —< v F % [X3-1001C/R L £ 3
Attribute Opcode i3 Execute Write Request Z /3 0x18235.- 2 541 F 97, fi < Flagsld A% v 7
L7izFa—%2RMT20HB0%26lT27-2007 7 7% RLET, Flags=0x00 D5, F 2 —
DHEAAREF ¥ 2L LET, Flags=0x01 DH5E, F2—DHFAALAZFETLET, wih
® Flags T» > T b Execute Write Request 1. ¥ 2 —ONFER 7V T7TINET, ¥F2—0
FEEBEI L 7286, ¥ —3—2 6 Execute Write Response 25RfE v E 9,

Execute Write Request

Attribute Opcode Flags
(loctet) (loctet)

B13-100 Execute Write Request @ Attribute Protocol PDUD 7+ —< v bk

Execute Write Response @ Attribute Protocol PDUD 7 + —= v F Z[X3-101 /R L £ 3,
Attribute Opcode 1Z Execute Write Response #7373 0x19 20352 b g 37,



3-9. ATT (Attribute Protocol) & GATT (Generic Attribute Profile) D #fizHM5

Execute Write Response

Attribute Opcode
(Toctet)

3-101 Execute Write Response ® Attribute Protocol PDU D7+ —< v k

H—s1hD Notification/Indication
# — 3% b D Notification ¥ & U8 Indication % ¥ & — + 3 3 Attribute Protocol PDU I,

Handle Value Notification ¥ X t* Handle Value Indication/Handle Value Confiemation & I
nTnEd,

Handle Value Notification

% — %3 Handle Value Notification Z F|f1 3% 2 & T, fEE® % 4 I v 7 T Notification
774 Ty ML THETT S LB TE T T, Handle Value Notification d Attribute
Protocol PDU®D 7 + — = v + % X3-1021c 7/~ L £ 3, Attribute Opcode i3 Handle Value
Notification # /13 0x1C 235 2 H v §, Attribute Handle (33 ¥ AT/t 7 F L & (Handle)
%7~ L. Attribute Value i3 Attribute IcHF ZiA Tz /" L ¥ 37, Attribute Value 1B 3 % #5<
£ 13 Write Command (3-9-31H® [Write Command], 140X =Y 2 &M 23 w) EFEU
T, bRACT 744 FOMTU (ATT_MTUgpu) OHfr. HERAKICHHTE 294 X3
20octet (= ATT_MTU, . - 3 octet = 23 octet — 3 octet) & 720 £9°,

Handle Value Notification

Attribute Opcode Attribute Handle Attribute Value
(loctet) (2octet) (0~(ATT_MTU-3) octet)

B43-102 Handle Value Notification ® Attribute Protocol PDUD 7+ —< v b

@QQOQOQ’WI\O

Handle Value Indication / Handle Value Confirmation

Indication % #1179 % 856 . Notification & 138740, 7 54 7 v Ml 5 D ACK 3R (F X
nE 3, ZOUHEZ TS Attribute Protocol PDU % Handle Value Indication & Handle Value
Confirmation & MU % 9,

¥ — 313 Handle Value Indication # f]f{ 32 2 & T, {LED £ 4 I v 7 Tlndication % 7
FAT Vv MR L THEITT S Z &M TE L9, Handle Value Indication ® Attribute Protocol
PDUD 7 # —~= v F #X3-1031C77 L ¥ 37, Attribute Opcode i3 Handle Value Indication
T 0xID2G 2 bk 9, Attribute Handle 3 F AL 07 F L2 (Handle) %78 L,
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Attribute Value 13 Attribute (275 % AT fli%Z 7" L £ 9. Attribute Value ICB 9 2 G5 1 Write
Command (3-9-3IH® [Write Command|, 140 =Y %#HHL &) LFEILTY, bhaHi
IZ. 7 74 7 v % Long Attribute % ¥ — 3% & Indication ¥ 1 2 85¢5. Indication %1 Read
Blob Request # %17 L. %% % Attribute Value Dlif3 %17\ %9, 7 74 7~ b it Handle Value
Indication # 1E L £ %2{5% % & . Handle Value Confirmation % 3&{g L %7,

Handle Value Indication

Attribute Opcode Attribute Handle Attribute Value
(loctet) (2octet) (0~(ATT_MTU-3) octet)

3-103 Handle Value Indication @ Attribute Protocol PDU®D 7+ —< v k

Handle Value Confirmation ® Attribute Protocol PDU®D 7 + —<» F %X 3-104 1278 L £
9, Z®PDU iZ Indication ic X3 % ACK IS F % B DT, Attriubute Opcode D A D IEHE 1T
YT NIRNER L Tr o T E T, Attribute Opcode I3 Handle Value Indication % 753 Ox1E 23

LGraohgd,

Handle Value Confirmation

Attribute Opcode
(loctet)

B3-104 Handle Value Confirmation @ Attribute Protocol PDU D7+ —< v b



3-10. GATT & Service

3-10. GATT & Service

GATT OBEIIC DWW TIE 3-2-1H T~ % L7z, AJHTIX GATT DM & GATT 23424t 3 %
Service ICDWTDFFMIC D W TS L £ 9, GATTIC DWW THHICIR ViK% &, GATT 12 ATT
BHAEL L7z7 v 7 7 40T, Applicationflld L 3 hblisto 7o 7 74 v bFHEhE
F. GATT Tl Attribute # - W 72BN 72 7 — 2 R— 2 % {55 2 & & TService x EH T 5
fib. %Z @ Service ETOROVIY Z#ATTIC L 29—/ 54 7 v bEMECHIEAIL 3

ZNTIRIEIC, GATT Lo Service iCDWT, ZDifll# RTwEEL x5,

GATT DM T B~

GATTTlE. RO —FA RV PGl TwEd, 2hdbnf Xy k% CoreBluetooth 7
L—27—27 T4 22T, iI0ST A Z05BLET N4 2D Service LT 7® A $ 5 &
HTEET,

o BE DM (Exchange)

e BLE 734 & k. Service & Characteristic DFH, (Discovery)
e Characteristic DEDFEAHLY  (Read)

e Characteristic DD E % A% (Write)

e Characteristic DfEE D @A (Notification)

e Characteristic DD %7~ (Indication)

3-10-1. Service DiEE

GATT T Attribute % /N & U 72 2D 7 — 2 i, Characteristic ¥ X U Service %3
EEINTHET, K3-9TH T TILiBR~7- & F Y. Service iZ Characteristic % % D ® Service

@QQOQOQ’WI\O
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~DOBMETIC X B E h 2 &R T, Characteristic 13l (Value). {0 @Y (Property). %
LTioT 4 22 ) 7% (Descriptor) IC &k 2k E 2 b 9, K3-9D & k0, MErIcix
Service i Characteristic 3. Characteristic (Cfill, J&ME. 74 A7 Y 7253 W& I B LEY.
COfE, @M. T4 227V 72 Z T Ateribute AT TER - I T T,

AIE T Service %° Characteristic 28 Attribute IC X o TED X S I E T w2 D2, Bik
MIcRTwE 3,

Service NDEHE

Service 1% 3-2-4THT b Wi~ 7= X 5 1, CharactersiticiC X o TS N b —fio s 72 L LT
PRREL % 3725, % O FEMKIR Attribute AL TAE Y RICEHINTWE T — X RX—2ATF, 2D
T — & _X—Z L@ Attribute D O ICHE 5 T, Service % L T Characteristic 23 E# S 41T
9,

Service lZ. 7 — & _X— R |- TService 5= (Service Declaration) & IEZH 3 oD Attribute
THSINE T, Service H 5 H D Attribute Db % [X3-108 1C/R L £ 9. & & T, Attribute
Handle 37— 2 X =2 Lo 7 FL A2 EK L 3, Attribute Type 13 Service HEEHITH 5 2 &
% 753 UUIDpyimary service (= 0x2800). 3 L < 13 UUIDSecondary Service (= 0x2801) % HiH %
9, Attribute Value lZ. Service % # 3 16bit Bluetooth UUID % L < 1 128bit UUID @ Service
UUID %% %3, Permission I L CTlda A Y AT,

Attribute Handle Attribute Type Attribute Value Attribute Permission
= |
OXNNNN UUIDeprimary Service ServiceUUID Nhijgziiﬁﬁ
or UUID Secondary Service (16bit Bluetooth UUID or 128bit UU|D) ;;”Z:¥

B3-105 Service EEE D Attribute D&

Z ZC. Attribute Type TH} T % 72 UUIDPrimary Service & UUIDSeccondary Service i & %
X5, Service I 2D JEMEAFAE T 5 RUCTEE BT, Service TlE. fthd Service %
Include L WHBEREIC L o TT — 2 _—2 L THEHIL. HEY D Service ICHH A IA T HERE D3V K —
FEINTWETF, DL %, Primary Service i fth® Service % Include L7z b, Mo ¥—1 2
5 Include N7V 35 LA TEE T, fth/5. Secondary Service iZ, Primary %* & @ Include
WX > TORFHI NG Service VHEINTHE T,



3-10. GATT & Service

Include MEH

Ll L7z X 9, Service Tl Include i & o T D Service # B+ 2 2 L8 TE Y, 2D
Include i3 Service DFFIAESR GATT Y — A~ LD T =2 R—=20 2 £ ) OFifICHEMAT 52 &
B TEFF, Include 2 & » TSI & 117z Service 13, SHHTTD Service D —i & A7z & 1, Service
BEXRTELIHNEY (GATTH— AN EDT—2X—2 EoxxY OfiiE, b L < 13 Attribute
Handle % OXFFFF £ TR L ¥ 52 0R Y)W S THBIMT 5 2 L ATHETT . b 54, 1
23 Service ETInclude #fTh 75 THMEIXH Y LA,

Include iF Include & 5 (Include Declaration) & MEE 4 2 B @ Attribute TH S & L &
3, Include & 5 2 @ Attribute D 5l ik % X3-109 1< /R L £ 3, & & T, Attribute Handle 12
T—Z_XR=Z2 DT FLRAEEKLEJ, Attribute Type i Include EE®ITH % 2 L T
UUIDy, 4 (= 0x2802) %55 %9,

Include & 5 @ Attribute Value (332 @ 83 THE K X 1 £ 97, Include Service Attribute
Handle 3. ZZBEC Include 3 3 Service ® X € V F oM % 77 3 Attribute Handle 271 L
9. XIZEnd Group Handle ¥, Include 3~ % Service ®#%¥iii ® Attribute Handle Z7/R L £ 37
ServiceUUID (3% — ¥ X % % $ 16bit Bluetooth UUID / 128bit UUID %/~ L £ 9, GATT ¥ —
A LThH 2 53 Permission i35 A0 Y HH T,

Inlude & 5 % o Attribute # L TH b2 % £ 512, Include 3 MWEDOT FLATH S
Attribute Handle Ic X o TEH I N T2 DT, GATT #— 3 Lo Service D L& D NEZH (F(T =
<7,

Attribute Handle | Attribute Type Attribute Value Attribute Permission
. ) A B
EBAE

3-106 Inlude EEE? Attribute DEE

723, Include HE DS D Service TlInclued JG & 72 % Service 28 Include & v 3 564 % fG5R
ST E T, COFRSBIIETEILINTEY . GATTH — N icT 7% A L2 T4
TV FAMERSIHE AL 285G, Attribute DR VY Z{FIE ¥ £ 3, 72, Include & h
% Service @ ServiceUUID 75 16bit @ 15413 Include 5 @ ServiceUUID % 16 bit, 128bit D54
i3 Include e d 128bit TH 2 LE 2 H Y £,
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3-10-2. Characteristic DEFH

Characteristic |3 Characteristic & . Characteristicfifi, CharacteristicT 4 227 U 72 ® 3ff
O D Atrribute ICER I NE T, ZNZ DT Attribute L T YIS E T,
TlE. % ¥3 Characteristic &5 (Characteristic Declaration) 25 R TWwWEE L x5,

Characteristic EE® Attribute

Characteristic 5 5 ® Attribute D Ftil % [¥3-1071</k L £ 3, & & T Attribute Handle 137 —
Z2R—=Z EDOT FLRA%ZEWRL £T, Attribute Type 3 Characteristic 58I TH 23 2 & R T
UUID ¢haraceerisic. (= 0x2803) % F5H £ 3

Characteristic B 5 @ Attribute Value 1332 O THERK X 41 7, Characteristic Properties
1% Characteristic it 5 & N3, T E I FEAREMEICOWTERE L £9 ., Characteristic Value
Attribute Handle 12, #3839 % Characteristic il % 2 3% ® Attribute ~ D Wi @ Attribute
Handle, 2% 0 7 FL 2 %45&E L £ 9, Characteristic UUID 134 d Characteristic fii ©
UUID ofEA € s hE 3

Attribute Handle | Attribute Type Attribute Value Attribute Permission

Characteristic | Characteristic | Characteristic Value | Characteristic -
OXNNNN FuAEY) EA
X uuID Properties Attribute Handle uuID FH

3-107 Characteristic EE B Attribute D&

Characteristic Properties TEREh 3Bt

Characteristic Prooperties |3 & 5 3 % Characteristic iC 3> T [CharacteristicfHA & D X 9
WCHRITTHED> | [CharacteristicT 4 A Z DV 7EZBREDLHICT 72 Nd 0] REDENER
EWDT 77 CTT, 777094 Xidloctet Lo THED, FE v ML TIOF D)@tk
RO TEY ., At T8 ODEIEPERINTE T, G LzvEEOE Yy MiclZk
FaceT, xoEESAEMMLINES. FEREOHNEIIR3-220LB) T,
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7anT1% fi& AE

Broadcast 0x01 v hEN7HE, Broadcast THIAETN S

Read 0x02 Ty hENTHE, AR DAL

Write Without Response 0x04 Ty hENTIGE BRAXTREICARS (BEAZEL SOIGERL)
Write 0x08 Ty hENHE ESRAATREICES

Notify 0x10 v hENTHE. Notification THIAFREICZ S

Indicate 0x10 v bENTIBA, Indication THIBHREICLS

Authenticated Signed Write 0x40 RAEBEMETOEZLALD TR

Extended Properties 0x80 Extended Properties THIMA

#&3-22 Characteristic Properties TE&EIN 2 BIE

Characteristic lEO Attribute

Characteristicfili® Attribute D &k % [X3-108 /R L £ 3, & & T, Attribute Handle 137 —
AR—=Z2LDOT FLAZEWL %3, Attribute Type (35%i1# 23 E#F % CharacteristicUUID
DBEE E N E T, Attribute Value 132D Characteristicfi2’ 5 2 53 ¥ 3, Characteristic fii
® Permission I DWW T, LD GATTZFH L7271 7 7 4 A28 D T34 2ADfLERIC
LT,

Attribute Handle Attribute Type Attribute Value Attribute Permission

ERID GATTR—=ZRD 7R 771L

OXxNNNN CharacteristicUUID Characteristic Value b U< IE I 0L - s

3-108 Characteristic fE® Attribute D&

Characteristic T422V720) Attribute

Characteristic 7 4 A2 7 U 7' %1%, Characteristic fif i2 2 \» T O BHEH % flik 3 % 72 0 1< F
&3 Attribute T3, 7z & 213, Characteristic 3BMTH 5 & 1-1-1HTHE 2T LA, %
D7z & zlcdh &3 &, CharacteristicT 4 227 Y 7213 [ZDOBMOEEEDRHTH 2 DD
[Z DBEM Ol DaDd] [EMOHEBIRICOLOR] 28, BMICHMNTATH
2RO — A L,

Characteristic C I3 Characteristic Propeties & L TW{ 22 DJEEL E D T E L 72 28,
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Characteristic 7 4 22 Y 7 % (3 Charactersitic i LT & W X b, ZOfEZ Db DDEMES
G ZBIMNCED B -0 I NE S, D CharacteristicT 4 A7 ) 7 &, #£3-231C
AT EIICET LI 6D Attribute REEI N TV E T, ZhZhToEEIARLLDT, 12
FTOZOHRELHAL TVEEL L S,

FARIVTY R&E

Characteristic Extended Properties Characteristic DIRREZRRAD T+ X7 ) TS

Characteristic User Description A—H— L LBBERBEDIHDTARI)TY

Client Characteristic Configuration ATTO ATV hDRERDTA R TY

Server Characteristic Configuration ATTH—NDORERDTARIVTY

Characteristic Presentation Format Characteristic DIED BN 74—y b EERTET1R7 ) TS
Characteristic Aggregate Format FIZERID Characteristic (LB 2R EXEITSTA X2V TY

3-23 Characteristic 71 X2 ) 7y D&

Characteristic Extended Properties

Characteristic Extended Properties i3, Characteristic Properties DR ERICHIH T 5 7 4
A2V 7 £ T3, Characteristic Extended Properties @ Attribute Dt % X 3-109 iIc/R L £ 3
Attribute Type (F Characteristic Extended Properties®C&% % Z & % 783 UUID ¢haacreristic Extended
properties (= 0x2900) % ¥§H £ 3, Attribute Value DFFED ¥ v + 2 §lffll 5% Z & TExtended
Properties D &2 G52 2 & A TE LT,

Attribute Handle Attribute Type Attribute Value Attribute Permission
OXNNNN UUIDcharacteristic Characteri_stic l_Ext?nded 2 ) B
Extended Properties Properties Bit Field

B13-109 Characteristic Extended Properties @ Attribute D&

Attribute Value & AE

Reliable Write 0x0001 v hgsL, k9% 3-10-6 IED Prepare Write Request (176 R—37)
DELRAKIZHIET S

Writable Auxiliaries 0x0002 v k9 %¢& Characteristic User Description D& EAAEZFFAILYT %

Reserved for Future Use (RFU) OXFFFC  F#%E1E

#+3-24 Characteristic Extended Properties @ Attribute Value D&
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Characteristic User Description

Characteristic User Description (%, Characteristicflic%f L CTD 7 F & b TOEHREL ICF]
H&Ehd7T 422 Y 7%2TF, Characteristic User Descriptor @ Attribute D Fgidk % [¥] 3-110 12
~ L9, Attribute Type (& Characteristic User Descriptor 0 T&H % & & % 7R3 UUID caraceerisiic
User Descripror (= 0x2901) % #5H £3°, Attribute Value (3 UTF-8 D752 AN+ 5 Z LA TE
¥9. b, ¥4 XFALERTT,

Attribute Handle Attribute Type Attribute Value Attribute Permission

UUID characteristicuser | Characteristic User Description | EfI0 GATTR—ZX RO 7O 774

OxNNNN Description UTF-8 String H LIS REROLRICKTE

3-110 Characteristic User Descriptor @ Attribute D #8i&

Client Characteristic Configuration

Client Characteristic Configuration i¥. & 5 3" % Characteristicic5\WT2Z 74 7 v M|
~ @ Characteristic D {8 2 # W% & E 3% 7 7 7 T, Client Characteristic Properties ®
Attribute DFtib % [X3-1111278 L %, Attribute Type i3 Client Characteristic Properties 8¢
H 3 Z & %R T UUID Gjenr Characteristic Properties (= 0%x2902) % £§H £ 37, Attribute Value DHfE O
€y b &4 % 2 & T Characteristic 7 74 7 MW T2 R 2 o2 il 2 o encE &
T, B, COMERY T4V I, RYTA VI LET AL AR TERINZLEHY E A,

Attribute Handle Attribute Type Attribute Value Attribute Permission

Readable with no authentication or

! ) authorization
OxNNNN UUIDCient Characteristic Characteristic Configuration Bit

Configuration

Writable with authentication and
authorization™’

3-1M Client Characteristic Properties @ Attribute D #3&

Attribute Value fiE& HE

Notification 0x0001  Characteristic Properties T Notify £v bhi ey hENTLZRETEY
k&M% & Characteristic f#* Notification ch %

Indication 0x0002  Characteristic Properties TIndicate £ by hENTWBIRETE Y
k&M% & Characteristic fEA" Indication €%

Reserved for Future Use (RFU)  OxFFF4  F#99E1k

3-25 Client Characteristic Propertiess @ Attribute Value D&

%7 Authentication - Authorization IZ2WTId, EAID CATTR—ZX RO T A7 7L LUIERERFOLERIIKRELE T,
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Server Characteristic Configuration

Server Characteristic Configuration 3. &S 3 % CharacteristiciZBWTH — o
Characteristic DIR 2 $f\ A XET % 7 7 7 T3, Server Characteristic Properties @ Attribute
Dtk & X 3-115 ic7r L £ 37, Attribute Type i Server Characteristic Properties B ¢Hh % &
%733 UUIDs e Characteristic roperties (= 0x2903) %455 £ 37, Attribute Value DFFED E v + %]
f#19- % = & < Characteristic D % — MAlOIR 2 FE o 2 il 72 C L B TE £ T,

Attribute Handle Attribute Type Attribute Value Attribute Permission
FoAEY) ATRE
OxNNNN UUIDserver Characteristic| 1y cteristic Configuration Bit
Configuration %%ﬂ&ﬁ_{ﬁg”
B3-112 Server Characteristic Properties ® Attribute D&
Attribute Value fiE& RE
Boradcast 0x0001 Characteristic Properties ® Broadcast £ b 2y &N T

WBBEITEy b5 L, —/\H Broadcast 5 A 5%

Reserved for Future Use (RFU) OXFFF2 FHIFE

£ 3-26 Server Characteristic Properties @ Attribute Value O 1{&

Characteristic Presentation Format

Characteristic Presentation Formatid, & 5 3 % Characteristic® 7 — X 7 + —~< v b %
Characteristic i ¥{\7 % 5dik 3% 7 4 27 ) 7% T3, Characteristic Presentation Format ®
Attribute D EEl % X 3-113 178 L £ 3, Attribute Type 1 Characteristic Presentation Format
HTH 5 2 &% T UUID cparacteristic presentation Formar (= 0x2904) % % £ 47, Attribute Value (%
Format, Exponent, Unit, NameSpace. Description ® 520 Dl T 4. 2 & 11§, Permissionha
T ER LD £5,

Attribute Handle | Attribute Type Attribute Value Attribute Permission
N -
OxNNNN UUIDCharacteristic | ¢ oot Exponent| Unit ame Description FAI)FR
Presentation Format Space

B3-113 Characteristic Presentation Format @ Attribute D&

Attribute Value ® 7 — Z fBIFICO W TIZRD L B Y TY,

%8 Authentication - Authorization IZ2WWTIE, EfID GATTR—ZRDT AT 74 LISEREROERKIRELE T,
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e Format

Format i3 Characteristicfli3 D X 5 T — 2 7 4 —~< v b &2 EFL 9, FormatDfi &

FeR7r—=y FOMEEEI2TICRLET, &, Format TISE X e F— 2 7 5 —=
k23 octet A7 (b b v FHiNL) DB, Characteristic {1 % ® Attribute Value TLSB
CEBOEAREIN TV IRERDH Y T, $7/2. KVOE Y MI¥ricky FIhLTw3
DERH Y ZORITTEESBETT, £z, R3-231078 LT 2358l 13 #2835 Exponent
SIS T 20 ErERLTOET,

Bluetooth ver.4.x LA TBLE 2> 5 IPv6 2 E#HGH M § 2 BEER EE I LT ¥ F 25,
Characteristic iz IPv4 7 F L 2 ICHIH 3 2 B i uine32 23, IPve 7 F L RICHIHI S 2 54
Fuint128 AR ¥ F, ¥ 7. Bluetooth BDADDR ICFIH T 2 B 13 uint4 8 U A FFH &
nFEd,

e Exponent

Exponent ld Characteristicfli T O FEE /NI Z WS =D ICHHLE T, Lo T,
Exponent i3 % ® Format TO AF|H$ 2% 2 &3 T& £ 3, 7. Exponent Ofi H{RIZ 43
BROML D £,

EBED CharacteristicfE = CharacteristicfE x 10 Pere

7= & Z1F. Exponent = 2, Characteristicfli = 23 D6, FEFEEOfEIZ2300 L 2 v T3, T 7.
Expornent = -3, Characteristicfi = 3892 D&, FEFROfIZ3.892 &%) 5,

e Unit
Unit i3 Characteristic i ® Hifi7 % 53 L % 37, Unit 13 Bluetooth SIGiC & - THIEBED S
TH Y. Asigned Numbers Document ic Z DFtib%# 2 2 LA TE % ?X‘I:

e NameSpace

NameSpace (3 #1783 % Description DE# (B & FRZ NG T 2 7 —2 7 —7 1) 2K
E LTSI EFIE S 5720 T E 3, #% EBluetooth SIG DEZE % FIHF % DT,
BluetoothSIG % 73 (=0x01) AR L E T,

%9  ZOWIGIE Bluetooth SIG IZ&>TESHSNTH Y, https://developer.bluetooth.org/gatt/Pages/FormatTypes.aspx THHERRY
BIENTEET,

10 F#L <&, https://developer.bluetooth.org/gatt/units/Pages/default.aspx 2SR {7ZE LY,
XM FEL<IE, https://developer.bluetooth.org/gatt/Pages/GattNamespaceDescriptors.aspx & SR 72E L,
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Format fEiERT RE fE#fE
0x00 RFU RFU (Reserved for Future Use) No
0x01 boolean unsigned 1bit (0 = false. 1=true) No
0x02 2bit unsigned 2 bit integer No
0x03 nibble unsigned 4 bit integer No
0x04 uint8 unsigned 8 bit integer Yes
0x05 uint12 unsigned 12 bit integer Yes
0x06 uint16 unsigned 16 bit integer Yes
0x07 uint24 unsigned 24 bit integer Yes
0x08 uint32 unsigned 32 bit integer Yes
0x09 uint48 unsigned 48 bit integer Yes
0x0A uint64 unsigned 64 bit integer Yes
0x0B uint128 unsigned 128 bit integer Yes
0x0C sint8 signed 8 bit integer Yes
0x0D sint12 signed 12 bit integer Yes
0xOE sint16 signed 16 bit integer Yes
OxOF sint24 signed 24 bit integer Yes
0x10 sint32 signed 32 bit integer Yes
0x11 sint48 signed 48 bit integer Yes
0x12 sint64 signed 64 bit integer Yes
0x13 sin128 signed 128 bit integer Yes
0x14 float32 |EEE-754 32 bit floating point No
0x15 float64 IEEE-754 64 bit floating point No
Ox16 SFLOT IEEE-11073 16 bit floating point No
ox17 FLOAT IEEE-11073 32 bit floating point No
0x18 duint16 IEEE-20601 format No
0x19 utf8s UTF-8 string No
Ox1A utf1és UTF-16 string No
0x1B struct Opaque structure No
0x1C~ OxFF  RFU RFU (Reserved for Future Use) No

#+3-27 FormatDfEET—% 74—y bOXIG



3-10. GATT & Service

® Description
Description (3 Characteristic fii % ffi /& 3 % Gtk & 17 9 7= I FIH L £ 97, Z D Description &
NameSpace IC78 T - MHfHIC L > TER I L E ?X“loz

Characteristic Aggregate Format

Characteristic Aggregate Format |3 55 3 % Characteristic Presentation Format D4 7' =
vELTHHTE ST 4 22 Y 74 T3, 150 Characteristic IZ 5 L THE%L D Characteristic
Presentation Format% 4l 28 2 7= ® i\ M| ] L % 3", Characteristic Aggregated Format ®
Attribute Dtk % 4 3-114 1R L £ 3,

Attribute Type Z Characteristic Aggregated Format®! ¢ & 2 Z & % /8 3 UUIDCy,octeriic

Presentation Formar (= 0x2905) % F§H ¥ 97, Attribute Value I3 Characteristic Presentation Format
o Attribute Handle (16bit) 2%#if% L 72 ffi% & b £ 9, #ifs X u7z Actribute Handle O I 1%
HELEHIGEET 2 LESH Y £7, £7-. 1250 Characteristic i 5 L THED Characteristic
Presentation Format & X LT 2 556, &3 Characteristic Aggregate Format @ ftiki 23
Characteristic P ic & E N E T,

Attribute Handle | Attribute Type Attribute Value Attribute Permission
UUIDcharacteristic Charactersistic Presentation Format @ _
OxNNNN FAEER
Aggregate Format Attribute Handle )V X + FH

EI3-114 Characteristic Aggregate Format @ Attribute D #i&

3-10-3. GATT IC&5 Service Changed. Characteristic

T, TN FTTService & Characteristic DFFMll Z A L TE F LA, & ZTIXGATT Bk
AT % Service TH B, £ D D Service Changed &, % d Characteristic (22Tt L
7,

Service Changed 32 D% D L kY| Service ¥ EH T 57200 ay tu—LRf v+ (8
DIFEDOYI Y HZBED A A —vTF ) & LTHRET 5 Service T, GATTICL o TH L LD
Rk hTnwEd, 2k, 22T [FH] Lix. GATT % — Lo Service DB, HlFk, %
L T®ZETY,

%12 FEL I, https://developer.bluetooth.org/gatt/Pages/GattNamespaceDescriptors.aspx & SR 7ZE Ly,
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ZhTix, Service Changed i OWTHRTWEE L x5,

GATT ServiceEE

GATT Service i¥ GATT Service 5 5 (Service Declaration) & FFiZ# % B @ Attribute TH
SaNF T, GATT Service HZ D Attribute DTl % X 3-115 IR L £9, & & T Attribute
Handle 37 — 2 =2 D7 F L 2%, Attribute Type iZ Service S TH % 2 L R
UUIDgarr Service (= 0x1801) % FfH %97, Attribute Value (X, Service % 23 16bit Bluetooth
UUID % L < 13 128bit UUID @ Service UUID % % % 3, Permission 1B L Tl e A Y HH
G

Attribute Handle | Attribute Type Attribute Value Attribute Permission
= :
ServiceUUID il
OxNNNN UUIDGATT service (16bit Bluetooth UUID or 128bit UUID) AR E
it Bluetoo or i EERE

B3-115 GATT Service EE M Attribute D&

Service Changed CharacteristicEE

Service Chancged Characteristic & 5 @ Attribute DFgih 2 X 3-116 IC/R L £ 3, FEARMICIZ,
Characteristic 55 & [AlfkD Attribute & 72 Y £ 37, Attribute Handle 37— 2 X=X Lo T F
L 2 %, Attribute Type i3 Characteristic &5 %! & [Alfk ® UUIDCharacteristic (= 0x2803) #
FbET,

Attribute Value 3 Characteristic 55 & [RkEIC3 D DfEE TR K X v E 325, % DA Service
Changed TIZ[EE 12 7 > TWE F, Characteristic Properties (3 X— 2 Offi (=0x20) 23457E
INFEF, /B % Properties iC 52 25513 0x202 X —R & Lo ¥ v P22 TTW
% ¥ 3, Characteristic Value Attribute Handle i3, %3 % Service Chancged Characteristic
i % 23D Attribute ~D S D Attribute Handle % #5E L %3, Characteristic UUID &
ServiceChanged %l ® UUIDServiceChanged Dfi (=0x2A05) 2¥EE I E T,
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Attribute Handle | Attribute Type Attribute Value Attribute Permission

Characteristic Characteristic
OxNNNN UUIDcharacteristic ) Value Attribute |UUIDserviceChanged FAY)EA
Properties Handle

3-116 Service Chancged Characteristic EE O Attribute D&

Service Changed Characteristic {

Service Chancged Characteristic 5 5 @ Attribute D ftib % X 3-117 1278 L % 3, Attribute
Handleld 7 — 2 X=X LD 7 F L A% L, %D Service Change Characteristic & 5 D
Attribute Value 4 @ Characteristic Attribute Handle TH57E & 11 % Attiribute Handle iz 72 b
¥ 7, Attribute Type I3 UUIDServiceChanged (= 0x2A05) #% ff % % 9, Attribute Value
X2 0 DFEBIC /T SN TH D, Service Changed ic X » THEEZ 5.2 3 GATTH — 1 Lo
AttributeHandle D fifl O fligiifi2 b THIR TR A BTV E T,

Attribute Handle | Attribute Type Attribute Value Attribute Permission
Start of Affected End of Affected .
aroA ecte n o‘ ecte S By R
OxNNNN UUIDcharacteristic Attribute Attribute N
EZRABRA
Handle Range Handle Range

3-117 Service Changed Characteristic fE® Attribute D##5&

3-10-4. GAP |& 3 Service. Characteristic

GATTIC X % Service & A FkiIc, GATT 7 u 7 7 f Vic@E&E I NS5 GAPH KSR T 2
Service BETEL £9, Z & TIXGAPIC X 5 Service, Characteristic iCDOWTfEIH L £ 3, 7
PB. GAP Service lF GATT ¥ — R ETHIC1D2DA4 v 2 &2 v 2% FH, GAP Service i3 BLE D
Central, Peripheral Tl ¥4 — b BHHTT,
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GAP ServiceEE

GAP Service iZ GAP Service 55 (GAP Service Declaration) &I 3 1o Attribute TH
SE&NE 3. GAP Service H 5 A @ Attribute DL # X 3-118 177 L ¥ 9. & & T Attribute
Handlel3 7 =2 =2 LD 7 F L 2%, Attribute Type i3 Service HEMTH % 2 &L %R T
UUIDgpp senvice (= 0x1800) % Ff 5 % 4, Attribute Value iZ, Service % 2§ 16bit Bluetooth
UUID % L < iZ128bit UUID @ Service UUID % £ % % 3, Permission (< B L Tl A M Y HH
T3,

Attribute Handle | Attribute Type Attribute Value Attribute Permission
= I
OXNNNN UUIDGAP servi servicelUID u/b;j;%iﬁ
ervice (16bit Bluetooth UUID or 128bit UUID) ;;;’J?r\%

B3-118 GAP Service EED Attribute D&

Device Name Characteristic i

Device Name CharacteristiciZ 7 ¥ 4 2 44 % Gl ik 3~ % Characteristic T3, Device Name
Characteristic i ® Attribute D5t % [X13-119 1278 L £ 97, Attribute Handle (37 — % X — =
L7 FL %R L% F. Attribute Type 1Z UUIDpeyice name (= 0x2A00) % F5H £ 3, Attribute
Value I Device Name % 0 ~248 octet £ Catib 32 Z &3 CTE £ 3,

Attribute Handle | Attribute Type Attribute Value Attribute Permission
FoAE A
OxNNNN UUID puycename Device Name N R
AT a3y TEERAHHARE

B3-119 Device Name Characteristic fE® Attribute D&

Appearance Characteristic {i&

Appearance Characteristic 13734 ZAD4ME, 2 WINERSL R A 2T 4 20 A 73 %
& #5til 4 % Characteristic T3, Appearance Characteristic i ® Attribute ® Ftil % [x] 3-120
IR L %9, Attribute Handle i3 7 — 2 X=X Lo 7 FL 2% 773 L3, Attribute Type 1&
UUIDypearance Characteristic (= 0x2A01) %45 F 37, Attribute Value i 734 2D A7 =Y (10bit)
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LY 7 HTaY (6bit) THELE B Appearance (&3F2 octet) it hEd, cohFd
V&9 7 H5 3 KT Appearance DEIIBE kA BIEL 72 & bf]:

Attribute Handle | Attribute Type Attribute Value Attribute Permission

UU|DAppearance

Characteristic

OXNNNN Appearance FHEY) A

3-120 Appearance Characteristic fED Attribute D #i&

Peripheral Privacy Flag fi

Peripheralfll ® 7 N4 2 D 7 5 4 N v — & HE % il fHl 3 % Characteristic T3, Peripheral
Privacy Flagfii® Attribute ®tib % [X3-12117R L % 97, Attribute Handle 137 — % X — % LD
7 FLA%ZRLET, Attribute Type i3 UUID peripheral privacy miag (= 0x2A02) % 5 £ 97, Attribute
Value D25 0x00 DIE. T34 ZAND 75 4 Ny —FEGE 2 (L L £ 9, Wiz 0x01 35
B T4 iR HOMLL £ T

Attribute Handle | Attribute Type Attribute Value Attribute Permission
UUIDperipheral . . FrAE Al
OxNNNN Peripheral Privacy Fla . . "
Privacy Flag P yriag AT avTEEAZLTRE

B3-121 Peripheral Privacy Flag fE® Attribute D#3&

Reconnection Address {ii

Reconnection AddressfiEild Reconnection Address % flii 3% Characteristic T3, Attribute
Dl %M 3-122127" L £9, Attribute Handleld 7 — 4 =2 L7 FL 2R LE T,
Attribute Type IZ UUIDg.connection address (= 0x2A03) %55 £ 3, Attribute Value I3 GAP I X -
TERK ¥ 5 non-resolvable address 2353k & 11¥ 9. non-resolvable address I3 uint48 %% HY
Y %97, non-resolvable address iZ D \>»Tld ver4.0 Vol.3 Section 10.8.2.1 Z ZHH< 72 3w,

%13 https://developer.bluetooth.org/gatt/characteristics/Pages/CharacteristicViewer.aspx?u=org.bluetooth.characteristic.
gap.appearance.xml
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Attribute Handle | Attribute Type Attribute Value Attribute Permission

OxNNNN UUlDA:edmmemon Reconnection Address EXAAER
ress

B3-122 Reconnection Address ED Attribute D&

Peripheral Preferred Connection Parameters Characteristic
(PPCP) fiE

PPCP I3 Peripheral D #3583~ 2 3% & % itid 3 % Characteristic T3, PPCPf® Attribute
Dtk % X 3-12312/8 L £ 97, Attribute Handle i3 7 — 2 X=X LT FL A ZRLE T,
Attribute Type 13 UUIDpep (= 0x2A04) %55 9,

Attribute Value 13 4 5 D¥#eEE IC B3 2 BT I hE 3

Attribute Handle [ Attribute Type Attribute Value Attribute Permission

. . Connection
Minimum Maximum

OxNNNN UUIDeppcp Connection | Connection
Intarval Interval

Slave Supervision -
EXN: Uk
Latency Timeout AR

Multiplier

®13-123 PPCP{E®D Attribute DifiE

Minimum Connection Interaval

Minimum Connection Interval i3 Connection Interval @ /M Conn_Interval_Min % i€ %
L £ 9, Connection Interval @ fr/]Mili D % fifi connlntervalmin i3 X O K i fE v £ 3§, Conn_
Interval_Min DO} 1% 0x0006 ~ 0x0c80 & 72 > Tk V| fHEHINOEII I F— I hT A,

connIntervalmin = Conn_Interval_Min X 1.25ms
Maximum Connection Interaval

Maximum Connection Interval {Z Connection Interval @ g Kfifi Conn_Interval_Max # &3
L £ 3, Connection Interval ® i Kfili ® Al connlntervalmax 3 XDz fiE v £ 9, Conn_
Interval_Max D12 0x0006 ~0x0c80 & s > TE v | fHIBHN OfEIZ R —FENFT A, £

7=. Conn_Interval Max O fi %43 Conn_Interval MinA FDOfli% & b 4,

connIntervalmax = Conn_Interval_Max X 1.25ms

160
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Slave Latency
Connection 4 R v F TR~ & 1 5 Slave Latency % %&£ #% L % 3, Slave Latency O {35 (3
0x0000 ~0x01F3 & 72> Tk H | fEBHOfEIZ Y F — P I T A,

Connection Supervision Timeout Multiplier
Bfiilic B0 2 44 270 FOMENZERL ET, COXA LT v+ Time D FEAfHIZ 10ms

DEBIECHE S, UTokcRIhE T,

Time = N X 10ms

N Dtk iz 0x000A ~ 0x0c80 D 7= %, Time DOfElkiF 100ms ~ 32s DHFPHIC 72 Y 5, 7,

Hughh ol 4+ — b I A,

3-10-5. GATT 7A774)L O Attribute Type D—&

LERGATT 7 u 7 7 4 AHidD Service, Characteristic DEFKICAR Y £, AREHTHY £
7= Service, Characteric ICBd3 % Attribute Type D —8E % £ 3-28 Ic/R L 5,

@QQOQOQ’WI\O
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Attribute Type uuID
<<GAP Service>> 0x1800
<<GATT Service>> 0x1801
<<Primary Service>> 0x2800
<<Secondary Service>> 0x2801
«Include>> 0x2802
<«Characteristic>> 0x2803
<«Characteristic Extended Properties>> 0x2900
<<Characteristic User Description>> 0x2901
<«Client Characteristic Configuration>> 0x2902
<«Server Characteristic Configuration>> 0x2903
<«Characteristic Format>> 0x2904
<«Characteristic Aggregate Format>> 0x2905
<<Device Name > 0x2A00
<<Appearance>> 0x2A01
<<Peripheral Privacy Flag>> 0x2A02
<<Reconnection Address>> 0x2A03
<<PPCP>> 0x2A04
«Service Changed>> 0x2A05

$+3-28 GATT 7O 7741 LD Attribute Type D—%

3-10-6. GATT 70774 )L THIATZ 54HE

GATT7u 7 74 iz, AEiOFH X D iBR T Attribute 2 R— R & LT — & X —
AU & % Service, Characteristic &, RIATHH T 22002 FfAT 29 —~/2 74TV
DHRED2DIC ko THEE N TV E S, ChRAREFHETONE DL 2 TERS L, Hi
Ho Attribute R—2D T — 2 X—=2F [HHOBMOMI 7 —2] TH Y. $£H D Service.
Characteristic z FIFI 324 —/ 27 54 7 v MEREIR [7—ACTEMEZTEHET 2IEETH S &
ExbhPTEET,

ARFNIZ ZFTTHIFICHY T 2 GATT I X o THREE X 415 Service. Characteristic IC2 W
TIEHLE L7z AT, BEOINLER—RLLEZGATT 7 v 7 7 4 Mic X o TR
NEWEEICOVTIFL T E v BunE S,
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GATT7u 7 7 A VCHRIHTZ 28BEL . GATT 2 74 7 v MY —"TOXIG/IEIGE R
3-29IR LT, Kerbdbbhb kiic, GATT7r 7 7 4 L OBEREIX 11 D Procedure & 21
@ Sub-Procedure MFEL £9, & Z T, Sub-Procedure & i3 Procedure TEHK X N5 —HDF
e % FIF U 72 B9 72 Procudure ZH5 L £ 37

No. GATT7A77 AL O#EE

X / FERT RS

Procedure Sub-Procedure 247 =N

1 Server Configuration Exchange MTU Option

2 Primary Service Discovery Discover All Primary Services O
Discover Primary Services by O
Service UUID

3 Relationship Discovery Find Included Sevices O

4 Characteristic Discovery Discover All Characteristicof a O
Service
Discover Characteristic by UUID @)

5 Characteristic Descriptor Discovery Discover All Characteristic O
Descriptors

6  Readinga Characteristic Value Read Characteristic Value Option O
Read Using Characteristic UUID O

Read Long Characteristic Values

Read Multiple Characteristic
Values

7 Writing a Characteristic Value

Write Without Response

Signed Write Without Response

Write Characteristic Value

Write Long Characteristic Values

8 Notification of a Characteristic Value

Notifications Option

9 Indication of a Characteristic Value

Indications O

10 Reading a Characteristic Descriptor

Read Characteristic Descriptors

Read Long Characteristic
Descriptors

n Writeing a Characteristic Descriptor

Option
Write Characteristic Descriptors

Write Long Characteristic
Descriptors

#3-29 GATT 7O77 AL THBTEZHEEL GATTZ 17> b Y —N\DOFG / FERIG

Z T, 5% < Server Configuration 2> H GATT 7 v 7 7 f L OREREZ R CTWEE L & 5,

@WZ\WQ\C\\QC\Q’QC\\
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Server Configuration

Z D Procedure (3 GATT 27 54 7 v M &k > TATT DF%E %17 9 729 D Procedure i 72 Y %
3. 2D Procedure Tld, MTU% & %288 3 % sub-Procedure T# % Exchange MTU 234 4 —
FEhTuES,

MTUDBE%EE TS (Exchange MTU)

MTU (ATT_MTU) O & % 45§ % Sub-Procedure % Exchange MTU & MU %5, GATT
IIATYIBT 74N MEL D DREAFROATT_ MTU 2 ERT ZBCAIL 5, AH
TELIRRBERINTZINTOTAA AR R— T IRABREITEET LB TEE T,
Z @ Sub-Procedure i&, ¥t ic —EZFFTT 2B TEES, y—N/2 5747V FHO
HE oW % X3-124 17 L3, & 2 THIH L Tw % Attribute Protocol PDU @ Exchange
MTU Request., Exchange MTU Response iC D Tid 3-9-3THEZ SR 723\,

Client Server
Exchange MTU Request (0x0200) N
|4
y Exchange MTU Request (0x0032)
|
I I

[3-124 Exchange MTU

Primary Service Discovery

GATT % — % L@ Primary Service % & i 9~ % Procedure % Primary Service Discovery & I
UNFE$, ZDProcedure i & o TGATTH — 3 [IC Primary Service # R4 2% 2 & T, 2h
IO fiFu 72 Include % Characteristic 72 £ O f#HIC, fthd Procedure 267 7t 2352 & %
T& %9 (ZDProcedure 23X 12773 Relationship Discovery & 720 £3), Z @ Procudure T
. GATTH — " LD 3 RTOD Primary Service % 7 i3~ % Discover All Primary Services & .
ServiceUUID #2» & Primary Service % 7§ 53" % Discover Primary Services by ServiceUUID 23 %
F—rIhTutd, DETIZ, 2D22Dsub-Procedure COWTRTWEEL & 9,
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TATOY—L2R%FRTS (Discover All Primary Service)

GATT % — " ED ¥ — ¥ 2% ¥ K 3 % Sub-Procedure % Discover All Primary Service & IFF- 8
¥ 3, GATT % — ¥ L@ Attribute %, Attribute Handle %3 0x0001 %> & OxFFFF % T, Attribute
Type 2% <<Primary Service>>(=0x2800) TH 5+ —C R &KL £3, 7 74 7 ¥ Fd Group
Type Request ZF|fH 3% 2 & T, ¥ —>3% 5 Group Type Response 2MREI X g 3, H—o3/
77 AT v FMEOBEOMMEEK3-125 1R LET, & & THIA L T 3 Attribute Protocol
PDUIC DWW TIZ3-9-3fiid [Read By Group Type Request/Response|, 138 = — ¥ %M
T,

Client Server
Read By Group Type Request (0x001, OxFFFF,<<Primary Service>>) R
14
4 Read By Group Type Response (0x06, 0x0001, 0x000F, <<UUID1>>, 0x0010,
Al
0x0017, <<UUID2>>, 0x0100, 0xO1FF, <<UUID3>>)
Read By Group Type Request (0x0200, OXFFFF,<<Primary Service>>) R
14
p Read By Group Type Response (0x06, 0x0200, 0x02FF, <<UUID4>>, 0x0300,
A
0x03FF, <«<UUID5>>, 0x0400, 0x04FF, <<UUID6>>)
y Read By Group Type Request (0x0500, OXFFFF<<Primary Service>>)
N
Error Response (<<Read By Group Type Request>>, 0x0401, <<Attribute Not Found>>) N
14
R

B3-125 Discover All Primary Service

ServiceUUID i 58—k 2% FR TS (Discover Primary Services by ServiceUUID)
JeoJidi L i3ilic, ServiceUUID #» 6 E#: GATT Lo ¥ — v 2 %1 9 2 Sub-Procedure %
FEL 9, ZMh% Discover Primary Services by ServiceUUID &MU 5, 774 T~ b
Find By Type Value Request Z flIfHl 3" 5% Z & T, % —>3% b Find By Type Value Response 231X
HahEkd., ¥—/2 747 v MHEOBEOEEZX3-126 1R L3, ZZTHLTW?
Attribute Protocol PDUIC DTl 3-9-3ffi® [Find By Type Value Request/Response]. 131
K=Y %HBIMEL 2 &, &P, Find By Type Value Request T L T\» % Attribute Handle
DTEM LY L, 5 X7 ServoiceUUID 28 % L & W7z 54, Service DIMRERIFHT L E 9,
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Client Server
Find By Type Value Request (0x0001, OxFFFF<<Primary Service>», <<UUID1>>) R
y Find By Type Value Response (0x0200, 0x0214) g
) Find By Type Value Request (0x0215, OXFFFF,<<Primary Service>», <cUUID1>>) R
p Error Response (<<Find By Type Value Request>>, 0x00215, <<Attribute Not Found>>) g
N
R R

B3-126 Discover Primary Services by ServiceUUID

Relationship Discovery

GATT ¥ — 3 E® Service 13, Sevice N Tt @ Service % Include 3% Z & T Service & #F|
PzEmows 2 ERnTEET, ZDInclude T T 31 dD Service 72 £ Z13& L. Include jt D
Service & DR % -~ % Procedure % Relationship Discovery & I-TX, Sub-Procedure & L T

Find Included Services # ¥4+ — r L 9,

Service E® Include 2% R 35 (Find Included Services)

Sevice WO Include @ ¥ 4 Sub-Procedure % Find Included Services & MEUNE 3, 4 — 3
12747 v MEOWEOBKE X 3-127 1R LE T, 2747 v M Read By Type Request
ZRMAS %2 & T, ¥ — 325 Read By Type Response 2NBHI S NE 94, ZZTHALTW3
Attribute Protocol PDU D\ TIE 3-9-3ffid [Read By Type Request/Response| (133 =_—

¥). [Read Request/Response] (135=—) HEHMEL 72 &,
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Client Server
Read By Type Request (0x0200, 0x0214,<<Include>>) R
14
p Read By Type Response (0x08, 0x0201, 0x0500, 0x0518, <<UUID1>»)
N
Read By Type Request (0x0202, 0x0214 «<Include>») R
14
. Read By Type Response (0x06, 0x0202, 0x0550, 0x0568)
N
Read Request (0x0550) R
14
y Read Response (<«<UUID2>>)
N
Read By Type Request (0x0203, 0x0214 «<Include>>) R
|4
y Error Response (<<Read By Type Request>>, 0x0203, <<Attribute Not Found>>)
\|
R

B13-127 Find Included Services

Characteristic Discovery

Service D ¥R & [AlER. Characteristic D FE b ¥ F — b T LT ¥ 3, Characteristic % ¥
H¥zzlicky, flidProcedure» > 2 NICO D ATHRICT 722+ 3 2 A TEE
3. Z ®DProcudure TlF. FEH L 7 Service I ® 3~ T ® Characteristic % ¥ i 3~ % Discover
All Characteristics of a Service &, UUID 2> & [& #%Characteristicz ¥ 5 3 % Discover
Characteristic by UUID 728 Sub-Procedure & L THF— b I T E T,

Service £ Characteristic &3 ~TH#R IS (Discover All Characteristics of a Service)

5E®D Procedure T Service DFER 21TV L, ZDFER L 7z Service I @ Characteristic % 3
~THHF % Sub-Procedure % Discover All Characteristics of a Service & MEU &, H#—3/
7 74T v FMEOBEOMMEE X 3-128 1R LET, 7 74T v kA Read By Type Request
TUUID & L T <<Characteristic>> # {5 L THIH 4 5% & & T, ¥ — 3% & Read By Type
Response 2BRHI S E ., & Z THIMH L T 3 Attribute Protocol PDU ICD T i 3-9-3 ffio
[Read By Type Request/Response], 133 *— I % ZMHL 72 &\,
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Client Server
Read By Type Request (0x0200, 0x0214, <<Characteristic>>) N
| 4
p Read By Type Response (0x07, 0x0203, 0x02, 0x0204, <<UUID1>>,
|
0x0210, 0x02, 0x0212, <<UUID2>>)
y Read By Type Request (0x0211, 0x0214, <<Characteristic>>)
|
py Error Response (<<Read By Type Request>>, 0x0211, <<Attribute Not Found>>)
N
R R

Bg3-128 Discover All Characteristics of a Service

UUID H*5 Characteristic 2R 95 (Discover Characteristics by UUID)

Service @ Attribute Handle @ i 23 BEAI. 2> -2 Characteristic UUID 23 BEA1 0 8 & 12 FIlH
3 % Sub-Procedure % Discover All Characteristic of a Service L MM 3, Fhii & LHIHT 2
Attribute Protocol PDUIC DWW Tid, AN IC Discover All Characteristic D54 & Rk T,
Y=/ 27 74T v FEOHEEOBIEE X 3-129 1R LT T,

Client Server
Read By Type Request (0x0200, 0x0214, <<Characteristic>>) R
14
y Read By Type Response (0x07, 0x0203, 0x02, 0x0204, <<UUID1>»,
A}
0x0210, 0x02, 0x0212, <<UUID2>>)
y Read By Type Request (0x0211, 0x0214, <<Characteristic>>)
A}
Error Response (<<Read By Type Request>>, 0x0211, <<Attribute Not Found>>) N
|4
R R

B3-129 Discover Characteristics by UUID

Characteristic Descriptor Discovery

Mgk, FEH L 7z Characteristic 2> & % @ Characteristic 7 4 227 V) 72 2R+ 5L b TH
¥ 9, Z D Procedure % Characteristic Descriptor Discovery & FFA TWE 3, ThiC k> T
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Characteristic 7 4 27 Y 7 2 % F R L =t&, #ib3 2 fthd Procedure Zffio T7F 4 227 ) 7
ZHDEHREG I C & HHEETT, D Procedure TIX, T4 A2 Y 72 DF¥R$ % Sub-
Procedure, Characteristic Descriptior Discovery 239K — F I LT 3,

Characteristic 74 22V 74 %5 R¥5 (Discover All Characteristic Descriptors)

» % Characteristic ® Attribute Handle 2BEHITH % & L T, % O HiPHN @ Characteristic
7 4 A2 Y 72D Attribute Handle & Attribute Type % ¢ 5.9 % Sub-Procedure i3, Discover
All Characteristic Discriptors EIFIFNLTWE T, ¥ —3/27 74 7 v +HOH{E O %
3-130ic/R L EF. 7 74 7 v b »Find Information Request T i ~ 7z \» Characteristic ®
Attribute Handle D #iPH % 5 E 3% & & T, ¥ —3%5 Find Information Response 28&#1 & 11
F3, T ZTHIHLTWw3 Attribute Protocol PDU IC DWW Tt 3-9-3 i [Find Information
Request/Response], 129 X—Y % HWH L 7230,

Client Server

Find Information Request (0x0205, 0x020F)

Find Information Response (0x01, 0x0205, <<UUID1>», 0x0206, <<UUID2>>)

4
N
Find Information Request (0x0207, 0x020F) R
14
y Error Response (<<Find Information>>, 0x0207, <<Attribute Not Found>>)

B3-130 Discover All Characteristic Descriptors

Characteristic Value Read

GATT # — 3% b Characteristic fifi % 7t %4 Hi 3" Procedure i3 Characteristic Value Read & I
EhTwEF, ZDProcedureicid, #iFeic Characteristic fifi % i 4 i 3 Read Characteristic
Value, Characteristic UUID %> & {i % §¢ 4 H 3" Read Using Characteristic UUID, Read
Characteristic Value Tt & H L & 1L 7 W & & @ Characteristic i % ¢ 4 H 3 Read Long
Characteristic Value, % L CTH#® Attribute Handle ® » b #* & CharacteristicfE® % v +
% 5i 4 i3 Read Multiple Charactesristic Values, LA @ 4f$H D Sub-Procedure 28 E#H & T
W,
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LI, #2515 Sub-Procedure IO WTEHMZRTWEEL x5,

Characteristic [H% 549 (Read Characteristic Value)

GATT % — 8 LIz #74E$ % Characteristic fH® Attribute Handle 23841, %>-2> Characteristic
HoREEDR (ATT_MTU - 1) Tdh %4, Characteristicfli % HiEme AT L B8 TE £
To TOMNMDFINEZ R L T\ % Sub-Procedure 28 Read Characteristic Value T3, (ATT_
MTU-1) LA EDE X %2 Characteristicfli & 5e 4 H 385813, #2183 % Characteristic Long
Characteristic Value #FIFHL £9°, #—-3/2 74 7 v R 0#E O % X 3-131 1R L %
¥, T Sub-Procedure Tid. 7 74 7 v kA Read Request THiAH L 72> Characteristic ®
Attribute Handle #{§%E 3 % Z & T, #—-3%>5 Read Response & L T Characteristic i %8 1
TNFE$., 2 THH L TWw3 Attribute Protocol PDU I\ Tid 3-9-3ffid> [Read Request/
Response], 135 X—Y % HWH L7230,

Client Server
Read Request (0x0002) N
|4
y Read Response ("Example Deveice")
\|
R R

B3-131 Read Characteristic Value

Characteristic UUID #*5 Characteristic fi% 5 #4tH9 (Read Using Characteristic UUID)

GATT % — ¥ L @ Characteristic UUID 28 BE &Il ¢ & 5 35 &, Characteristic UUID 2 &
Characteristicfi Z i AT 2 &3 TE 9. ZOMHOFNE% R L 72 D 23 Read Using
Characteristic UUID TF . #—2/27 74 7 v A OME O 2K 3-132 1R LET, 2D
Sub-Procedure Tix, 7 74 7 v b 23 Read By Type Request TGATT ¥ — 3 LD 2% Y ZEfH]
(Attribute Handle:0x0001 ~ OxFFFF) THT® ® CharacteristicUUID % EIEHRE L £ 3, B&K
DFER Y — 32> 5 Read By Type Response & L T Characteristicfi2%BH & vk, & & TF]
FH L T\» % Attribute Protocol PDUIC DTl 3-9-3fffid [Read By Type Request/Response |,
133 =Y ZM T 0w,
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Client Server

Read By Type Request (0x0001, OXFFFF, <<UUID2>>)

Read By Type Response (0x04, 0x0380, OxO8EC)

3-132  Read Using Characteristic UUID

(ATT MTU-1D BLEDRE0 Characteristic %5419 (Read Long Characteristic Values)

Characteristicfii @ Attribute Handle & fii ® & < 2 B A < » 2 & &, % 3 Read
Characteristic Value Z fllFHH L £ 323, o k32 (ATT_MTU-1) %@z 2546, oD
Read Characteristic Value Tlz 7w b2t bk, fEOFGH LICHUATE A, TO X5 7%
(ATT_MTU-1) %z 720 HAH L 21T 5 84 ICFIH 3 % Sub-Peocedure 28 Read Long
Characteristic T3, % —3/27 74 7 v b[EO#{E OWNE % X 3-133 17 L £F, Z D Sub-
Procedure TlZ. 7 74 7 v I ixRead Request TGATT H— 3 E~FiAHFoichnz. Read
Blob Request ZFJH L T & & icffiz 54 H L £ 3. Read Blob Request 12 5- 2 2 514 Offset (55
HHL L %5 @ CharacteristicfHO LSBA 6 DA 7€ v b)) 1345k, (ATT_MTU-1) &40 £
7, Read Blob Request T Offset % (ATT_MTU-1) X n (n:#E0RLEE) & L CGHEbETH
AT LT, IIEDE & O Characteristicfi z 5 AH L3, & 2 THIFHA L Tw 3 Attribute
Protocol PDUIC DWW TiE 3-9-3fiid> [Read Request/Response ], ¥ & U* [Read Brob Request/
Response], 135 _—Y%ZMWHLZ X\,

Client Server
Read Request (0x0003) R
14
y Read Response ("A Very Long Device Nam")
N
Read Blob Request (0x0003, 0x0016) R
14
. Read Response ("e Using A Long Attribu")
N
Read Blob Request (0x0003, 0x002C) R
14
. Read Response ("te")
N
R

B3-133 Read Long Characteristic Values

@QQOQOQ’WI\O
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Attribute Handle ® £ v I » % Characteistic fE® & v ; % 5 & i 3" (Read Multiple
Characteristic Values)

Characteristicfli® Atribute Handle ®& v  23BERITH 2 858, 245 Attribute Handle i
)3 % Characteristicfiz & v b CHERT 2 2 B TEE T, D X 7% Sub Procedure #
Read Multiple Charactersistic # L WO E 3, ¥ —>3/27 74 7 v B OWNE % [ 3-134
IR LE T, 2D Sub-Procedure Tid. 7 74 7~ bt Read Multiple Response % > T GATT
=N ofizimAH LTS, £y b Lo T3 CharacteristicfliD & X 13 (ATT_MTU-
1) AT &Y. (ATT_MTU-1) M ED R X % £ Characteristic i % it L 2 556, &HO
(ATT_MTU-1) oRI 572G ofisimsarHInEd, < THAL TWw2 Attribute Protocol
PDUIC D\ TE 3-9-3fidd [Read Multiple Request/Response], 137 X —Y & HHL 72 &,

Client Server
Read Multiple Request (0x0380, 0x0009) N
|4
y Read Multiple Response (0xO8EC, 0x0A)
N
I I

3-134 Read Multiple Characteristic Values

Characteristic Value Write

A A B & HHC 72 B Procedure & LT, GATT # — % I @ Characteristic 12 i % & % A ¢
Procedure 2AEF I L CH V. Characteristic Value Write & LT\ 37, & @ Procedure
Wik, WRIGE (Acknowledgement, ACK & L &I UNEF) 2L LAVWHEARELT
5 Write Without Response, Z #uic il 2 THEH{L & FIH L CT&H & 3A 5 % 17 5 Singed Write
Without Response, # iAA I U CHERRISE % 52 1F X % Write Characteristic Value, Write
Characteristic Value T 9 LAk ® & & @ Characteristicfi % # & A ¥ 72 ® ® Write Long
Characteristic Value., % L T # #{ ® Characteristic (C [f] [Ff iZ Characteristic{f % & Wt 3~ %
Reliable Write, LA L@ SH%E®D Sub-Procedure 289 #— F T4,

Characteristic[EZZE AT (ACK#L) (Write Without Response)
BALERS BT, BEMEFCHET 2HERIGEFCEoTLrMbidTE LA, L
725 o T, FRICIERLERE THTMO 74 2 cElE HEATE. 2 0fffic X - TEfEH
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Foo [fR E5ho0h] 2M2 I LIFEFICERE LY 9, ZoEINE% ACK
(Acknowledgement) & ': (8% 4", Characteristicfliz GATT % — S icEZALE, 20 ACK %
Z\F 5 2 THIH 3 % Sub-Procedure 23547 b 3, #3-301c. Characteristic Value Write
@ Sub-Procedure DEWEZ R L £ 3,

Sub-Procedure & ACKDE
Write Without Response X
Singned Write Without Response X
Write Characteristic Value O
Write Long Characteristic Value @)
Reliable Write O

% 3-30 Characteristic Value Write @ Sub-Procedure ®i&»

#3-3025bH» % & 51c, Write Without Response (3 ACK ZFI|HEFIcEEIAAZ{ TV X
T =27 74T v MEOMEE OB E K 3-135 1R LT, ACK2AIfE FIciH Al
72, JEFEICT I TA T v b5 Write Command % f57E @ Attribute Handle i X L
TITH DRI Y £3, Write Command iIc2WT it 3-9-38id [Write Command |, 140 < —
CESRLZ TV,

Client Server

Write Command(0x0022, 0x01)

3-135  Write Without Response

&5 1t % B 2k LT CharacteristicfiE % & A ¥ (ACK# L) (Signed Write Without
Response)

Signed Write Withpout Response (& i %5 1t % £ %11t L T Characteristic % & ¥ A ¥ Sub-
Procedure T3, Write Without Response & [Al#k, ACK iZFIH L £+8 A, Z® Sub-Procedure 1&

(D Charactersitic Properties IC ¥ > T Authenticated Signed Write %It T h T3 (BH
3-10-25® [Characteristic Properties TE# I L5 gk, 148 <—2)
@ 7547y b & —r7Bonding ENT 5 (BIH3-8-47H)

@QQOQOQ’WI\O
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BRCoRFIHT L TEET,

% 72 £ @ Sub-Procedure 13 (ATT_MTU-15) octet £ TOHEIARICKIGL, —~FEOEIET
DZHYUEDOHFEALICIFIIIEL T LA,

Y= 27T 4T v MEOBE OB E X 3-136 IR LTS, ACKZFIHL W 72o, Write
Without Response & [Aff, +— "2 bDLAE Y RIIH Y ¥ A, HEFALIZOWTIE Signed
Write Command ZFIf L % 9", 51#{T» % Authentication Signature iZ %, SMPIZ X » THAT
INERAFEL DG A bNE T, b AaAIC Characteristic fHDH Z AL (ATT_MTU-15)
octet ICHIFR & T 2 B2, Signed Write Command @ 5[44I 3> T Attribute Opcode T
loctet, Attribute Handle T2octet. Authentication Signature T 12octet A% 7272 T3 (
ATT - MTU - (1-2-12) = ATT_MTU -15 ), Signed Write Command iZ-2\»Tld 3-9-3TH®D
[Signed Write Command |, 140 ~—Y % HM 72 &\,

Client Server
Signed Write Command(0x0022, 0x800000022184374801) R
|4
R R

B13-136 Signed Write Without Response

Characteristic B2 ZE %A (ACKHY) (Write Characteristic Value)

Write Without Response & 13572 v, FHZARICGATT % — il 5 0 ACK % #ik 3 %
Sub-Procedure % Write Characteristic Value & FEUNE 3, 2 2T, —FICHZAL I LB TE S
Characteristicffild (ATT_MTU-3) &7 b £9, (ATT_MTU-3) TH % D%, 515D Attribute
opcode & Attribute Handle T3octetiH#E L CL £ 5 20 TT, LA LOEZ AL LI I
&3, #%ib+ % Write Long Characteristic Value #FIIFH L £ 3,

Y=/ 27T AT v MEOWEOWIKE X 3-137 1R L3, FHEIAALICIE Write Request %
FIAL 3, HEZARBEII L TwzBa. ¥ — il 5 & Write Response 73 ACK & L TiRH!
ST, 2 ZTHIH L Tw 3 Attribute Protocol PDU IO T i 3-9-3 fffid [Write Request/
Response] (139<—3) %S 230,



3-10. GATT & Service

Client Server

Write Request(0x0022, "My Device")

Write Response()

3-137 Write Characteristic Value

(ATT_MTU-3) octet Bl EDfEZEZAL (ACKHY) (Write Long Characteristic Value)

(ATT_MTU-3)octet L4 |- @ Characteristic{li Z GATT % — X | ic 3 % A & 3 & O Sub-
Procedure % Write Long Characteristic Value & FEU & 97,

Y= 7 54T v FEOWEDOHMEZ X 3-138 /R LE T, Z D Sub-Procedure T, 7 74
7 v MMilix Prepare Write Request & Execute Write Request D 24D Attribute Protocol PDU
ZRIH L CEEIAARZ{TWE T, Prepare Write Request # F[H L TE AL NAZ Y — N ki
Fa2—2LTh®rIEB8TE, HNOF 2 =072 % o/ %4 I v 7 TExceute Write Request
TH—3 L0 CharacteristicfHIC KM X & 5 Z &R TZ 9, 7d. Prepare Write Request T
filiz & % AT B4, Attribute Opcode T loctet, Attribute Handle T2octet, % L T &AL
o+ 7%y b EEIEET % Value Offset T2octet IHE L TL E ) 720, ~EicEZAb &
T & % CharacteristicffilZ (ATT_MTU-5)octet & 29 £4, & ZTHIH L T % Attribute
Protocol PDUIC DTt 3-9-3fiid [Prepare Write Request/Response] (141 ~*—) B X}
[Execute Write Request/Response] (142 X—3) &ML TLZE 0w,
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Client Server
Prepare Write Request(0x0003, 0x0000, "My Special Device") N
|4
p Prepare Write Response(0x0003, 0x0000, "My Special Device")
A}
Prepare Write Request(0x0003, 0x0012, "Next To The Kitche") N
|4
y Prepare Write Response(0x0003, 0x0012, "Next To The Kitche")
\|
Prepare Write Request(0x0003, 0x0024, "n Door") N
14
y Prepare Write Response(0x0003, 0x0024, "n Door")
\|
Excute Write Request(0x01) N
14
4 Excute Write Response()
N
R R

3-138 Write Long Characteristic Value

B8 Characteristic ICRIFIC Characteristic fEZ Z AL (Reliable Writes)

S 13 £ D Prepare Write Request/Excecute Write Request# i FH 3 % & & T, #HE D
Characteristic IC [A]IRf I Characteristic fifi % & % A ¥ & & Sub-Procedure ¥4+ — b I TH Y
Z 1% Reliable Writes & FF UM & 5,

Y=/ 7T AT v MEOBEOMNEEX3-13912/R LE$ . D Sub-Procedure Tl Write
Long Characteristic Value & [fl£&, Prepare Write Request/Excecute Write Request % Fl[F L &
9. Write Long Characteristic Value & @& > 13 Value Offset 130x00 & L T, HEAARL W
Characteristic ~® Attribute Handle # &2 X #55E L 02, KM L 72> Characteristic i % %15 L
T 9, D JKMLiF Write Long Characteristic Value & [Flfk. Excecute Write Request T[RRFIZ K
WXz eRnTEET, &2 THHHLTWw3 Attribute Protocol PDUIZ D W Tl 3-9-3 fifid
[Prepare Write Request/Response| (141 ~—%") ¥ XU [Execute Write Request/Response]
(142~—=2) 2ZMLE T,
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Client Server
Prepare Write Request(0x0003, 0x0000, "My Special Device") R
14
y Prepare Write Response(0x0003, 0x0000, "My Special Device")
|
Prepare Write Request(0x0003, 0x0012, "Next To The Kitche") N
14
y Prepare Write Response(0x0003, 0x0012, "Next To The Kitche")
N
Prepare Write Request(0x0003, 0x0024, "n Door") R
14
. Prepare Write Response(0x0003, 0x0024, "n Door")
N
Excute Write Request(0x01) R
14
y Excute Write Response()
Al
R

3-139 Reliable Writes

Characteristic Value Notification

GATT ¥ —-3% b @ Notification GHEIERE) %27 74 7 v b 23R F % 556 D Procedure %
Characteristic Value Notification & MU0 & 97, Z @ Procedure Tld, ¥ — 3% bl % @A 3
% Notification & FFiE 41 % Sub-Procedure 2 F — F I LT g 9, k. Z O@AEREZ
Client Charactersitic Configuration 7 4 22 U 7' % (£#3-10-23® [Client Characteristic
Properties], 151 =) ICX o THET L EBTEET,

GATT Y=o DiEH% RTINS (ACKL) (Notifications)

GATTH — N 20 b @M % % J W % B¢ @ Sub-Procedure % Notifications & I I8 £ 5,
Notification TP =" L OBHNUK LT 74 7 v bh b ACKDEFIRIfTWELA, 7
Az, #ikd % Notifications & Indications Di#EWIZ 27 74 7 v P B ACK %R F3 5 0B 2T
F. L7 - T, Notifications i fSHPEA R ® b N W IEH D, Indications I I FHHMED K
LNBIEMOIBEICHAST 2 & LTl x5,

Y=o 24T v FEOME OB KI3-140 1R LE S, WHFIEE LTIy v 7
AT, ¥ — 53 Handle Value Notification % FIffl 3~ % @ <3, Handle Value Notification
IZ2W T3 3-9-31H? [Handle Value Notification], 143 =Y %S LT Z & 0,
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Client Server
y Handle Value Notification(0x0009, 0x0A)
|
I I

B13-140 Notifications

Characteristic Value Indications

GATTH — 2> 6 @@ AN L TACK % iR {5 9 % i {5 AL B % Characteristic Value
Indication & WU §, JE@ Notification & IFR 4D, =D b0MANKN LTI 74 T v
t 225 ACK iR % T\ ¥ 3, Z D Procedure Tl Indications & M3 41 % Sub-Procedure 234
R—FENTHET, k. ZOBABEHEIZ Characteristic Value Notifications D56y & [RIEE.
Client Charactersitic Configuration 7 4 227 J 7' % (£Hf13-10-25H® [Client Characteristic
Configuration], 151 _X—¥) ICX > THKET DL EBNTEET,

GATT H—nh o DEM%Z(TERS (ACKSHY) (Indications)

GATT H— "D LA ZZ T Y . 7 54 v + 2 b ACK DiR{5 % H3K 3% Sub-Procedure %
Indications L MFUNE 3, ¥ —o3/ 27 54 7~ FEID@EE O % X 3-140 1R L £ 37, WUHHF
& LTiEob bRy v 7T, ¥ — I Handle Value Indications Z {13 % D &
T3, 7 74 v bidIndication # Z{5#. < @ Attribute Protocol PDUICK 3 % ACK & L T
Handle ValueConfirmation Zi&f5 L £ 3, Z415H D Attribute Protocol PDU I DWW Tl 3-9-3
fifio [Handle Value Indication |, 143 X—=Y %ML TL 23 0,

Client Server
y Handle Value Indication(0x0009, 0x09)
\ |
Handle Value Confirmation() N
14
I I

B13-141 Indications



3-10. GATT & Service

Characteristic Descriptors

GATT # — 3 @ Characteristic 7 4 A 27 V) 7 X O HA R/ FHE AR EATH U E D
7z Procedure % Characteristic Decriptors & ®: U8 £ 3, T @ Procedure T i%. Characteristic
T AR T ZDFHRIAB%LT S Read Characteristic Disctriptors/Read Long Characteristic
Descriptors, # % iA & % 17 5 Write Characteristic Disctriptors/Write Long Characteristic
Descriptors, BL_1® 4@ D Sub-Procedure 28 E® b T E 3,

Characteristic 741 22V 74 % &AL (Read Characteristic Disctriptors)

GATT ¥ — % % b Characteristic7 4 A 7 U 7 % % 3t 4 iA ¥ Sub-Procedure % Read
Characteristic Descriptors & FEUNE 3, BRI ICIE, WEFNE & L Tld Read Characteristic
Value & [Al#£T. Read Request % FlJF L T Characteristic 7 4 2 2 Y 7' % ® Attribute Handle %
FRELTHBPIABE T, ¥ =27 54T v MMEOE O % [X3-14118 L £ 37, Attribute
Protocol PDUICDWTld, 3-9-3TH®D [Read Request/Response], 135 X—Y &ML TL 72
T,

Client Server

Read Request(0x0206)

Read Response("Outside Temperature")

3-142 Read Characteristic Disctriptors

(ATT_MTU-1) octet B E® Characteristic 74 27V 74 %&HAHAT
(Read Long Characteristic Disctriptors)

Read Characteristic Descriptors Tl Read Request & ':iZ4 % Attribute Protocol PDU % |
FALTw27d, ~EICHrAL IR TESLT 4 227 Y 72 0ffiiE (ATT_MTU-1]octet I
filRshTlLEwEd, (ATT_MTU-Doctet A LD T 4 227 Y 7' % % Gl te il O WU % 7L
#B U 7z sub-Procedure 28 5lli& % & L CH b . Read Long Characteristic Discriptors & FEUN & 37,

F—=N/7 74T v FE OGO % X3-1421C78 L 9, HANMIC i3 Read Long
Characteristic Value & FlHIZ[FIFE & 72 2 O T, Sub-Procedure %@ DWW TIEX 3-132 %%
B <72 & v, F7, Attribute Protocol PDUICDWTld, 3-9-3fiid [Read Request/Response]
¥ £ U [Read Brob Request/Response |, 135 _X—=Y %ML T Z 30,
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Characteristic 74 X7 74 % & &AL (Write Characteristic Disctriptors)

GATTH — % & CharacteristicT 4 2 27 U 7 % % @ ¥ A ¥ Sub-Procedure % Write
Characteristic Descriptors & FFUNE 9, SRR IC I, BHFNE & L Tk Write Characteristic
Value & [Alk T, Write Request % fl|f] L T Characteristic 7 4 27 U 7 % & Attribute Handle %
RELTEZALE S, ¥ =/ 27747 v M OMEOBIIE%X3-1431CR L £ 3, Attribute
Protocol PDU 22T, 3-9-3ffid [ Write Request/Response | (139 ~—3) #HMEL 72 &\,

Client Server
Write Request (0x0206,"Patio Temperature”) R
| 4
y Write Response()
N
R R

B®3-143 Write Characteristic Disctriptors

(ATT_MTU-3) octet L E® Characteristic 1 27V 72 % B &AL
(Write Long Characteristic Disctriptors)

Write Characteristic Descriptors T3 Write Request & Fi¥#1 5 Attribute Protocol PDU % ]
MLTwdk0, —HICEE AL LB TEDT 4 A2 Y 72 OfHIZ (ATT_MTU-3)octet i
flRxhTLEwEd, (ATT_MTU-3)octet BL | CharacteristicT 4 227 V) 72 & XAt
Yitr. Sub-Procedure & L T Write Long Characteristic Disctriptors B I T\ 3,

P—N12 54T v MEOWEEIF, FHARTICIE Write Long Characteristic Value & [Eik D TN
& 7% DT, Sub-Procedure DEFNICOWTIEHIN3-137 (175~ =) 2SI 2 I, 72,
Attribute Protocol PDU DWW T, 3-9-3ffid [Prepare Write Request/Response] (141 = —
Y) LU [Execute Write Request/Response| (142 X—) &ML 72 &\,
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3-TLIOS TS =P D BLEHABLE

LA ETBLE LR ICOWTHERZ LT & L7, Core Bluetooth 7127 I v 712D W\TdD Tips
I3 Part 2, 4 LA CTHER BAMSLTOE T, RIETIRIOS =y =7 LET 2 8i% Lo
FAVI2ELDE T,

3-11-1. Bluetooth Accessory Design Guidelines for
Apple Products

i0S 734 2 L Bluetooth 734 2% @ X251 H 720 Apple 2264 FIA v IhTngE 3,
DX BTAARET 7Y ) LIFATOUE T, BLEZMAI L7272 &% V125w T Bluetooth
Accessory Design Guidelines for Apple Producfs”@3$0:\ ZDHAF T4 v HBRHIN T
$9, 77V VT EEOICE, T/ P IDBZDOHA N IA v &z LTHEDERH 5720,
IOSBHFEMD ZDHA FIA v EHRELTELZEBEEILWTLE I,

TN RERTH~ERE (Role)

Apple 13108 & #EF 277 24 Vic BT, Peripheral $ L < 1& Broadcaster D\ 3 h—75
DR TEEINTRERELLLTOE T, THURIOSTAARDT 72 %) LK T2 40 b7 —
7 HC, HEARMIC Central £725 Z L ZFRAIL T 720 L E X T3, %E] (Role) 1coWTid, [3-
8-3. Mode & Procedure| # ML TL 2 &\,

%14 https://developer.apple.com/hardwaredrivers/BluetoothDesignGuidelines.pdf
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Advertising Fr> )L

727 ¥ V12108 734 RIZxF LT 3ch @ Advertising 7+ v 4L (37ch, 38ch, % LT 39ch)
D& TEHMHLTAdvertising 175 R E7Z L LTWE F, Advertising 7 ¥ ¥ A L ICD W Tl
3-4-17Ho [BLE O RGBS OYEF v 20| (62~—2) 2 BHLTLEE W,

#R—p9 3 Advertising PDU

T34 213 4 RO Advertising PDU (ADV_IND, ADV_NOCONN_IND, ADV_SCAN_
IND) o, wIhp»1o%FHL L3, 52 Advertising PDU T % ADV_DIRECT_IND iz
DWTC, Apple iZHAFF7A4 v ETT 7SV THHFT 2 _RETIEZRWL, &L TWE T, Advertising
PDU icDWTid, [3-6-3. Advertising PDUJ %S L T2 &0,

Advertising Packet (Advertising Data)

7 7% %Y 5 Advertising TikH{ 3 % Advertising Packet iZ. Flags. TX Power Level, Local
Name, Services DIEHE D Lb 1 O2E LRI NIE R EEA,

7z ¥, Advertising Packet i & ® % ff #% I1C 2 \» T ix Supplement to the Bluetooth Core
Specification, ¥ XU 3-4-5H® [Advertising Packet & Scan Response Packet| (73 =—3)
EHIRLTLEI N,

Advertising Packet DIEEIMESBISTIXESTEI~EBLOH

T2V Y BnEEI%EFHLTAdvertising PDUD YA X% v 87 MCRELTWS, LI
Advertising PDUICKH LT FELOBEHRBNEVES W LI HYRE T, ZoYa. 7723Vl
(#fRH V12 SCAN_RSP PDU iZ Local Name 5 XU TX Power Level s EO A RCE 32 2 &
BiFEnTHwE T, LaLZoEd, Apple DG 0 4 TH SCAN_RSP PDU ICKE 35 Active
Scanning IFIEL TV A DT TRAVKICHERE T HERH Y T T,

¥ 7= Advertising Packet H1iC Services [ # % & ® 2 ¥ &, Apple (3 Primary Service 13 #1C
Advertising Packet I8 T Advertising L 2 1UiE 72 ) £ A%, filB /5. Secondary Service i3
HEOHDLRETIE ARV, LLTWET, &7 L Advertising PDUDKFRICHIRAH 554, 774
) O F L H AT LE 2T\ Service DIEHICO LTI, 727 & 3 U fllo i cHlg S



3-1LIOSTY Y ZTDBLEHAB £Z

TREES H Y T
72 ¥, Advertising Packet & Scan Response Data D7+ —= v MZDOWTld, Bluetooth Core
Specification Supplement, Part C Section18 IcfE\ F 9,

Advertising Interval M#E3ZERTE

7 2 % % U @ Advertising Interval O WTIHFERELTCHKETILELHVEF, Thid

Advertising Interval 22 i0S 7AA 2D b DT 72 PV DOFEHOL LT I0, RO LT IIcKE

WEEEZ, 72, 772V I BNy T VB O EIE Ay TV OFRICOWTHHEL 52572
BT,

772V 5 Apple 2 HF A IN B 7201iE, WD 30 FH D Advertising Interval D&%
sEfill advinterval=20ms & $2 Z EAHERE L SNTWE T, CO30BEICT 72 I BFHATE hdo
7254, Apple G2 SF R L3 $57201C, Apple i3 Tt o &7 Advertising Interval
DOFHZEHERLTWET, 272, 2O REEY @ Advertising Interval # FIH T 254, R
HEhtic XV IR 20 2560350, R T 2458035 Y £3, Advertising Intarval iIcD W T
3-4-5 ®JH [ Advertising Interval| (69 *—) &ML TLZE W,

7t B, £ A W o Advertising Interval (152.5ms, 211.25ms ., 318.75ms . 417.5ms .
546.25ms. 760.0ms. 852.5ms, 1022.5ms, 1285.0ms) >4 b 0.625ms DEEE (G & 70 T
B, BLEOLEkZ M2 T HICREI N TV 2 bV T,

Connection Parameter DHEEEETE

77U 23 Peripheral ®35 & Central & DEHEIC B VLTV {5 D Connection Parameter
ERETILENDVET, 773 Vi3, ZoFAREICH D 2 i#Y) 7 Connection
Parameter % L2CAP Connection Parameter Update Request #3i%{§3 % Z &I L- T, b7
ZAIVTTY AT L AT IIERD A, F#llld Bluetooth 4.0 Specification, Volume3,
Part A, Section 4.20 ICEdib T nE S,

¥, 772 % YD Connection Parameter DV 7 T A M F LD G272 S niGH, A
INFEF,

e Intraval Max x (Slave Latency +1) = 2 s

e Interval Min = 20ms
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e Interval Min + 20ms = Interval Max
e Slave Latency = 4 times
e connSupervisionTimeout = 6s

e Interval Max x (Slave Latency +1) X 3 < connSupervisionTimeout

BLE ZF|H L7= HID 734 2 (2% HID over GATT &b UM EF) 3, o7+ 4
D—2TTH, COMEDE A, Apple i & LUK I 579121k Connection IC B354 v & —
AMF 1125 m ATIC T 2 6803 H 0 £55

7z . Apple # & Il T GAP ¥ — € R I @ Peripheral Preferred Connection Parameters
Characteristic IZDWTC, FEAHLAEVFIALZD T2 LEHYEEA,

Privacy

77 % V075 R TH Resolvable Private Address ® F — 23R TE 2 X3 ICEEI N
B _ETY, Apple I 7 74 3> —iclid)E 4% /2> &5 Random Device Address #FIFIL £ 3

Permission

72 % B V{1 Service ¥ X OF Characteristic ® J& J @ 72 % (< #% Il 7x Permission 7= & 1
ATV v 7, Ak D ULIRESLEZERLEEA, ME—, R T 55541 Characteristic fE <
Characteristic Descriptor fliC 72 & 23 % ;{5 D & T3, Permission iIZ2W Tl 3-9-2 JHD
[Attribute Permission] (122<—3) 2HMH{7ZE 0,

Pairing

TP VIR T V72 BTRTERETRDHY ELA (7L, FEGEEEMN 27 S 2 Wit —
CEBV 7T AT 7 F Y BFEHIL G EEREL ).

BLE DLk b, ¥ 2V 74 Lo E2 Perlpheral 75 Central & Bonding L¥l B 2o TD X
TV v 7 YRS 584, Peripheral I3F0GEEMF 2 72 T A WEREEa — FIc K5V 7 =R 2@ Y)IC
FEHL AT NT T EE A,

FIRIC, iI0S 734 228 Central 220 GATT #— e LCEIfE T 234, Z0 X5 4iliEa—F
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LBV 7T AMZF G EUNCERNLE S, LT ATV V7 Z2ERTHiI0S T4 R
LD EYFo0iiE, T/ IVBRAT Y v O FiE G L 2T hE R A,

ATV v 7o TE Apple i Ecoa—FRFRCKFELE . —E. 727 &3 U2 Apple
BT ) v 73 5L, Fiki I O 72 Central, Peripheral O # <) i #t (DK :
Distributed Keys) Z{#Ff 32 0 EBHN T, BLATV v I BREEINEL -5 E, T2
D IFHEHIBRL 2T E R EA,

¥k, TV ) OBGHI B WL AEZ B iA T 720113, BLEZ MM T 25 A THoTh,
773 Vi3 MFi 7027 L% i##5 L. Authentication Specification % 9K — 25BN H Y,
FEALETT, MFLIZOWTIda 724 [Bluetooth MFi7u 2 74| (48~x—) #&MHLTL
I,

MTUDEE

iIOSTAAZRRT 7ALrOREEMADZMTUL, ZD720DMTUDIRRICBHT2) 722
(Exchange MTU Request) % %R —tLTHEY, 77 VAIIZ LY KREWHFRDO MTU~DHL
RAFERTZZENATEE S, MTUICDOWTIE 3-9-2 D [MTU(Maximum Transfer Unit) | (122
R=V) RHB TS 3-11-3HESHL T EI W,

Services

GAP Service

77 €#V1x GAP Service H1® Device Name Characteristic % Permission 75 %A A A[fE7x
IRFETHEIEL 2T 1T Y $8 A, Device Name Characteristic 122\ T, 3-10-4 @ [Device
Name Characteristicfli | (158 *—) ML T2 E W,

GATT Service

T2 YRZOEERICHED GATT T — 4 R—2% AW 2546, 20773 ViId
Service Changed Characteristic % EZE L TwaaiF i b T8+ A, D Service Changed
Characteristic 37 7 =4V =7 - Ty 77—t ¥, BINICGATT %A HF 2T 2
Characteristic T3, #iicEz2 5L, 77 HV LD Service Changed Characteristic O f & % {iff
#T B2 LT, Apple WEIIT 7 IV 2 b Fi A7 L7z Attribute DIEREF v v 22 F5ZL T T
7 H Y EDBZICF IS Service % Characteristic DFE R EDEEEDOMNHRL &N Z & B TE
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E3D

Device Information Service

7 7 % % J i3 Device Information Service # EH L 2N iX 2V £+ A, %7 L Device
Information Service ® UUID (¥ Advertising Packet #C7 F A4 XENTFWITER-A, 77
Y VIZLA T @ Characteristic Z %R — F L2 17 Y 8 A, LA T O Characteristic DFFAMIZ
Bluetooth SIG DA I TS5 L ATEES,
e Manufacture Name String
® Model Number String
e Firmware Revision String

e Software Revision String

Available Services

i0S 7.0 #3252 LT, WihoiOS# i Battery Service, Time Service Z LT Apple
Notification Center Service (ANCS) % —ERICHIGT RN TE, 77 HIVfllczns
ZRHTE2 X5k T

Time Service (3 BI7E i % & BI IR %) 0 15 ¥ % f- 5 3~ 5 Characteristic 2 b ¥ 3, 72721,
BERAZZBLZRIcE o 02 HE T 2 IRt TuELA, 72, ANCSIZ
UUIDANCS=7905F431-B5CE-4E99-A40F-4B1E122D00D0 Tl dh T 3,

INOLDH—CREIT 7V EEHLAZERICZOEEGPRIEINTHELDOTIEHY
Ao F72T7 7€ Vg Service FIFHRIBEIC 7 o 72354 1C Service Changed Characteristic Ic £ 5
Indication IC k> TZDEZMAIL 2T NER Y A, 10S T4 RO HERF I TV BER Y,
FIHIRIRECTH 2 LiBAI SN BRREZ I35 L A TEE T,

GATT H—

10S6.0 AT, 77V 7 —v a6 GATT # — 3k} LT Service % Characteristic % 2
g2 T IOSTAAART 7PV ERHATEL L1 Ed, AHOHERERHIIZO L &
L oT 7 ey NICEALE T,

LT o Service 12 10SIC ko THEITHEEI N, y—F—=T4THBI0ST 7V 7 —v avicxf
LTARHEINZZLiZHY T A,

#15 https://developer.bluetooth.org/gatt/characteristics/Pages/CharacteristicsHome.aspx
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o GATT (Generic Attribute Profile) Service
o GAP (Generic Access Profile) Service

e Bluetooth Low Energy HID Service

e Battery Service

e Time Service

e Apple Notification Center Service

10S 734 1% GAP Service L Service Changed Characteristic ZEZELTWwEd, Zhid,
GATT LD T =4 R—ZADNEEFEEDZAIV I/ TEBRTELLIICT 2720 TT, LEAoT,
727 %%V iZ Service Changed Characteristic ®{i® Indication % ¥4 — b L, Indication % 5%
BLb, ZNIRKIGLTT —ZR—ADF vy v a2 lc L hid b A,

77V VIFATT/IGATT Y 7z 2 bl a~wy FofHZR/NRICL, BDELRIERD A%
REELATNERVERA, 2L2E, 772 Y BFREDOY —E R ME T 284, Attribute
Protocol PDU T Discover All Services i3 FIHLTldWiF £8A. 21T Attribute Protocol
PDU @ Use Discover Primary Service By Service UUID TREZELE T, chidryroehe
DEHIRS 2 2 L CEINEERIMAT 223, Apple WG STD A7+ —< v ADJE_ RO A 5
729TT,

P —FR_=T4DIOST TV 7 —2avBT7eH¥Y LD Service K T 2556, LT D Service
BHOSIC XTI TR S, FEREINT 2783V LD Service 2374 V2 S 7zIRHET Core
Bluetooth ic ko TN E T

e GATT Service
e GAP Service
e Bluetooth LE HID Service

¢ Apple Notification Center Service

P—CREFETLET TV r—2avB74T7 70 P Tl Ny 277y FTETTHHE
MEF 7z EH, 7723V DT Y 2% Characteristic HD Ft » 3 & A KRBT 2 ATHEVE 2
HYVET, ST TRV VRIDIIBRIT -2 EARZTROIT —ITH LT, FHICHIET
T2 IOTHBICEEI I N Tw AR T IE RV E8 A,

Attribute Protocol PDU IC 5T Prepare Write Request BF|HE 286, F2—& LTH
F N7/ TD Attribute 1Z[6l—D GATT H+—E 2D v 2 & v Aducfg I nEt 4,
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3-11-2. BLE (3is H1EHEBHIE.OH

BLE DfLEkicoWTIIR 33 THEDE L, £ 3-3% /7721 Tld. BLE D28 IO KN

IO B> TR D LAY Wi, T2 TWHTZ 72 v 27 BT & BLE #HIRLTZ D kE

EWICOWTHERLTWEE LS, 753 v 2 BTofkEE BLE otk il 22 3-31 1R L
3

25297 BT BLE
AR B 2.4GHz 2.4GHz (2.400~2.4835GHz)
ERHAR GFSK GFSK
F—yL—h 24Mbps(Bluetooth 3.0 High Speed ) TMbps
F oL 79ch. 40ch (Advertising ch. =3ch. / Data ch.=37ch.)
RRHA 100.00mwW 10.00mW (+10dBm)
~7)vT R F7vav
Ny bR 1021 octet 47 octet

£3-31 75>y BTD#kE BLEDAKRDLE

£331%2H2Lbhs Lo, ZRARSPHH LoT—2 v — A2 72 v 7 BT & BLE
TEWEHVFELA, Lz oT, FALIIGHEEZFIFA LS A&, B L I3mE omEEIIcE
FAEEFNRVIET TF, 2T, ZCTBLEDKHEEIMLICE 5 LT 3 EHRIFMADTL &
I COHFEFLDDLE, RDIHICREL T,

o EF AT v F RO/
o MIREIEIC X2 IKIHEE L
° JHAE F v ¥ A AFLDHIIR

EENTIMRONMEL

BLE T3, %37 v b RIZ2Z 92 v 2 BLE ® 1021 octet 2> 5 KIFICHIJH X4 47 octet & 72>
TwET, CNE22OHOHEAICHBIRLE T A, <7 v FRAVNUL S TR IS 3R
MR RV 5, COBEAL, BikT2 MTUIDWTH %Y &Y 2 Attribute DD %
AZEFRRBICIRRS % @S5I 22 ML, 72725 ) O B Ib % 15 5 55K &



3-1LIOSTY Y ZTDBLEHAB £Z

%2570, EHEMDH LG ERTEE T LEAHVET,

HREEICLSEREEZEAIL

LED 0t oMz & ##lli+2 L) 2574584, PWM (Pulse Width Modulation)
W FEEAALES, CoOFERIHMICHRITAL Y F D ON/OFF Z#:0iE L. ON & OFF ©
XK 2SS L CLED ICG5A 28N ZHET S, LWw)HbDTY, BLEICH TS HKE)
PEIC X2 EGHE B AR I I FRR©, WfE O XM Z TE 20 WHIEL ., WEL T AanX
FICIERY =7 %2352 LT BERLLTOBRBNHELINIAL TREBILoT0ET,

3-4-5IH® [Passive Scanning |(71 = ) THLY k7= Passive Scanning 72 &b Z D TR D —
2T, Passive Scanning Tld. ScanRFEED T A R (72& 21X 10S T34 ) 13D 73
A 2% b D Advertising % Fib il 277, JEAD BLE 734 23X A G D £ 4 12T Advertising
EBIRWET, HEARDIZIBLE 754 {23 Advertising Z HEH D 2 A IV 7T H W5 T,
e, 2725784, BAD BLE 7854 213 10S 754 7 £ 6 D Advertising IZ b %
L2 DTy bEFFBRT BT NE RO, BLETAA AR [ D24 Iv TRV =T L] [&
DEAIV T TRPLTONERCOD | ZRB LB TERIR>TLEVET,

A EBHE LT, Advertising Interval DF%E 7 EDFELS B L £ 9, =& 2 1E. Advertising
Interval D[R % 5 L7286, BLE 734 RIFBARFRINTE D 2 Mo 0 E 21T 2 &I
75570, BITHEICKEEE XS FLTLEI LA 5T Ll L7 X 51 Advertising Interval
DF%EFOBRIE, EHL20I— e 2 LT Interval 2BV B0 2 ikaw T2 S EHBEELLE X
E3D

BEFrRIVEOHIR

2737 BT 53X BLE &bic, HHLES OBKCIZEHBECR v € v 2 27 b7 24158 (FHSS)
ZRALCWE S, OB EFERICK Y 79 3 )83# D Channel T3 23, BLE Ti3sEbL 7%
Advertising D721 Advertising B D F ¥ v % 37ch, 38ch, 39ch d 3 FEAHICIREL . 2 7x
WF YAV DRy T THIABEGCRS IOMEIh o T, BREEGICTS LT, kil
L7 R B I X AKX NBIEICO A0 £ 5

IEOEHICOWT, 777 =2 av L XA TEBRICEDIIITHIGTE S, IConWTld 63
TRBFH LT T, (KEIML A EHR T2 LEAH 25 HE3ZH LSBT0,

@QQC\QC\C\’OC\

() 2D

189



190
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3-11-3. Core Bluetooth Ic&1T5 200ctet Hhifl %R 9 DH

Core Bluetooth DEZFALICEWT, FXIAL T —£I13T 741 FTld 200ctet (=20byte) L7a-o
TOETA, THEIEEERL TR0 TL x50 RITE, Z OB H% BLE O {1k 2 O ftiF
TWwEZLERWE T,

GATT LT —20D%Y L0 %FTIER. T Controller 226 Host ICE 2 E TIC 7y MR,
L2CAP I FE L /-l T Host il 23F 3% Information Data 37 74/ FT230ctet &7 »T
WEF, o7y Fofiiiuid [3-5. LZCAP (Logical Link Control and Adaption Protocol)
X3 A7y roflfl], ZLTX3-29, K3-30 %l T £, Z D Information Data ®
P A XBATT_MTU TH Y, Information Payload 73 230ctet TH 5 & & 5 6 3R ATT_
MTU, u=230ctet 72D £ 9,

22T, 2o Information Payload i Attribute Protocol PDUICHEWTERRO T —2Dic AV v
FCHRIAT2EMBETN TSR 200ctet THIHHTH Y, HXTT, 2L xE, Attribute
Protocol PDU iC ¥ iF 5 Write Request. Write Command. Handle Value Notifications .
Handle Value Indications T (%, Attribute Value @ fii 12 . Attribute Opcode (loctet) .
Attribute Handle (2octet) 23&EhE 3, L7223 -> T, FERRIC Attribute Value 2 LTTF 741 b
THIHTE 294 X3,

ATT_MTU g — (Attribute Opcode + Attribute Handle) =23octet — (loctet+2octet) =
20 octet

L7 Y. 2 Core Bluetooth FTOHZALD ERYA X 200ctet L7 h E T,

Z Tl Attribute ICE XA D A 200ctet DD, EWVWHEFS5WH DT TIEH YT A,
3-9221H? [MTU (Maximum Transfer Unit) | (122_—) THRLTW 3 XS Attribute
DY A XD KAEIZ 5120ctet TH Y, 200ctet T HLETTAARBDOT 7+ FTOHERE W
ITLERLTET,

Btk b FHAALOLHLEZABOLATI - LICHETEST — 2D A XIFRRY
¥ 9, Z#d Attribute Protocol PDU IC 515 % Read Request Z A 1LIXHHSL 2> TF, CO 84,
Information Data #C Attribute Value D fthi3 Attribute Opcode (loctet) DH D78, FERiC
FIHTEST 740 bTOHA R, AR RiIT

ATT_MTUg — (Attribute Opcode) = 23octet — (loctet) =220ctet

EBVETS
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T, RAGEHMN ZOEZ AR ZT5LAIMEOEZARNOT — 2 Hf X & F R
Y . Attribute Value @ fth 12, Attribute Opcode (loctet) . Attribute Handle (20ctet) .
Authentication Signature (12octet) & ETNFE T, LB ->T, ki

ATT_MTUg — (Attribute Opcode + Attribute Handle+Authentication Signature)

=23octet — (loctet+2octet+120ctet) =8octet

LRV ET

MTU Hi3RDEELECH

(ATT_MTU-1) octet LA _E @ ¥4 X @ Attribute i3 Long Attribute & FEiZhTEH H, 4
#X. Long Attribute # i 5 72 % @ Attribute Protocol PDU $ HE T 9, Thiciy+
% Attribute Protocol PDU & Prepare Write Request %> Read Blob Request T& Y. Long
Attribute 7 — 2 # BN O T TERE TS0 CFHLET (3-9-3, 135 *— D [Read
Blob Request/Response ]| 75:%%5’::’)

TliE. MTU Tfﬂi}ﬁx BFEDISRGHEICHHATsOTLEYH? MTUIEOHMIZLL T 22
ICREET,

AT EDORY EYDEE ST
* Indication > Notification @ L5 1SN r T TERZB LT DRV LI R AY v FICEWT
ATT_MT Uy DA LD 7= 2 235555

ATy rORY LY DREEERST Z LIE, EEDEE AR ST L TENOHIE AL A LET,
772 Ly ARENCIER Y & V3% Attribute 2307 75 LI LTELSTH L, —ERP—FVx
T ZLCT 7V = avDOnRI vy AR BAEINCATHREILTHIAT 5 _ETL ),

Indication % Notification T GATT # — A~ L2 6k IN 2T — 2% 7 74 MELL kil
LTEHAEMTULEZ 33U FER R wAED, EbohtwiXREDHITORH
MTURIRO R E R HN L 25 L EXE T

WINIKE L ATT_MTU D HA X MTUIRRICOWTIE, 3 —ERX, A= 72T bEFHT

16 3-9-3IE?[Exchange MTU Request/Response] (126 X—2) L1 3-10-6 ED [MTU DEEZZE S % (Exchange MTU) | (164
R=) ZBRLTLLZEL,
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FEETOILERDHY, 77V =2 aVDATRBAENPRETILOTEHY THA, TOMHITD
ORIcEEDTELEIWTLE D,
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